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ARTICLE INFO ABSTRACT

Keywords: The Smart City concept aims to improve urban governance and optimize public services, ultimately enhancing
Big data the quality of life for citizens. As data generation and processing grow rapidly in volume, velocity, and variety,
Data prf’teCtiO" Smart Cities must integrate secure big data considerations into their strategic frameworks and project implemen-
2?:::;;;5’ tations. This paper explores how big data and data protection measures are represented in the strategies of 28
Delphi method cities worldwide. To achieve this, we employed a three-phase research methodology: 1) identifying resources, 2)
Recommendations conducting content analysis, and 3) using the Delphi method. Our findings indicate that only half of the cities

explicitly address big data in their strategies, and most lack adequate data protection measures. Additionally, the
paper presents a list of recommendations for big data management and data protection, derived from measures
found in Smart City strategies and validated by domain experts through the Delphi method. These recommen-
dations aim to enhance understanding of how to effectively incorporate big data and its protection into urban
planning and Smart City projects. However, it is important to note that these insights primarily apply to larger

urban areas with abundant resources.

1. Introduction

The city has always been associated with technological advance-
ments, with cities providing the environment for developing mod-
ern technologies and being built using these technologies (Barlow &
Levy-Bencheton, 2018; Bawany & Shamsi, 2015; Halegoua, 2020). It
is still the case today; only technologies are becoming more advanced
(Bibri et al., 2023; Rani et al., 2021). The Smart City concept should
address questions about urban governance, such as what aspects of
cities can be managed and how cities can be planned to create com-
munities, manage growth, or allocate resources and services efficiently
(Halegoua, 2020). At the same time, the specific definition and char-
acteristics of Smart Cities exhibit variability across sources, a unify-
ing theme persists: the core utilization of Information and Communi-
cation Technologies (ICT) to enhance the quality of life for citizens. It
is achieved through the efficient and effective delivery of public ser-
vices (Bawany & Shamsi, 2015; Czupich, 2019). Smart Cities can also
be conceptualized as environments, or even ecosystems, where strate-
gically implemented ICT elements function as data collection tools. In
these data ecosystems, data are collected, processed, analyzed, pub-
lished, and used to support the decision-making processes of city of-
ficials, better allocate resources, deliver public services, enhance trans-
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parency and openness of public actions, and sustainable development of
the city (Lnenicka et al., 2024).

The significance of big data has increased in recent years. Smart City
operations inherently generate voluminous datasets reflecting daily ac-
tivities (Hashem et al., 2016; Osman, 2019). Trends like the intercon-
nected networks and sensors comprising the Internet of Things (IoT), the
techniques and algorithms of Artificial Intelligence (AI), and open data
initiatives making large datasets publicly available and accessible with-
out restrictions amplify data collection, encompassing both static and
real-time elements (Bibri et al., 2023; Lnenicka & Komarkova, 2019).
Considering the understanding of urban dynamics (Batty, 2013), they
provide opportunities for improving decision-making and generating
insights related to monitoring, analyzing, and planning cities to en-
hance sustainability, efficiency, resilience, and overall quality of life
(Al Nuaimi et al., 2015; Hashem et al., 2016; Lim et al., 2018).
Kitchin (2014)) posits that big data presents an opportunity for gov-
ernments and officials to achieve enhanced efficiency and effectiveness
in urban management and regulation. By leveraging these data, city of-
ficials can elucidate the impact of various change types and rates on ur-
ban communities and urban planning (Barlow & Levy-Bencheton, 2018;
Batty, 2013). The increased volumes of data require focusing on chal-
lenges related to data protection and security (Hussein, 2020; Pelton &
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Singh, 2018). The interplay between these challenges and big data use
embodies a balance between leveraging innovative technologies and en-
suring robust protection mechanisms (Bokolo, 2023; Sun et al., 2021).
As urban areas integrate complex [oT systems, cloud computing, and Al-
driven analytics, their capacity to generate and utilize data improves, of-
fering enhanced public services, traffic management, and sustainability
solutions. However, this progress brings an inevitable rise in cybersecu-
rity risks and privacy concerns, necessitating a nuanced examination of
their dynamics (Braun et al., 2018; Ismagilova et al., 2022; Javed et al.,
2022).

In the context of big data technology integration in Smart Cities,
the existence of a Smart City strategy, together with the support of city
officials, plays a key role (Hashem et al., 2016); Pivar, 2020; Wu &
Chen, 2021). Best practices and guidelines included in these strategies
and related projects can help understand respective challenges and how
to overcome them. Without robust data protection, Smart Cities may
face significant privacy violations, data breaches, and misuse of sensi-
tive information, undermining public trust and putting citizens at risk. In
addition, poorly managed data can lead to vulnerabilities in critical in-
frastructure, making cities susceptible to cyberattacks, which could dis-
rupt essential services, from transportation to healthcare. The integra-
tion of big data and data protection into Smart City strategies is not just
a technical requirement; it is essential for safeguarding citizens’ rights,
ensuring the resilience of urban infrastructure, and fostering public con-
fidence in the Smart City vision.

Given the potential of big data to address these challenges faced by
Smart Cities, this paper aims to provide an understanding of how big
data and data protection measures are reflected in existing Smart Cities
strategies in selected Smart Cities. A research methodology consisting
of three phases, 1) resources identification, 2) content analysis, and 3)
the Delphi method, is adopted to achieve the aim. This paper provides
a list of big data and data protection recommendations, which were
transformed from measures identified in Smart Cities strategies and then
validated by domain experts using the Delphi method.

The remainder of the paper is structured as follows: Section 2 focuses
on the research background, Section 3 provides a research methodology,
Section 4 presents data analysis and results, Section 5 provides discus-
sion and limitations, and Section 6 concludes the paper.

2. Research background
2.1. Basic concepts and their interpretation

Big data are defined through the model of 3V(s): volume, veloc-
ity, and variety. These attributes pose challenges for traditional data
processing technologies due to limitations in handling massive data
size, rapid data generation, and inherent data heterogeneity (Favaretto
et al., 2020). This 3Vs model has served as a springboard for fur-
ther refinement. Researchers like Holubova et al. (2015) have empha-
sized the significance of data veracity (accuracy) and value (impor-
tance to the owner), expanding the definition to the 5Vs. More recent
considerations include validity (data usability lifespan) and volatility
(data storage duration), highlighting the evolving nature of big data
characteristics (Favaretto et al., 2020; Holubova et al., 2015). Several
sources propose additional characteristics to capture the complexity of
big data. Arockia et al. (2017) proposed an extensive 17Vs framework,
while Hussein (2020)) suggested a comprehensive 56Vs characteriza-
tion. These evolving definitions highlight the multifaceted nature of big
data and how they affect not only the volume and variety of data gener-
ated but also the challenges associated with managing, securing, and
analyzing them. Beyond the specific characteristics, big data require
specialized platforms, tools, and services throughout their lifecycle man-
agement. It encompasses data acquisition, transmission, analysis, visual-
ization, and dissemination of outputs (Favaretto et al., 2020; Holubova
et al., 2015).
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Data protection in Smart Cities is a critical concern as these ur-
ban environments increasingly rely on big data that are collected, pro-
cessed, and shared at unprecedented scales (Hussein, 2020; Pelton &
Singh, 2018). However, with this increased reliance on data comes
heightened risks. Data breaches, cyberattacks, and unauthorized access
to personal information have become more common, posing significant
threats to individuals’ privacy and security. Sensitive personal data can
be misused for identity theft, fraud, and surveillance, leading to severe
consequences for individuals, businesses, and governments (Braun et al.,
2018; Hussein, 2020). The 3Vs of big data significantly amplify risks
to citizens’ privacy, underscoring the critical need for robust data pro-
tection in Smart Cities (Sun et al., 2021). The high velocity of data,
generated and processed in real-time by IoT devices and sensors, often
bypasses comprehensive security checks, creating vulnerabilities for po-
tential breaches. Simultaneously, the immense volume of data produced
by urban environments increases the attack surface, exposing systems
to risks like unauthorized access and data misuse. These challenges de-
mand advanced security measures, including real-time encryption and
privacy-preserving technologies, to protect sensitive information while
maintaining the operational efficiency of Smart City systems. Address-
ing these risks is essential to building citizen trust and ensuring the
safe implementation of data-driven urban innovations (Bokolo, 2023;
Ismagilova et al., 2022; Javed et al., 2022).

The effective implementation of data protection in Smart Cities is
hindered by complex socio-technical factors. Smart Cities operate at
the intersection of advanced technologies and governance frameworks,
where differences in legislative structures can significantly influence the
scope and effectiveness of data protection efforts. As Bellanova and De
Goede (2022) emphasize, regulatory environments play a critical role
in embedding security practices into socio-technical infrastructures, de-
termining the degree to which data protection is enforced within ur-
ban spaces. Additionally, cities with fragmented infrastructures, as high-
lighted by Hacker and Binz (2021), often face difficulties in coordinat-
ing data management practices, leading to uneven application of pri-
vacy safeguards. The dynamic nature of Smart Cities requires continu-
ous adaptation to evolving technologies and threats. Additionally, the
practical implementation of data protection policies must account for
the specific socio-cultural contexts in which they operate. To address
these challenges, Williams et al. (2013) propose value-sensitive design
principles that align technical solutions with societal values, ensuring
that data protection measures are both effective and culturally appro-
priate.

Smart City strategies articulate each city’s unique vision for leverag-
ing ICT, data, and innovative solutions to achieve urban development
goals. These strategies encompass comprehensive plans for integrating
these elements to enhance resident quality of life, optimize service de-
livery and infrastructure, and promote sustainable practices. The imple-
mentation of Smart Cities can cover a broad range of issues tied to Sus-
tainable Development Goals, which constituted an ambitious challenge
to address the growing economic, social and environmental concerns de-
velopment (Sharifi et al., 2024). Various approaches and methods have
gradually introduced the framework for sustainable development in con-
nection with the Smart City concept, as many countries lack a proper
framework for the use of big data (Camerin et al., 2024). Ultimately,
Smart City strategies aim to translate digital technologies and data-
driven decision-making into concrete solutions for urban challenges,
fostering economic growth and social well-being (Isarsoft GmbH, 2023;
Pivar, 2020). Smart City strategies exhibit differentiation based on
their geographical scope. National or country-wide strategies encompass
broader goals, while local strategies (neighborhood, municipality, city,
metropolitan area, or region) cater to specific contexts. A further dis-
tinction lies in their focus: infrastructure-oriented strategies prioritize
physical elements like transportation, energy, or waste management.
Soft infrastructure-oriented strategies emphasize human capital devel-
opment, including knowledge, inclusivity, social innovation, and social
justice (Angelidou, 2014).
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In the Smart City context, a project’s definition is divided into two
directions. For example, Rosati and Conti (2016) discuss the project as
an overall process of building a Smart City. Wu and Chen (2021), on
the other hand, discuss projects in terms of project management char-
acteristics and divide the Smart City concept into projects in different
areas. Residents are key stakeholders in Smart Cities, contributing data
and benefiting from data-driven services. While governments and tech-
nology companies often lead Smart City projects, public engagement
is crucial for ensuring transparency, trust, and alignment with resident
needs (Del-Real et al., 2023).

Multiple frameworks and indices exist for evaluating Smart Cities,
each offering a unique perspective. These frameworks are typically pub-
lished as reports, employing various categories and indicators to as-
sess cities. Often, they include a methodology for applying the frame-
work and ranking cities based on the results. The frequency of updates
in these reports is usually annual or biennial. Researchers continually
strive to refine Smart City assessment by comparing existing frameworks
and proposing improvements (Escolar et al., 2019; Sharifi, 2019). It in-
cludes incorporating modern technologies and ensuring comprehensive-
ness. An example is the study of Lai and Cole (2023), which proposed
nine core categories for a comprehensive index. These categories are
built upon six widely recognized dimensions (economy, environment,
governance, quality of life, mobility, and citizenry) and three additional
elements: perception, privacy, and cybersecurity (Lai & Cole, 2023).

The concept of Smart Cities, though often hailed for its promise of in-
creased efficiency and improved urban living, also poses a range of eth-
ical and social challenges. Ziosi et al. (2024) point to concerns around
privacy and data governance, as Smart Cities rely heavily on pervasive
data collection, potentially leading to surveillance and loss of individ-
ual autonomy. This data-centric approach may prioritize economic effi-
ciency over ethical considerations, risking public trust and complicating
community relations. Additionally, Middha and McShane (2022) high-
light a phenomenon they call e-gentrification, where digital infrastruc-
ture advancements and data-driven city planning can inadvertently dis-
place marginalized groups and drive socioeconomic divides within ur-
ban environments. Such digital-driven urban development can privi-
lege affluent, tech-savvy demographics while marginalizing others, un-
dermining social inclusivity and equitable access to urban resources.
Mykhnenko (2023) adds that Smart City initiatives may neglect urban
areas on the inner peripheries, where declining populations and ag-
ing infrastructure are prevalent. This lack of attention further exacer-
bates regional inequalities, as resources and investments are funneled
into thriving urban centers, leaving peripheral areas to stagnate. Collec-
tively, these perspectives emphasize that the current trajectory of Smart
City development, if unchecked, risks deepening socioeconomic divides,
compromising digital rights, and potentially alienating less advantaged
urban populations.

2.2. Applications of big data and data protection in smart cities

Most of the applications of big data and data protection in Smart
Cities are presented in the context of big data analytics and the respec-
tive steps of working with big data (Chauhan et al., 2016; Hashem et al.,
2016). Lim et al. (2018) reported that data-based innovations in Smart
Cities should focus on developing innovative applications that gener-
ate value for stakeholders, particularly citizens. Smart City applica-
tions should be functional and affordable (Li et al., 2015). Al Nuaimi
et al. (2015) proposed requirements for big data Smart City applications
to ensure their effective and efficient design and implementation, high-
lighting the importance of security, privacy, as well as citizen awareness,
and government role. Along similar lines, Chauhan et al. (2016) found
that security and privacy are critical elements that affect big data Vs and
must be considered in adopting the process of effective management of
big data in Smart Cities. The Smart City sensor networks produce mas-
sive volumes of heterogeneous data at high velocities. A robust, scal-
able, and reliable big data management system capable of efficiently
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handling diverse data types should be thus implemented (Bawany and
Shamsi, 2015).

According to Wu et al. (2018), developing a data-centric Smart City
necessitates robust data mining capabilities and the seamless integra-
tion of diverse data formats. It entails using data mining techniques and
practices to extract valuable insights from the vast amount of big urban
data. Khan et al. (2013) proposed a cloud-based analysis service for big
data processing and analysis in Smart Cities, aiming to generate informa-
tion intelligence and enhance decision-making. The integration of IoT,
cloud computing, and data mining approaches to deal with big data in
Smart Cities was emphasized by Li et al. (2015). Smart Cities should en-
sure standardized data acquisition, access, and support for iterative and
sequential data processing and scalability (Osman, 2019). Thus, many
requirements can be identified. Table 1 summarizes the requirements
for big data systems in the context of Smart Cities.

The complexity of Smart Cities requires a structured definition. Var-
ious sources and indexes use frameworks to break down the concept
into distinct areas for thorough evaluation. This information provides
insights into two key aspects: (1) it highlights current priorities in Smart
City development, aiding in the selection of effective solutions and best
practices, and (2) by comparing these dimensions over time, especially
through regularly published indexes, we can learn from past successes
and failures in strategies and projects. It is important to note that Table 2
only includes dimensions supported by multiple sources. The broader
literature may cover additional areas, using different terms or merging
existing categories. The table highlights the nine most frequently ref-
erenced dimensions, which are emphasized in academic literature and
serve as criteria for Smart City assessment indexes.

The Smart People dimension focuses on building connections be-
tween individuals and their city, covering education, participation, and
social interaction. While Smart Household overlaps with this dimension,
it is more aligned with Smart Life, which addresses quality-of-life as-
pects such as housing, culture, and tourism. The Smart Industry dimen-
sion goes beyond traditional sectors, analyzing how businesses integrate
with Smart City infrastructure and adopt new technologies. Smart Net-
work refers to the interconnected infrastructure for resources like elec-
tricity, heating, and water distribution. Smart Healthcare encompasses
the functionality of hospitals and private healthcare facilities, expand-
ing to include Smart Health, which tracks factors like citizen satisfaction
with healthcare services and ease of booking online appointments.

Smart Transport, or mobility, includes urban transportation elements
such as public transit, smart parking, shared mobility services (like car-
pooling and bike rentals), congestion management, and traffic infor-
mation systems. Smart Government involves technology-driven man-
agement strategies, including spatial planning, online civic engagement
platforms (such as petitions and voting), and data analytics for citizen
outreach, along with keeping residents informed about city operations.
The Smart Environment dimension addresses the city’s climate and eco-
logical health, monitoring natural conditions and pollution through IoT
sensors, while also managing natural resources. Finally, Smart Security
focuses on cybersecurity and data privacy within the Smart City frame-
work.

3. Research methodology

The research methodology, as illustrated in Fig. 1, can be conceptu-
alized as a three-stage process encompassing a total of 15 steps. The first
stage focuses on identifying relevant sources for the subsequent analy-
sis, which constitutes the second stage. The third stage then involves
validation utilizing the Delphi Method.

3.1. Resources identification
Initially, we select a representative sample of cities. This sample will

serve as the foundation for our subsequent analysis. Given its promi-
nence in the relevant literature and other sources discussed previously,
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Table 1
Selected requirements for big data systems (source: own elaboration).
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Requirement

Description

References

Scalable and resilient data infrastructure

Data management

Data storage

Data processing

Data protection

The ever-increasing volume and fluctuating nature of data streams
necessitate the development of robust networks within Smart City
infrastructures. These networks must be equipped to handle the growing
data demands while maintaining stability amidst data flow variations.
Smart Cities inherently generate vast amounts of data from diverse sources.
The subsequent challenge lies in effectively extracting, processing, and
integrating this data from various sources.

Data storage presents a significant challenge within Smart City ecosystems,
necessitating the exploration of various solutions. While data storage could
be considered a subcomponent of data management, its critical importance
warrants its independent consideration.

Big data analytics is the preeminent application domain for big data within
Smart City contexts. This field encompasses real-time functionalities,
demonstrably exemplified by its role in optimizing transportation networks.
The collected and processed data may encompass sensitive or private
information, partly or entirely. Consequently, implementing robust security
measures across all facets of Smart City systems becomes paramount.

Al Nuaimi et al. (2015), Bawany and
Shamsi (2015), Hashem et al. (2016),
Khan et al. (2013)

Al Nuaimi et al. (2015), Bawany and
Shamsi (2015), Khan et al. (2013),
Li et al. (2015)

Bawany and Shamsi (2015),

Hashem et al. (2016), Li et al. (2015)

Hashem et al. (2016), Li et al. (2015),
Pelton and Singh (2018)

Al Nuaimi et al. (2015),
Braun et al. (2018), Lim et al. (2018)

Table 2
Summary of the Smart City concept areas (source: own elaboration).

Dimension

Source

Smart People
Smart Life

Smart Industry
Smart Network
Smart Healthcare
Smart Transport
Smart Government
Smart Environment
Smart Security

Giffinger et al. (2007), Hashem et al. (2016), Khan et al. (2013), Lai and Cole (2023), Sharifi (2019)

Giffinger et al. (2007), Lai and Cole (2023), Sharifi (2019)

Giffinger et al. (2007), Hashem et al. (2016), Khan et al. (2013), Lai and Cole (2023), Sharifi (2019)

Hashem et al. (2016)
Hashem et al. (2016), IMD Business School (2023)

Berrone a Ricard (2022), Giffinger et al. (2007), Hashem et al. (2016), IMD Business School (2023), Khan et al. (2013), Sharifi (2019)
2013), Lai and Cole (2023), Sharifi (2019)

Berrone a Ricard (2022), Giffinger et al. (2007), IMD Business School (2023), Khan et al. (

Berrone and Ricard (2022), Giffinger et al. (2007), Khan et al. (2013), Lai a Cole (2023), Sharifi (2019)

Hashem et al. (2016), IMD Business School (2023), Lai and Cole (2023)
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Fig. 1. Phases and steps of the research methodology (source: own elaboration).

the 2023 Smart City Index (SCI) report was chosen for this study. The
SCI offers a comprehensive evaluation of 141 cities worldwide, provid-
ing a global perspective on Smart City trends and challenges. This in-
dex encompasses a diverse range of urban contexts and levels of Smart
City development. Moreover, the 2023 update of the SCI methodology
reflects the increasing importance of sustainability in contemporary ur-
ban planning. To identify big data and data protection best practices,
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we selected the top-performing Smart Cities listed in the SCI in which
we expected to identify relevant measures.

Specific restrictions were applied to the selection process to ensure
the representativeness of the sample and the generalizability of the find-
ings, thereby mitigating the influence of localized factors. Four regions
(Europe, North America, Asia, and Others) were identified as city selec-
tion sources. Considering the 2023 SCI rank, a maximum of ten cities
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Keywords and queries:

Searching (first 20 resulits):
1. Search engines (Google,

Inclusion criteria definition:
1. Official city strategy

. . Bing)
[city name] Smart City AND . 2. Strategy prepared externally
strategy OR vision OR 2. Dighal dgéig?;?s (Google with the support of the city
document 3. Smart City project strategy

3. City websites

RESOURCES IDENTIFICATION

CONTENTANALYSIS

O

Identification of
specific patterns
and their
categorization:
Identification, definition
and description of
common features
(categories)

|

Resources analysis -
Phase 2:
1. Selection of cities for
the big data table based
on the document format
and occurrence of
keywords
2. In-depth analysis
from a big data
perspective

Resources analysis —

Phase 1:
Identifying general 1. Inserting cities into the
patterns: initial table

Identifying common
areas of big data and
data protection
measures utilization

N

2. Analyzing strategy
document: number of
pages, strategy format,
etc.

3. Finding occurrences of
keywords: big data

| S

Fig. 2. The steps of searching for strategies and their analysis (source: own elaboration).

were selected from each region. Additionally, within Europe, Asia, and
Others, only one city per country was included. This approach yielded
a sample size of 40 cities, drawn from the 141 cities listed in the 2023
SCI report. Although including cities from underrepresented regions like
South America and Africa would strengthen the global relevance of our
study, the unavailability of reliable data for these regions is a significant
challenge. Nevertheless, these regions can be included in future research
where we can apply our framework to assess the implementation of the
respective measures.

A systematic approach for identifying and analyzing Smart City
strategies for the 40 selected cities was employed, see Fig. 2. The first
step involved defining relevant keywords and queries for search engines,
primarily Google and Bing. Additionally, the Google Scholar database
and official websites of the selected cities were also utilized. Initially,
we conducted searches in English. If no relevant documents or websites
were found, we translated our search terms into the official language of
the country where the city is located. Inclusion criteria were established
to ensure the retrieved documents were relevant to the study. These in-
cluded official city strategies, strategies developed by external entities
with city support, and Smart City project strategies (specific projects fo-
cusing on Smart City development). We initially compiled a list of doc-
uments and then analyzed each one to determine its relevance to big
data and data protection. Throughout the research process, we contin-
uously updated this list. Documents were removed or added based on
several factors: (1) low quality, relevance, or usefulness; (2) outdated
information or approaches; (3) limited accessibility (restricted access,
only example pages, or summary information); and (4) lack of machine
processability (locked for changes — search, copy etc.). This dynamic ap-
proach ensured that our research remained current and responsive to the
evolving landscape of Smart City big data and data protection. Relevant
documents that have met these criteria were found for 30 Smart Cities.
No strategy was found for eight of the remaining cities; only two cities
had a national smart strategy. Also excluded from the content analysis
were the strategies for Beijing (unavailable for translation) and Tel Aviv
(inaccessible from Europe). The selected Smart Cities and their strate-
gies are listed in Appendix 1.
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3.2. Content analysis

The content analysis followed the steps displayed in Fig. 2. To con-
duct our content analysis, we systematically examined and explored the
documents. This involved scrutinizing both the textual content and the
structural elements, such as headings and subheadings. We focused on
identifying key terms and phrases that were indicative of the relevant
themes of big data and data protection. The first step of the content
analysis involved the development of an initial table summarizing key
characteristics of the 40 Smart Cities and their strategies included in
the sample (see Appendix 1). A systematic approach to knowledge ac-
quisition was employed, with detailed notes recorded in Microsoft Ex-
cel during the coding process. This table used several indicators derived
from the SCI 2023 report: city index ranking, city Human Development
Index (HDI), country HDI, and population. Additional columns within
the table captured data derived from the analysis of the selected docu-
ments: (1) strategy format (text or presentation), (2) language (primary
language of the strategy and/or other languages used), (3) strategy title
(focusing on the main topic covered by the strategy), (4) year of publi-
cation, (5) validity of the strategy, (6) number of pages (length of the
strategy), and (7) the last three columns captured big data utilization:
presence/absence (mention), frequency of mention, and areas discussed.

These characteristics are needed for further analyses, such as clus-
ter analysis, to identify big data utilization patterns, similarities between
Smart Cities, and the characteristics that affect them most. The following
phase 2 included an in-depth analysis from a big data perspective. Based
on the initial table, areas where the Smart City strategies addressed big
data were identified and incorporated into a second big data table. Only
cities possessing a documented Smart City strategy, available in written
text or presentation format, were included. Furthermore, the strategy
had to mention the concept of big data within its content explicitly.
Considering these criteria, the number of Smart Cities suitable for iden-
tifying and categorizing specific patterns based on the data in the second
table was reduced to 14.

Table 3 presents the results of phase 2 involving Smart City strate-
gies, which included the topic of big data. The following categories fo-



M. Lnenicka, P. Hervert and O. Horak Urban Governance 4 (2024) 255-273

cused on specific big data applications were identified: (1) transporta-

? » tion, (2) big data analytics (including general data analytics), (3) city
@ g governance (city planning, local government projects, urban develop-
" . e % ment, policymaking), (4) economy, business, (5) technological mentions
g g E é (including IoT, real-time data, Al, machine learning), (6) other big data
& %“fo § IS terms (including management, engines, platforms, etc.), and (7) other
g g ; § 5 specific areas (big data utilization areas mentioned for only a single
4 g g g g city).
= < =1 ] @
6 ; KoX oK oK K a xoox 3 Moo l:qé >
3.3. Delphi method
2 % The Delphi method is a structured technique for obtaining consensus
g = among experts on a particular topic. It is a multi-round process that
S3|cococno~ocooocoroo involves successive iterations of questionnaires, feedback, and revisions.
The goal is to reach a convergence of expert opinions through a series of
_ anonymous rounds, minimizing the influence of groupthink and social
go pressures (Crisp et al., 1997). Lilja et al. (2011) emphasize the flexibility
< g of the Delphi method, allowing it to be adapted to different contexts and
g % research needs. Its ability to facilitate consensus makes it a valuable tool
FElococo~mooo--0O0O~ in fields like technology management and policy development, where
input from multiple experts is necessary to address future challenges.
The Delphi method was employed to validate the identified recom-
§ 2 mendations through a three-round iterative process. The initial phase
§ S of the Delphi method involved establishing the context for expert eval-
HE|cococococomocoooo~o uation. Given the selection of an online format with an electronic ques-
tionnaire, a detailed description of a model Smart City scenario was
provided to the experts. This scenario included potential limitations the
g Smart City might face. The sample of cities used for reference was pri-
g marily composed of successful cities with ample resources based on the
zE SCI 2023 ranking. To reflect this context, the model Smart City was
O Wm0 00 ~~00 0 —+00 O

characterized by several key features: interest in utilizing big data for
various purposes, a focus on ensuring big data security, and an assump-
tion of sufficient technological, human, and financial resources, along
with the necessary infrastructure to support Smart City strategies.
Following the definition of the validation environment, expert re-

Big data
analytics

’g cruitment commenced. Selection criteria prioritized expertise in the key

= - areas relevant to the study: Smart Cities, information systems and pro-

- . . .

L % cesses, data requirements, and data security and protection. Notably,

- 5 individual experts did not require in-depth knowledge across all do-

g @ mains. Seven experts with complementary skillsets were identified and

S} & P . . . e . . o .

s | F O OO0 HO0OO0OO0O0 O invited to participate, all accepting the invitation. Their qualifications

g are summarized in Table 4. The diversity of big data, data protection,

2|z and urban governance experiences within the group ensures a compre-

é")’ g 5 8§85 § 8 hensive range of perspectives, enhancing the depth and quality of the

S| g g § Li g § g Delphi process. The number of experts is consistent with Mullen’s re-

E j% % EEEE :_5 % % EEEE % % search from 2003. She found that seven is a good minimum number of

& | @ AR R B R A AR R R A experts for a study like this, and that the accuracy of the results decreases

T significantly if there are fewer experts. While more experts can improve

% % accuracy, the improvement gets smaller and smaller as the panel size

2 £ ‘é‘ o grows beyond seven (Mullen, 2003).

£ S s e

%} 80 E=] '@

g - S o o [ 5 ® ©

=Ry E % 85§ % = 2cs - é 4. Data analysis and results

2| 5 EEHTESYgo P88

2|8 (2585388255584

g “ @@ © FO=S = Data analysis employed an approach utilizing both Excel and Python.

£ The Excel environment facilitated the analysis of both tables (Appendix

EO §° o E &0% %ﬂ 1 and Table 3), including counts, averages, missing values, replace-

f’) —5 § §§° 28 g = %Sy ° % ments, and other data preprocessing steps needed to prepare data suit-

Elz 2s28 E ERE é g g g g = able for the Python-based analysis. Data preparation of the initial table

2 g CHPeESAeTROSRS involved removing several columns deemed unnecessary for the Python-

s » based analysis, i.e., Country and Applications of big data. The Validity of

.5 § the strategy column was also removed due to numerous missing values.

s o Decimal values were converted from comma to dot format. Four un-
< ;60 5 “ specified values were replaced with empty cells for the Year of publica-
% £ 18 torRSENTILZIIBAS tion column. The missing values were then replaced using the average
= O

value of 2018. Fourteen missing values in the No of mentions of big data
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Table 4
List of experts and their expertise (source: own elaboration).
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ID  Country Job position Years of expertise ~ Professional expertise
1 Czech Republic Assistant professor, data analyst, 15 Expert in Smart City data governance. Experienced in big data, open data, data security, and
e-government consultant the impact of technology on public sector governance.

2 Germany Civil servant 12 Information systems and public sector expert. Experienced in systems analysis, design, and
implementation, with a focus on public sector applications.

3 Austria Professor, project manager 25 Data management and project management expert. Experienced in data modeling, data
management, data security, and delivering complex projects in the public sector.

4 Poland Researcher 5 Smart City innovation and citizen engagement expert. Experienced in leveraging technology
to enhance citizen participation and urban governance.

5 Slovakia IT consultant and data specialist 20+ Information systems and cybersecurity expert. Experienced in data management, data
exchange, and security assessments in both public and private sectors.

6 Switzerland PhD student 3 E-government and Smart City expert. Experienced in applying privacy-enhancing
technologies to protect personal data in urban settings.

7 Czech Republic Assistant professor 25 Cybersecurity and citizen participation expert. Experienced in ICT systems, computer

networks, and cybersecurity, with a focus on citizen engagement in digital environments.

Fig. 3. Analysis of strategies’ titles (source:
own elaboration).
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columns were replaced with 0. The file format was also converted from
XLSX to CSV.

The data underwent a text-to-numeric conversion process for several
columns, i.e., Strategy format, Does it include big data?, and Region. This
process involved assigning binary codes for the first two columns: Text
was converted to 0, while Presentation was converted to 1. Similarly,
for Does it include big data?, No was coded as 0, and Yes was coded as
1. Furthermore, the Region column underwent categorical encoding. Eu-
rope was assigned a value of 0, Asia a value of 1, Others a value of 2,
and North America a value of 3. Following this initial conversion, data
normalization and/or standardization techniques were employed to en-
sure consistent scaling across all attributes, facilitating subsequent anal-
ysis.

The first phase of the Delphi method involved the development of
a structured questionnaire for the first round. This instrument served
two key functions: 1) defining the intended outcomes of the expert
evaluation process (validation objectives) — the questionnaire explic-
itly outlined the desired results of the expert evaluation, which en-
sured that expert responses were focused and directly addressed the
research objectives, and 2) providing instructions for the participat-
ing experts to facilitate expert understanding of the evaluation pro-
cess, which included the rating scale (0-None, 1-Low, 2-Moderate, 3-
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High) used to assess their level of agreement with each recommendation
presented.

4.1. Big data context in smart cities strategies

It was found that only 75 %, i.e., 30, of Smart Cities have a strategy
document. However, the two strategies cannot be further analyzed since
the strategy of Beijing cannot be translated into English, and the strategy
of Tel Aviv is inaccessible from Europe. Thus, subsequent analyses focus
on 28 cities with documented strategies.

Strategy title was one of the attributes examined to identify any re-
curring patterns or define keywords among the titles. An overview of
these findings is presented in Fig. 3. The most common title pattern
included the term Smart City (encompassing variations such as Smart
Seattle and Medellin: Smart City), appearing six times. Another pattern,
observed three times each, was the use of the titles Smart City Strat-
egy and Digital Strategy. While not explicitly incorporating Smart City
in its title, the latter category exhibited characteristics typically associ-
ated with Smart City strategies. Titles appearing twice included Smart
City Plan and Building Smart City. The remaining titles were unique,
appearing only once.
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Fig. 4. Comparison of strategies that include
the term big data according to regions (source:
own elaboration).
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We found that only 19 out of 28 strategies incorporate the term Smart
in their titles. The remaining documents utilize diverse titles, predom-
inantly featuring the concept of digitalization, often in the form of the
adjective digital. Despite these variations in title, the strategies exhib-
ited, at least partially, the characteristics of Smart City strategies. Then,
the keyword big data occurrences within the analyzed documents were
explored. Exactly 50 %, i.e., 14 cities mention big data in their strategic
documents.

While the study initially encompassed 40 cities, with a quota of 10
cities per region, the selection for analysis was narrowed down due to
two factors: the absence of a city-specific strategy and the occurrence of
the keyword big data. Fig. 4 presents the changes in regional proportions
for the number of strategies that include the term big data. The original
number of 28 cities was reduced to 14 with big data. Europe and North
America each have eight cities in the narrowed-down selection, Asia has
one fewer, and the Others has only five, half its original number. As pre-
viously mentioned, the two cities address their strategies solely within
the context of their respective national strategies. The right column of
Fig. 4 displays only cities within each region that mention big data. The

-

Others

Fig. 5. Overview of publication years of strategies
(source: own elaboration).
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Fig. 6. Overview of years of strategies’ valid-
ity (source: own elaboration).

m
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specified

figure further reveals that the concept of big data is most frequently ad-
dressed by cities in Asia, followed by Europe. The arrows in the graph
represent the changes in city counts upon focusing solely on strategies
that mention big data. Furthermore, it can be inferred that big data is
the least addressed in the Others and North America, while Asia has the
highest proportion of cities that mention big data.

Fig. 5 illustrates the distribution of strategy publication years. The
figure reveals that the highest number of strategies were published in
2020 (5 strategies), followed by 2018 (4 strategies), 2021 (4 strategies),
and 2019 (3 strategies). The number of strategies published in subse-
quent years decreases, with two or fewer strategies published yearly.
The publication year of their strategies could not be determined for four
cities. The right columns titled Yes focus on the publication years of
strategies mentioning big data. The earliest publication year is 2015,
which is represented by Copenhagen’s strategy. Most documents (3
strategies) were published in 2020, with one additional strategy’s publi-
cation year remaining uncertain. The most recent document, belonging
to Stockholm, was published in 2021. For comparison, the left columns
present the distribution of city publication years and their strategies
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Table 5

Document format (source: own elaboration).

Urban Governance 4 (2024) 255-273

Document format  All cities with strategy

Cities with big data

Cities without big data

Presentation 12; 43 % 6; 43 % 6; 43 %
Text 16; 57 % 8,57 % 8;57 %
Fig. 7. Counts of specific big data applications
) ) (source: own elaboration).
Big data analytics ] 11
Transportation | 6
City governance | 5
Technological mentions | 5
Other big data terms 3
Economy, business 2
0 2 4 6 8 10 12

Number of occurrences

that do not mention big data. The highest number of strategies were
published in 2018 and 2021. The most recent documents, published in
2022, belong to Toronto and Reykjavik. The oldest document that does
not mention big data, dating back to 2013, belongs to Vancouver. Com-
paring these findings, we can conclude that big data are not exclusively
associated with newer strategies. In contrast to strategies mentioning
big data, the publication year of all strategies not mentioning big data
could be determined.

Building upon the previous analysis of publication years, the next
step of the analysis delves into a comparison of the validity peri-
ods (range of years) for which the strategic documents were created.
Fig. 6 provides an overview of the validity of strategies over the years.
Notably, 13 documents do not have any specified validity period. Based
on the derived data, three cities have already exceeded the validity pe-
riod of their documents. One document, belonging to London, had a
validity period extending until 2020. Two additional documents about
Canberra and Bangkok have validity periods set for 2022. Furthermore,
two documents have a specific year and beyond as their validity pe-
riod, represented on the figure as year+. These are Vancouver (2016
and beyond) and Abu Dhabi (2029 and beyond). The document with
the longest prolonged validity period until 2040 belongs to Tokyo.

The right column of Fig. 6 focuses exclusively on cities that incorpo-
rate the term big data in their strategies. Like the overall distribution,
most cities do not have a specified document validity period. One docu-
ment belonging to London has already exceeded its validity period. For
comparison, the left column of the figure presents the validity periods
for cities without big data mentions. The upper validity limit in this cat-
egory is 2035, where the Smart City strategy is integrated into another
strategic document with a validity period extending until that year. This
is the case for the Swiss city of Zurich.

Table 5 examines the format in which city strategies are presented,
distinguishing between two primary approaches: presentation style and
written-text style. The categorization was based on the overall layout of
the document and the proportion of text compared to visual elements
such as images or diagrams. Table 5 reveals that most strategies (57 %,
or 16 in absolute terms) are presented in a written-text format, while
12 strategies adopt a more presentation-style approach. Notably, this
distribution remains consistent when comparing cities with and without
big data.
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Fig. 7 visually represents the thematic distribution of big data ap-
plications across the analyzed cities. Big data analytics emerged as the
most prevalent theme, with 11 cities mentioning its utilization. Trans-
portation ranked as the second most frequently discussed domain, with
six cities incorporating big data in this area. Five cities mentioned city
governance, encompassing urban planning, local government projects,
urban development, and policymaking. Technological mentions, includ-
ing concepts like IoT, real-time data processing, Al, and machine learn-
ing, were also highlighted by five cities. Other big data terms, such as
big data management, big data engines, big data platforms, or big data
systems, were mentioned by three cities. The thematic overview con-
cludes with the area of economics and business, which was mentioned
in the strategies of the two cities.

4.2. Descriptive and cluster analyses

Descriptive statistics for the initial table are presented first in Table 6.
It is important to note that the Number of big data mentions attribute
is non-representative due to records with zero values. However, this
attribute also appears in the descriptive statistics for the big data table,
which is provided later. The most interesting results probably concern
the attribute of the year of publication or the number of pages, which
is, however, influenced by the fact that the strategies are divided into
presentations or written texts.

Table 7 presents the descriptive statistics for the big data table. The
attribute Number of big data mentions indicates an average of 5.5 men-
tions per strategy, with a median value of 4.5. The highest occurrence is
20, corresponding to the city of Prague. Comparing the index rankings
with the previous table reveals lower values for cities addressing big
data in their Smart City strategies. It suggests that cities with a higher
ranking in the index are more likely to deal with big data challenges.

Then, the correlation analysis was performed for the initial table.
However, there is no significant relation between attributes. Table 8
presents correlation coefficients for the big data table. A moderately
positive correlation is observed between the Number of big data men-
tions and Transportation and Economy, business attributes. This finding
suggests that if big data are mentioned in the strategy, then these are
related to the transportation economy and business areas. This table
also reveals several negative correlations between attributes. However,
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Table 6
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Outputs of descriptive statistics for 28 cities in the initial table (source: own elaboration).

Stat. SCI Ranking City HDI Population (2023) Country HDI Year of publication of strategy Number of pages Number of big data mentions
COUNT 28 28 28 28 28 28 28
MEAN 40.36 0.93 5,002,037.61 0.91 2018.64 43.61 2.75
STD 35.74 0.06 7,276,888.12 0.06 2.18 33.17 4.46
MIN 1 0.76 137,618 0.71 2013 12 0
25 % 12.50 0.93 1,133,116.5 0.91 2018 24 0
50 % 27.50 0.94 2,197,972.5 0.93 2018.50 32.50 0.50
75 % 56.50 0.96 7,735,631 0.94 2020 51 4.25
MAX 118 0.99 37,194,105 0.96 2022 167 20
Table 7
Outputs of descriptive statistics for 14 cities in the big data table (source: own elaboration).
Statistics SCI Ranking Number of big Transportation Big data City Economy, Technological Other specific
data mentions analytics governance business mentions areas
COUNT 14 14 14 14 14 14 14 14
MEAN 28,43 5,50 0,43 0,79 0,36 0,14 0,36 0,21
STD 29,15 5,00 0,51 0,43 0,50 0,36 0,50 0,43
MIN 4 1 0 0 0 0 0 0
25 % 10,25 3 0 1 0 0 0 0
50 % 15 4,50 0 1 0 0 0 0
75 % 37,25 5 1 1 1 0 1 0
MAX 102 20 1 1 1 1 1 1
Table 8
Correlation outputs for 14 cities in the big data table (source: own elaboration).
8
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SCI Ranking 1] 0.427| 0.301 | -0.167| -0.028 | -0.053 | -0.014| 0.273| 0.150| 0.022
Region 1]1-0.017-0.410 -0.318| 0.145|-0.294 | -0.117| -0.290 | 0.310
Document format 1] 0.311| 0.137 0.244| 0.444|-0.323| 0.134
Number of big data
mentions 1] 0.619] -0.098 | 0.055| 0.552| -0.018| 0.212
Transportation 1]-0.252|-0.083 | 0.406|-0.336| 0.282
Big data analytics 11-0.592| -0.321 | 0.347| 0.166
City governance 1| 0.129| 0.211-0.309
Economy, business 1]-0.225| -0.085
Technological
mentions 11]-0.085
Other specific areas 1

given the small sample size of 14 cities, some of these relationships may
require further investigation in future research.

Fig. 8 presents the clustering results for the initial table. Three clus-
ters emerged as the optimal choice for effective analysis. With four clus-
ters, the clusters overlapped significantly. The figure shows that only
the blue cluster (Cluster 0) represents a distinct grouping. The remain-
ing clusters contain cities scattered away from the cluster centers.

Table 9 presents the distribution of cities into the identified clusters.
Cluster 0 is the most populous, while Cluster 2 is the least populous.
The columns Does it include big data? and Number of big data mentions did
not significantly influence the cluster distribution. Cluster O comprises
all European cities and all but three Asian cities. Cluster 1 includes all
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North American cities and two additional cities from the Others: Can-
berra and Abu Dhabi. Notably, while language was not explicitly incor-
porated into the clustering process, all cities in Cluster 2 share English
as their official language, distinguishing them from the two non-English
speaking cities in Cluster 2. Apart from language, the index ranking and
City HDI also played a role in cluster formation, with a few exceptions.
Cluster 0 had an average index ranking of 13.17 (median 12.5), Clus-
ter 1 had an average index ranking of 38.6 (median 45), and Cluster 2
had an average index ranking of 97.67 (median 95.5). In terms of City
HDI, Cluster 0 had an average of 0.959 (median 0.961), Cluster 1 had
an average of 0.940 (median 0.941), and Cluster 2 had an average of
0.843 (median 0.849). However, Clusters 1 and 2 exhibited outliers that
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Fig. 8. Clustering of 28 cities in the initial table (source: own elaboration).

Table 9
Classification into clusters (for the initial table) (source: own elaboration).
Cluster - 0 Cluster — 1 Cluster — 2
Zurich Canberra Tokyo
Copenhagen Abu Dhabi Bangkok
London New York Kuala Lumpur
Singapore Ottawa Jakarta
Stockholm Vancouver Nicosia
Hamburg Toronto Medellin
Prague Los Angeles
Amsterdam Denver
Seoul Seattle
Hong Kong Chicago
Reykjavik
Taipei City
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Fig. 9. Clustering of 14 cities in the big data table (source: own elaboration).

deviated substantially from these averages. Canberra was an outlier in
Cluster 1, while Tokyo was an outlier in Cluster 2.

Fig. 9 presents the clustering results for the big data table. The clus-
tering outcomes for this table are suboptimal, as clusters overlapped
significantly across different numbers of clusters, and some cases were
outliers. Four clusters emerged as the optimal solution, as five or more
clusters resulted in a single city being assigned to a cluster. As illus-
trated in the figure, the cities in the red cluster (Cluster 3) exhibit the
closest proximity. A pattern can also be observed in Cluster 2, which
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Table 10

Classification into clusters (for the big data table) (source: own elaboration).
Cluster - 0 Cluster - 1 Cluster — 2 Cluster - 3
Hamburg Copenhagen Singapore London
Hong Kong Prague Abu Dhabi Stockholm
Taipei City Seoul Ottawa
Jakarta Tokyo Seattle

primarily consists of cities in the upper left corner. Clusters 0 and 1
overlap with one city from each cluster, also located in the red cluster
(Cluster 3).

Table 10 presents the cluster assignments. As observed in the fig-
ure above, the cities in Cluster 3 exhibit the closest proximity, namely
London and Stockholm, which were also grouped in the clustering of
the initial table. Cluster 2 comprises cities within a specific region, free
from overlapping with other clusters. This cluster includes Singapore,
Abu Dhabi, Ottawa, and Seattle, which, except for Singapore, were also
grouped together in the initial clustering. Unlike the initial clustering,
the index ranking did not play a significant role in cluster formation for
this table.

For Cluster 0, the determining attribute is the Technological mentions
attribute, which consistently holds a value of 0 for all cities in this clus-
ter and the adoption of Big data analytics. Notably, cities in this clus-
ter do not incorporate big data applications in Transportation and Econ-
omy, business. Cluster 1 is characterized by the application of big data in
Transportation. Notably, with one exception, cities in this cluster do not
mention Big data analytics. Additionally, all cities in this cluster have
their strategy presented as a presentation. The primary distinguishing
attribute of Cluster 2 is the adoption of Big data analytics, while the re-
maining areas are generally not utilized, except Seattle. Cluster 3 com-
prises two European cities with written strategic documents and similar
index rankings. Both cities utilize big data in the area of Transportation
and mention Big data analytics. However, they do not employ big data
in City governance and Economy, business.

4.3. Data protection in strategies

Data protection receives limited attention within the analyzed Smart
City strategies. This subsection explores this issue by examining data
protection mentions in the strategies of cities utilizing big data. Copen-
hagen’s strategy makes no mention of data protection. London refer-
ences data protection in the context of the Oyster card, stating that
data protection standards are adhered to without specifying the specific
standards employed. Singapore, in contrast, dedicates more substantial
attention to data protection. Stockholm also devotes a significant por-
tion of its strategy to this topic. Hamburg addresses data protection in
two paragraphs. The first instance employs the term in a general sense,
emphasizing the need for high data protection. The second paragraph
focuses on cloud technology utilization and encourages businesses and
organizations to engage in data protection on their platforms actively.
The remaining cities dealing with big data, namely Abu Dhabi, Prague,
Seoul, Hong Kong, Taipei, Ottawa, Seattle, Tokyo, and Jakarta, do not
address data protection in their strategies.

The strategic document for Stockholm dedicates a chapter to this
topic. The first paragraph acknowledges the fact that a vast amount of
information is generated within the Smart City framework. It highlights
various systems and expertise for information management and secu-
rity. However, it emphasizes ensuring all new solutions adhere to exist-
ing information security guidelines, including current laws. The subse-
quent paragraph focuses on reviewing information security and classi-
fication guidelines, with particular emphasis, according to the strategy,
on handling data that integrates information from multiple sources. It
further emphasizes the need to develop standard working methods and
procedures, along with a shared information structure, to ensure con-
sistency in the collection of information. The third paragraph addresses
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Table 11
The final list of recommendations for big data and data protection measures (source: own elaboration).
Label Recommendation Average Standard
deviation
D1 BIG DATA 2.286 0.452
D1.1 Big data should be used in these areas of Smart Cities... 2.286 0.452
D1.1.1 Smart people — areas such as social interactions, education, public life, etc. 2.714 0.452
D1.1.2 Smart life — quality of life areas like culture, housing, tourism, etc. 2.714 0.452
D1.1.3 Smart industry/economy — supporting businesses and preparing conditions for growth (such as making a platform/sharing some 2.857 0.350
data with them or creating/supporting infrastructure — optical cables, 5 G, etc.)
D1.1.4 Smart grid — connection areas, such as electricity, heat, water, etc. 2.429 0.495
D1.15 Smart healthcare — supporting the functioning of hospitals as well as connecting/supporting private sector health services 2.429 0.495
D1.1.6 Smart mobility/transport — includes public transport and shared transportation services (car, bikes, etc.) 2.429 0.495
D1.1.7 Smart traffic — traffic control (traffic lights on junctions, pedestrian crosswalks, etc.), smart parking and providing information 3.000 0.000
about traffic
D1.1.8 Smart governance — areas related to city management, such as urban planning, dealing with civil matters, voting, providing 2.143 0.350
information, etc.
D1.1.9 Smart environment — natural conditions (climate, greenery), pollution, resource management, etc. 2.286 0.452
D 1.1.10 Smart security — areas of creating a city more secure, such as the help of CCTV cameras, smart police, crime maps, etc. 2.571 0.495
D1.2 The main requirements for big data systems in Smart Cities should include... 2.714 0.452
D1.21 Scalable data infrastructure — must accommodate growing volumes of data 2.714 0.452
D1.2.2 Resilient data infrastructure — must withstand various fluctuations in the volume of data flow. 2.571 0.495
D1.23 Data management — must support acquiring, processing, and combining data from types of sources 2.571 0.495
D1.2.4 Data storage for sensitive data — must have a particular protected place for sensitive data 2.857 0.350
D1.25 Data storage for other big data — creating a platform for other kinds of big data 2.143 0.350
D1.2.6 Computing infrastructure — as one of the most used areas of big data application is big data analytics, and in some cases done in 2.714 0.452
real-time, it must be considered in building computing infrastructure
D1.3 Smart Cities should include these NIST big data general requirements... 2.143 0.350
D131 Transformation provider requirements 2.143 0.350
D1.3.1.1 Needs to support diversified compute-intensive, statistical, and graph analytic processing and machine learning techniques 2.143 0.350
D1.3.1.2 Needs to support batch and real-time analytic processing 2.286 0.452
D1.3.1.3 Needs to support processing large, diversified data content and modeling 2.143 0.350
D1.3.1.4 It must support processing data in motion (streaming, fetching new content, tracking, etc.). 2.143 0.350
D1.3.2 Capability provider requirements 2.143 0.350
D1.3.2.1 Needs to support legacy and advanced computing platforms 2.000 0.000
D1.3.2.2 Needs to support legacy and advanced distributed computing clusters, co-processors, input/output processing (infrastructure) 2.000 0.535
D1.3.2.3 Needs to support elastic data transmission (networking) 2.143 0.350
D1.3.2.4 Needs to support legacy, large, and advanced distributed data storage (storage) 2.286 0.452
D1.3.25 Needs to support legacy and advanced executable programming: applications, tools, utilities, and libraries (software) 2.000 0.535
D133 Security and privacy requirements 2.429 0.495
D1.3.3.1 Needs to protect and preserve the security and privacy of sensitive data 2.571 0.495
D1.3.3.2 Needs to support sandbox, access control, and multilevel, policy-driven authentication on protected data 2.286 0.700
D1.3.4 Life cycle management requirements 2.286 0.452
D 1.3.4.1 Needs to support data quality curation, including preprocessing, data clustering, classification, reduction, and format 2.143 0.350
transformation
D 1.3.4.2 Needs to support dynamic updates on data, user profiles, and links 2.143 0.639
D1.3.4.3 Needs to support data life cycle and long-term preservation policy, including data provenance 2.286 0.452
D 1.3.4.4 Needs to support data validation 2.286 0.452
D 1.3.4.5 Needs to support human annotation for data validation 2.000 0.000
D 1.3.4.6 Needs to support the prevention of data loss or corruption 2.429 0.495
D 1.3.4.7 Needs to support persistent identifier and data traceability 2.286 0.452
D 1.3.4.8 Needs to support standardizing, aggregating, and normalizing data from disparate sources 2.143 0.350
D14 Other technological aspects related to big data in Smart Cities should include... 2.286 0.452
D141 IoT 2.571 0.495
D 1.4.2 Traditional Al 2.429 0.495
D1.43 Generative Al 2.286 0.452
D1.4.4 Machine Learning 2.286 0.452
D1.45 Real-time (transfer, analysis, etc.) 2.143 0.350
D 1.4.6 Cloud storage — only those forms of cloud deployment that meet the security requirements of the public sector 2.000 0.000
D1.4.7 Cloud computing — only those forms of cloud deployment that meet the security requirements of the public sector 2.143 0.639
D 1.4.8 Big data analytics 2.286 0.452
D 1.4.9 Data lakes 2.000 0.535
D 1.4.10 NoSQL databases 2.143 0.639
D2 DATA PROTECTION (all data in Smart Cities) 2.857 0.350
D21 Smart City strategies should... 3.000 0.000
D21.1 Be transparent about data protection — show detailed solutions of how data are protected 2.857 0.350
D21.2 Refer to other standards and laws connected to data protection, such as following GDPR, etc. 2.714 0.452
D21.3 Refer to other documents that deal with data protection in the city/country 2.286 0.452
D21.4 Have separate document/strategy for data protection 2.857 0.350
D22 Data protection in Smart City should include... 2.571 0.495
D221 Expert or team of experts in data protection that would supervise smart city projects 3.000 0.000
D222 Have (or work with) committee focused on data protection/cybersecurity 2.286 0.452
D223 Using any existing standard of framework (e.g. NIST big data) 2.429 0.495
D224 Educating (like training course or manual) employees of Smart City in questions of data protection 2.857 0.350
D225 Educating (like training course or manual) citizens in Smart City on questions of data protection 2.286 0.452
D226 Releasing regular control reports (annual) in the question of data protection 2.000 0.535
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the allocation of responsibility for the ownership of information col-
lected and utilized. It also addresses security concerns related to com-
munication, which will primarily occur wirelessly and across various lo-
cations within the city. The final paragraph delves into the issue of new
developments, where information processing must balance user bene-
fits with personal integrity. Privacy considerations should be integrated
into all new solutions developed within the Smart City framework. To
address this issue, the city of Stockholm intends to establish a council
for privacy and ethical issues related to new digital solutions, which
would guide this area. The structure of this council, including its mem-
bers and mandate, should be defined as part of the priority projects
(Stockholms stad, 2021).

Data protection is also addressed within Singapore’s Smart Nation
strategy. It references the Singapore Cybersecurity Strategy of 2016,
which establishes priorities for building resilient infrastructure and cre-
ating a more secure cyberspace. Cybersecurity plans have also been de-
veloped for 11 critical information infrastructure sectors. It highlights
the collaboration between Smart Nation projects and the Smart Nation
Cybersecurity Committee to ensure security from the outset, incorporat-
ing cybersecurity considerations into design, implementation, and secu-
rity policy guidance. The strategy also addresses the prevention of data
fusion by specific data protection centers. The final mention of data
protection relates to international connectivity (Smart Nation & Digital
Government Office, 2018).

4.4. A list of recommendations

This section concentrates on validating the findings from the pre-
ceding sections and transforming them into recommendations related
to big data and data protection. These recommendations serve as guide-
lines for Smart City projects, providing a foundation for their endeavors
in developing and implementing measures related to big data and data
protection. The study employed three rounds of the Delphi method to
reach a consensus among experts.

For the first round of the Delphi method, for which 2 wk were al-
located, the experts evaluated 29 recommendations categorized into
two sections. The first section focused on big data utilization within
Smart City contexts. It delved into potential application areas for big
data alongside essential system requirements and other relevant techno-
logical aspects. The second section explored data protection strategies.
Here, the questionnaire investigated recommended approaches for cities
to integrate data protection within their strategies while simultaneously
examining potential data protection mechanisms that Smart Cities could
adopt. The returned questionnaires from the first round were processed
and analyzed.

Based on calculations of means and standard deviations, the follow-
ing recommendations were removed for the second round: Avoid talking
about data protection, Mention data protection, but in a universal way — with-
out details, and Create or support trademarks that would make companies
in the city trustworthy. These recommendations had low average scores
among experts, at 1 —low. Based on expert feedback, new recommenda-
tions were also added. Al was divided into two categories: traditional Al
and generative AL Cloud was divided into cloud computing and cloud
storage. The concepts of data lakes and NoSQL databases were added to
the same category. Similarly, scalable and resilient infrastructure for big
data systems was divided into two recommendations. Data storage was
also divided. A new category, including National Institute of Standards
and Technology (NIST) recommendations, was added to big data sys-
tem requirements. However, this also meant removing data protection
from the main requirements, as a new category was created. Finally,
new recommendations were added in the last section: the use of a stan-
dard or framework, training (employees, companies, and citizens), and
the release of regular control reports in the context of data protection.
A paragraph was added to the introduction to clarify the problem and
topic. Finally, some recommendations were further elaborated and spec-
ified.
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With these modifications, the second round of the Delphi method
was conducted, with experts having 1 wk to complete the question-
naires. The returned questionnaires were again processed, and the fa-
cilitator prepared a modified questionnaire for the next round, as there
was still no consensus among experts after the second round. No new
categories were added for the final third round of the questionnaire.
However, the least significant recommendations were removed, specif-
ically those with an average below 2. In the case of NIST recommenda-
tions in the Capability provider requirements category, the recommenda-
tion Needs to support legacy and advanced software packages was removed.
The recommendation Needs to support multisite archives was removed
in the Life cycle management requirements section. In the case of big
data protection, the recommendation of Educating (like training courses
or manual) companies in Smart Cities on data protection questions was
removed.

Table 11 presents the final list of 55 recommendations on which
experts reached a consensus in the third round of the Delphi method.
Regarding expert agreement with the list, it was rated by four experts
as Agree (5th level) and by three experts as Agree Strongly (6th level)
on a six-point scale. It results in an overall average rating of 5.429, with
6 being the best positive option. The first column of the table provides
a label for clarity. The second column contains the recommendations,
and the third column presents the average, with the top 12 values high-
lighted in green. The standard deviation is presented in the last column.
In the areas where big data should be utilized, Smart traffic was rated
the highest, with all experts rating this recommendation as the highest
possible value. It is followed by a Smart industry/economy and, with the
same average, Smart people and a Smart life. In the main requirements
for big data section, Data storage for sensitive data is rated the highest,
followed by Scalable data infrastructure and Computing infrastructure.

The highest-rated recommendation in the Smart City strategies sec-
tion is to Be transparent about data protection and Have a separate doc-
ument/strategy for data protection. It is followed by the Refer to other
standards and laws connected to data protection recommendations. In
the last category, Data protection in Smart City should include..., the
highest-rated recommendation is Expert or team of experts in data pro-
tection that would supervise Smart City projects with an average of 3
and Educating (e.g., training or manuals) employees of Smart City in
questions of data protection.

In terms of individual categories, experts rated the area of data pro-
tection as more important than the area of big data. Within the subcate-
gories, the category Main requirements for big data systems in Smart cities
should include, was rated the highest in the area of big data. Within data
protection, the category Smart City strategies should address how Smart
City strategies should approach the issue of data protection, which was
considered key, with an average of 3, meaning that all experts agreed
on the highest possible rating.

To sum up, effective use of big data often demands extensive per-
sonal data collection, raising significant privacy risks, so robust data
protection frameworks are essential to enable trust, a prerequisite for
successful big data applications. The challenge lies in striking a balance
between big data and data protection. By effectively implementing ro-
bust data protection measures, Smart Cities can harness the power of big
data while safeguarding individual privacy and security. This requires
a collaborative effort between policymakers, technologists, and citizens
to develop and implement comprehensive data protection strategies.

5. Discussion and limitations

City size significantly influences Smart City challenges and priori-
ties. Larger cities face complexities like dense populations, high infras-
tructural demands, and diverse data sources, necessitating advanced
analytics (Glaeser et al., 2018). Smaller cities, in contrast, often op-
erate with limited resources, data volume, and infrastructure. Stake-
holder diversity further complicates matters, requiring collaboration
among governments, private entities, academia, non-profits, and citi-
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zens (Viale Pereira et al., 2017). Smart City services must address spe-
cific local needs and infrastructures (Lnenicka et al., 2024). Governance
models — centralized or decentralized - also shape data management,
protection, and utilization strategies (Lofgren & Webster, 2020). Addi-
tionally, some city officials may lack comprehensive Smart City strate-
gies, relying instead on incomplete or unsuitable measures (World Eco-
nomic Forum, 2021). Funding remains a critical barrier, especially for
smaller cities. Smart City projects demand substantial investments in
technology and expertise, making it challenging for cities with limited
budgets to implement secure systems or prioritize long-term, impactful
initiatives (Das, 2024; Glaeser et al., 2018). So, recommendations aimed
at cities with advanced data infrastructures may not be feasible for mid-
sized cities or those in developing regions, where financial and technical
constraints are common.

Considering the list of recommendations, we can conclude that the
selected experts focused more on the issue of big data security than on
the general requirements of big data. It suggests that they are likely more
familiar with the topic of security and find it more relevant. In the area
of big data, they focused on specific Smart City components, i.e., areas of
application of smart services such as Smart Transportation, where the
practical applications of big data can be more easily envisioned com-
pared to more technologically framed recommendations. Nevertheless,
these findings are also valuable, as they can guide further research to
focus on specific services that can benefit from big data and only then
address the various technological aspects. For concrete applications in
the form of services, one can draw inspiration from the work of authors
such as Al Nuaimi et al. (2015), Hashem et al. (2016), Lim et al. (2018),
or Wu et al. (2018).

It is important to note that some experts raised additional points in
the questionnaires that were either too specific or did not fit the topic
or structure of the questionnaire. For instance, one expert mentioned
the need for organizational and financial considerations, as well as con-
ducting a Smart City readiness analysis, which is not directly related to
the issue of big data and data protection. Nonetheless, it is one of the
steps that should be implemented within Smart Cities. For example, the
expert suggests a study to determine whether the city has sufficient fi-
nancial, computing, and human resources for such projects, or whether
city officials support big data projects. This discussion is also supported
by studies such as Al Nuaimi et al. (2015), Barham and Daim (2020),
Pivar (2020), Wu et al. (2018) or Yigitcanlar et al. (2022).

The same expert also mentioned recommendations related to fund-
ing and recommendations dealing with stakeholders, their needs, skills,
and competencies, which is again one of the steps that cities should pay
attention to (Del-Real et al., 2023; Kummitha & Crutzen, 2017). An-
other expert mentioned the need to conduct an initial analysis before
creating a strategy, in which cities would assess within the projects:
(1) whether it is just a proposal for consideration, (2) whether it is a
specific proposal that includes a detailed clarification of requirements,
(3) whether the project is already implemented but should be improved
to meet new challenges arising from big data and data protection, and
(4) whether the project utilizes existing infrastructure, hardware, and
software resources. It is also related to evaluating implemented solu-
tions using different methods, a topic that has often been overlooked in
strategies (Barham & Daim, 2020; Monzon, 2015).

Our findings can be further clarified and extended in the context of
strategic choices, which can help to select the most suitable approach
for Smart City strategy development (Angelidou, 2014). Infrastructure-
oriented and sector-based strategies seem to be the approaches that align
with the importance of ICT and our findings. We found that the most
common big data related context in Smart City strategies is represented
by big data analytics. Characteristics of big data analytics frameworks
were discussed by Osman (2019), who then proposed a new framework
that uses big data value chain operators and functional requirements. Al
technologies and big data can also help achieve urban sustainability by
optimizing resource use, reducing energy consumption, and improving
infrastructure efficiency. Allam and Dhunny (2019) explored the chal-

268

Urban Governance 4 (2024) 255-273

lenges of ICT through big data and Al to develop a framework to improve
the liveability of Smart Cities. Since the authors considered only three
areas, namely culture, governance, and metabolism, the framework can
be extended using 10 smart areas identified in our paper.

Finally, Smart Cities, driven by big data and interconnected tech-
nologies, present ethical challenges related to privacy, surveillance, data
ownership, and algorithmic governance. Chang (2021) focused on eth-
ical and non-ethical issues in big data analytics applications in Smart
Cities and revealed a need to consider individual privacy, data integrity,
and social equity. In this regard, addressing these ethical and socio-
political implications requires rethinking Smart City strategies to en-
sure that data protection goes beyond technical security. It involves fos-
tering a human-centered approach to Smart City development, where
residents have control over their data, informed consent is a priority,
and public engagement shapes how data are used for the common good
(Braun et al., 2018; Ziosi et al., 2024).

5.1. Theoretical implications

First, this paper identifies a theoretical contribution in establishing a
linkage between big data, data protection, strategy, projects, and Smart
Cities concepts. By fostering a unified perspective on these interrelated
elements, the paper aims to create a more holistic understanding of their
roles within the broader Smart City paradigm. Second, it delves more
into the processes of developing and implementing Smart City strate-
gies and contributes to the literature on urban policy and planning by
highlighting the importance of big data and data protection measures
in Smart City projects. More precisely, it shows how best practices and
guidelines can be extracted, merged, transformed into recommenda-
tions, and validated to address challenges of not only big data but also
other modern ICT and technologies that affect urban policy and plan-
ning in Smart Cities.

Third, the paper also utilized the NIST standard and its general re-
quirements for big data systems in its recommendations. Experts eval-
uated the perceived importance of these requirements for application
within the Smart City domain. It contributes to the literature on big data
systems, architectures, and respective frameworks by clarifying Smart
City components that should be considered in these frameworks. This
work additionally explores the specific contexts within which Smart City
strategies discuss and potentially utilize big data. The study examines
the recurring themes and rationales behind big data adoption in Smart
City strategies by employing a qualitative content analysis of policy doc-
uments, academic literature, and project reports.

5.2. Practical and policy implications

This research delivers noteworthy contributions to the practical do-
main. These contributions are represented by the results of data anal-
yses. They show how Smart Cities strategies are structured and which
of their elements are the most determining ones in the context of their
interrelations. Also, considering the benchmarking efforts, this paper
provides contributions resulting from the cluster analysis and suggests
the areas on which Smart Cities should focus in urban policy and plan-
ning. The most important practical and policy implications result from
the validated list of recommendations. It outlines the focus areas for big
data, the key requirements for big data systems, and the general require-
ments that can be applied within the NIST framework. Further, the list
provides recommendations on how to proceed with certain aspects of
data protection, particularly regarding policy.

This study contributes to the practical discourse on Smart City strate-
gies by emphasizing the need for adaptable, context-sensitive recom-
mendations, particularly in the realm of big data and data protection. A
key insight emerging from our findings is the importance of tailoring big
data and data protection strategies to align with a city’s specific resource
availability and governance maturity. This adaptive approach ensures
that recommendations are actionable for cities across varying levels of
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budgetary and infrastructural capacity, enhancing their real-world ap-
plicability. For example, tiered data protection strategies can provide
a scalable framework: smaller cities with limited resources might pri-
oritize foundational measures such as basic encryption and clear data
handling policies, while larger cities with advanced governance struc-
tures could implement more sophisticated approaches, such as real-time
monitoring systems and Al-driven threat detection. This tiered system
acknowledges the diversity of urban contexts and enables cities to grad-
ually enhance their data protection capabilities as resources and gover-
nance structures evolve. By embedding flexibility into the recommenda-
tions, the study addresses potential weaknesses observed in the analysis,
ensuring that solutions are not only prescriptive but also practical and
scalable.

5.3. Limitations

The process of selecting Smart City strategies for analysis revealed
several limitations. While the exploration identified other relevant doc-
uments about big data and data protection, these resources were ex-
cluded due to constraints imposed by the paper’s timeframe and overall
scope. Additionally, web-based forms of Smart City strategies were not
investigated due to the inherent challenges of establishing a consistent
basis for comparison with document-based strategies. Also, the study
also faces limitations related to its reliance on document-based analy-
sis. Specifically, the lack of stakeholder input or real-world validation
limits the applicability and practical relevance of the findings. Thus, the
conclusions drawn may not fully reflect the complexities or feasibility
of implementing Smart City strategies in diverse urban contexts.

It is also important to acknowledge the potential limitations associ-
ated with this paper’s data processing and analysis stages. These limita-
tions may include human error during data entry into the tables. Addi-
tionally, challenges were encountered in extracting specific data points
from certain documents, particularly publication years and strategy va-
lidity periods. Further, the presence of multiple documents about the
same city’s strategy necessitated a selection process, potentially intro-
ducing an element of subjectivity. The research process encountered ad-
ditional limitations related to document accessibility. Sometimes, trans-
lating documents from various languages was necessary, potentially in-
troducing errors during data entry or compromising document selection
accuracy. Furthermore, resource constraints limited the translation of
certain documents, while others remained entirely inaccessible.

There are limitations related to the use of the Delphi method. The
number of experts involved in the process could be enriched with oth-
ers who could bring other opinions on this topic. Although the Delphi
method facilitated the development and validation of the recommen-
dations’ list, it is important to acknowledge that the generalizability of
these recommendations may be limited. It is because the underlying
data analysis primarily drew upon insights gleaned from leading Smart
Cities that were identified through established rankings. Consequently,
the recommendations may be more applicable to larger urban environ-
ments with financial, computing, and human resources to develop and
manage projects successfully.

To enhance the generalizability of the findings, it is essential to ad-
dress these disparities and offer adaptable, scalable solutions for cities of
varying sizes. Recommendations could be re-designed to include tiered
approaches, allowing smaller cities to prioritize incremental changes
that align with their specific resources and needs. For example, instead
of building an expansive real-time data analytics system, smaller cities
could focus on targeted, low-cost applications of big data in key areas
like traffic management or public safety, using open source and cloud-
based solutions or shared regional resources. Other barriers may include
legislative restrictions, such as outdated privacy laws or fragmented reg-
ulatory frameworks, which may inhibit cities from adopting advanced
data protection measures. Additionally, cities with limited data gov-
ernance capacity may lack the expertise or institutional infrastructure
necessary to implement and sustain such strategies effectively. Inter-
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departmental coordination is another limitation. Effective big data and
data protection strategies often require collaboration across multiple
city departments, each with distinct priorities, operational silos, and re-
source constraints. Without strong coordination mechanisms, even well-
designed strategies may fail to achieve their intended outcomes.

5.4. Future research areas

The current study employed a purposive sample of 40 cities identi-
fied through the 2023 SCI ranking, representing a subset of the 141 cities
listed in the index. This approach presents an opportunity for future re-
search to leverage the complete dataset and analyze the remaining 101
Smart City strategies, if available. Furthermore, expanding the sample
size of experts who evaluated the recommendations using the Delphi
technique is another potential avenue for future investigation. However,
it is important to acknowledge the associated time constraints and po-
tential cost considerations that may arise when engaging a larger panel
of experts.

This study identifies several areas ripe for further theoretical explo-
ration. Notably, the findings suggest a relative need for more research
on data security within the domain of Smart Cities. This gap presents
a compelling opportunity for a dedicated research initiative focused on
data security considerations in Smart City contexts. During the Python-
based cluster analysis of the data, an initial exploration aimed to identify
recurring patterns within the clusters, particularly regarding big data
utilization. However, this avenue of inquiry was not comprehensively
explored due to the limitations imposed by the paper’s scope. This in-
vestigation into big data patterns within clusters presents a promising
avenue for future research. A potential avenue for future research lies in
exploring additional city documents about big data and data protection.
These supplementary resources may offer deeper insights into various
cities’ specific approaches and considerations in these critical areas.

Finally, future research should focus on identifying best practices for
overcoming limitations presented in the previous section, such as devel-
oping modular policy frameworks adaptable to varying legislative envi-
ronments or providing capacity-building programs to enhance data gov-
ernance expertise in resource-constrained cities. Additionally, explor-
ing mechanisms for fostering inter-departmental collaboration — such
as centralized data governance committees or inter-agency task forces
- could provide actionable insights for policymakers and practitioners.
Another research avenue could be focus on aligning big data and data
protection policies with new technology-driven risks and opportunities.
Investigation of the cost-benefit dynamics of investing in advanced big
data and data protection measures, particularly in cities with budgetary
constraints could help policymakers justify and prioritize expenditures
on data governance.

6. Conclusions

As the complexity of big data grows, so do the risks related to data
privacy, security vulnerabilities, and ethical considerations, emphasiz-
ing the need for robust frameworks and strategies to ensure that data
protection measures keep pace with technological advancements and
the expanding data ecosystem. This paper examined big data and data
protection measures used in Smart Cities strategies in 28 cities world-
wide. It aimed to identify specific recommendations for developing
Smart City projects focused on big data and data protection. A system-
atic approach was followed to ensure trustworthy and reliable results.
It involved a series of steps for in-depth data analysis and evaluation.
Different methods were used throughout the process, including finding
relevant resources, analyzing content, and using the Delphi method to
validate the gathered data.

A sample of 40 cities was identified based on the SCI 2023 re-
port. Among these, only 30 possessed documented Smart City strategies.
However, due to data availability limitations, the final analysis included
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28 strategies. Examining these strategies revealed that a substantial ma-
jority (68 %, n = 19) explicitly incorporated the term Smart within their
titles. Furthermore, the term Digital emerged as a frequently used term
within these strategies. Half of the selected cities mentioned big data in
their strategies, with the most common contexts being big data analyt-
ics and transportation. Cluster analysis, a key component of the Python
model built for this study, focused on grouping cities based on their big
data usage patterns. While a detailed examination of each cluster re-
vealed certain commonalities, the findings were deemed inconclusive
based on the sample size.

Informed by the insights gleaned from both the literature analysis
and analysis of Smart City strategies, a comprehensive list of recom-
mendations was subsequently formulated. This list was then subjected
to a rigorous validation process employing the Delphi method across
three iterative rounds, with the participation of seven experts. These rec-
ommendations focus on creating a comprehensive, integrated approach
to data protection, recognizing that while big data holds great poten-
tial for optimizing resources, enhancing infrastructure, and facilitating
real-time, data-driven urban management, it also requires strict safe-
guards to prevent misuse and protect residents’ privacy. Firstly, imple-
menting these data management strategies could alleviate privacy con-
cerns by establishing clear guidelines for data governance and security,
addressing issues such as those noted by Ziosi et al. (2024), who warn
against the risks of pervasive surveillance and loss of autonomy in data-
driven urban systems. By incorporating measures to protect personal
data, Smart City initiatives can gain public trust and foster inclusivity,
mitigating some of the ethical dilemmas surrounding data collection and
surveillance.

Furthermore, the Delphi recommendations suggest that such strate-
gies could enable more equitable integration of technologies like IoT,
Al and cloud computing to deliver urban services fairly, a crucial step
in addressing the e-gentrification concerns described by Middha and
McShane (2022). Ensuring that digital infrastructures benefit all cit-
izens, including marginalized groups, would help prevent the social
displacement associated with digital inequities in Smart Cities. Addi-
tionally, while the recommendations are tailored primarily to larger
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cities, they acknowledge potential applicability to smaller urban ar-
eas, which could help address the regional disparities highlighted by
Mykhnenko (2023). By extending these data protection and integration
strategies beyond major urban centers, Smart City models could sup-
port underserved or peripheral areas, fostering more balanced urban
development and preventing the concentration of resources and inno-
vation in already thriving city cores. Finally, future research could ex-
plore modular policy frameworks, mechanisms for inter-departmental
collaboration, and the cost-benefit dynamics of investing in big data
and data protection measures, especially for resource-constrained
cities.
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Table Al

Description of selected Smart Cities and their strategies (source: own elaboration).

SCI City HDI  City Population ~ Country Country  Strategy Language Strategy title Year of Validity of No. of Does it No. of Applications of big data
Rank (2023) HDI format publication the strategy ~ pages include big mentions of
data? big data
1 0.989 Zurich 1431 538 Switzerland  0.962 Text English and  Smart city strategy 2018 2035 (part No
German of another
strategy)
2 0.98 Oslo 1085 992 Norway 0.961 N/A
3 0.98 Canberra 472 304 Australia 0.951 Text English Digital strategy 2020 2022 31 No
4 0.967 Copenhagen 1381 005 Denmark 0.948 Presentation  English and  Smart city 2015 Was not 50 Yes 10 Platform, transportation,
Danish specified urban planning, waste
management
6 0.973 London 9648 110 United 0.929 Text English Smart city plan Was not 2020 54 Yes 5 Data analytics,
Kingdome specified transportation
7 0.939 Singapore 6080 859 Singapore 0.939 Text English Smart project 2018 Was not 34 Yes 1 Big data analytics
specified
8 0.96 Helsinki 1337 786 Finland 0.94 N/A
10 0.972 Stockholm 1700 066 Sweden 0.947 Text Swedish Smart city strategy 2021 2040 39 Yes 10 Transportation, platform,
analytics, Al, machine
learning, real-time
11 0.972 Hamburg 1787 520 Germany 0.942 Text English Digital strategy 2020 Was not 31 Yes 5 Big data analytics, IoT,
specified urban objectives
12 0.907 Beijing 21766 214  China 0.768 Presentation  Chinese Smart city 2019 Could not 41 Could not
translate translate
13 0.911 Abu Dhabi 1566 999 United Arab  0.911 Presentation  English and  Digital 2019 2029+ 79 Yes 5 Big data analytics, big
Emirates Arabic transformation plan data management, big
data engines
14 0.96 Prague 1323 339 Czech 0.889 Presentation  Czech Concept smart city 2017 2030 88 Yes 20 Tourism, big data
Republic analytics, social media,
companies,
transportation, energy
15 0.962 Amsterdam 1174 025 Netherlands ~ 0.941 Text Dutch Digital town 2019 2025 24 No
16 0.952 Seoul 9988 049 South Korea  0.925 Presentation  English Smart city status and ~ Was not Was not 21 Yes 1 E-government
strategies specified specified
19 0.946 Hong Kong 7684 801 Hong Kong 0.949 Text English/ Smart city blueprint 2020 Was not 36 Yes 3 Big data analytics,
Chinese specified real-time
21 0.938 New York 7888 121 USA 0.921 Text English Building smart city 2015 Was not 24 No
specified
22 0.951 Auckland 1673 220 New 0.937 N/A
Zealand
26 0.959 Reykjavik 137 618 Island 0.959 Presentation  Icelandic Employment and 2022 2028 27 No
innovation strategy
29 0.916 Taipei City 2754 196 Tai wan 0.916 Text Chinese and ~ Smart city Was not Was not 35 Yes 4 Big data analytics, Al,
English specified specified police, water supply
management
30 0.9 Riyadh 7682 430 Saudi 0.875 Only
Arabia national
strategy
34 0.949 Boston 617 459 USA 0.921 N/A
39 0.94 Washington 631 693 USA 0.921 N/A
D.C.
40 0.943 Ottawa 1010 391 Canada 0.936 Text English Smart city 2017 Was not 30 Yes 3 Data analysis, big data
specified analytics

(continued on next page)
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Table A1 (continued)

SCI City HDI  City Population ~ Country Country  Strategy Language Strategy title Year of Validity of No. of Does it No. of Applications of big data
Rank (2023) HDI format publication the strategy ~ pages include big mentions of
data? big data
42 0.944 Vancouver 672 857 Canada 0.936 Presentation  English Digital strategy 2013 2016+ 36 No
48 0.943 Toronto 2903 456 Canada 0.936 Text English Digital 2022 Was not 108 No
infrastructure: specified
strategic framework
50 0.931 Los Angeles 3769 485 USA 0.921 Text English Smart city 2020 2028 54 No
53 0.942 Denver 699 288 USA 0.921 Text English Smart city challenge 2016 Was not 33 No
specified
55 0.94 Seattle 725 487 USA 0.921 Text English Smart city 2020 Was not 32 Yes 3 Big data analytics, big
specified data systems,
transportation
59 0.855 Doha 658 344 Qatar 0.855 N/A
61 0.929 Chicago 2608 425 USA 0.921 Presentation  English IT Strategic plan 2021 Was not 167 No
specified
72 0.951 Tokyo 37194 105  Japan 0.925 Presentation ~ Japanese Smart city 2019 2040 69 Yes 5 Economy, social
implementation problems, urban
strategy development, local
problem solving,
transportation, research
88 0.839 Bangkok 11069 982  Thailand 0.8 Text Thai Development with 2018 2022 12 No
digital technologies
89 0.858 Kuala 8621 724 Malaysia 0.803 Presentation  English Smart city plan 2021 2025 21 No
Lumpur
91 0.919 Tel Aviv 4420 855 Israel 0.919 N/A
96 0.816 Muscat 1650 319 Oman 0.816 Only
national
strategy
100  0.744 Hanoi 5253 385 Vietnam 0.703 N/A
102 0.759 Jakarta 11248 839  Indonesia 0.705 Presentation  English Building smart city Was not Was not 20 Yes 2 Digital technology and
specified specified innovation, analysis
105 0.73 Delhi 32941 309  India 0.633 N/A
117 0.896 Nicosia 412 156 Cyprus 0.896 Presentation  Greek Smart City strategie 2018 2028 19 No
118 0.757 Medellin 4102 308 Colombia 0.752 Presentation  Spanish Smart city 2021 2030 31 No
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