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Optimized Automatic Fault Electrode
Management of Structural Health
Monitoring of Aircraft Composites

Ngoc Nam Pham , Jan Leuchter , and Erik Blasch , Fellow, IEEE

Abstract—Detecting the structural integrity of composite
material used in an airframe includes passive nondestructive
testing (NDT) and active electrical impendence tomogra-
phy (EIT). EIT benefits enhance real-time response and
accuracy but require pragmatic approaches to analyze the
electrode errors from faulty or nonresponsive readings. The
nonfunctional connections of measuring electrodes often
occur during onboard aircraft operations for various reasons,
such as deterioration. The deterioration of the electrode
impedance impacts the quality of the EIT reconstructed
image. This article compares different EIT methods and pro-
poses surface fault detection EIT (SURFEIT). The proposed
SURFEIT techniques that detect and compensate for faults
are verified and evaluated using models with different loca-
tions of inside damages. Results prove the effectiveness of
SURFEIT techniques, when the number of faulty electrodes is
up to one-fourth of the total electrodes. The biggest benefit
of the SURFEIT techniques is that they do not require any
additional simulation work, lead to significant reduction of
computation time, and afford very fast indications of damage
locations.

Index Terms— Data compensation, electrical impedance tomography (EIT), manage faulty electrodes.

I. INTRODUCTION

THE use of composite materials has expanded in the
last decades from bikes and boats to autonomous cars

and electronic aircraft. Composites, along with metals, plas-
tics, and ceramics, are the four main types of engineering
materials. In contrast to other types of materials, composites
are the combinations of at least two distinct materials (con-
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stituents), different at the molecular level and mechanically
separable. At the macroscopic level, although the constituents
retain their original form, as well as chemical, mechanical,
and physical properties, material combinations create better
properties for the composite. Compared with traditional engi-
neering materials, composites provide diverse advantages, such
as lightweight, high specific stiffness and strength, and high
resistance against corrosion. Moreover, composites offer the
ability to fabricate complex geometry parts without welding
or riveting. Notably, composites allow “modulation” of proper-
ties, for example, modulation of thermal expansion coefficient
to the values of zero, by adjusting the ratio of constituents.
These advantages make composites preferred materials as
compared to conventional materials in various applications.
Particularly, composites are popular in load-bearing structures
in special applications, such as aerospace, transportation, and
wind turbines [1], [2], [3], [4], [5], [6].

On the other hand, the practical use of composites can
encounter numerous limitations, such as sensitivity to moisture
and temperature, low temperature and electrical conduction,
and risk of galvanic corrosion with aluminum. Aluminum
is one of the most common engineering metals for aircraft
due to its lightweight. Furthermore, there is a major obstacle
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in detecting and evaluating damages or defects in composite
structures to maintain structural integrity whether actively
or passively. The mechanical properties and service life of
composite structures can be significantly affected by damage
accumulated in the composite structure. Although a small
delamination in composite structure may not immediately
cause dangerous issues, it can lead to hazardous risks affecting
the operational safety of the structure [1], [2], [3], [4], [5],
[6], [7], [8]. The use of multiple sensors can enhance safety
concerns by analyzing the redundancy and determining the
faulty sensors [9], [10].

To address concerns about detecting and evaluating dam-
age or defects in composite materials, nondestructive testing
(NDT) methods have been an essential possibility. NDT can
be defined as a discipline including evaluation and inspection
processing of a structure to detect or characterize damage
or defect without altering the original characteristic or harm-
ing the structure under test. Therefore, NDT offers the ability
to detect indiscernible damage inside the composite structure
to increase operational reliability and safety of the struc-
ture, as well as minimize the maintenance expense. There
are numerous NDT methods applied at different stages of
a composite structures’ lifespan. The most common NDT
methods for composites include visual inspection, acous-
tic emission, ultrasonic testing, and electromagnetic testing
techniques [6], [11], [12], [13], [14], [15].

In recent years, structure health monitoring (SHM) has
been proposed as a potentially useful enhancement to NDT.
The benefit of SHM is that it extends the ability of NDT
to continuously, real-time monitoring of composite struc-
tures and detects the existence and initiation of damage.
Conventional SHM approaches use external sensors for the
purpose of monitoring the structure. Other types of sensors,
such as fiber-optic sensors, piezoelectric sensors, or strain
gauges, have been embedded to composite structure. Com-
bined with the data-driven sensing, the modeling of the
structure with finite-element model (FEM) approaches offers
increased dynamic real-time response [16].

However, the approach of embedding sensors to compos-
ite structures might cause unwanted effect to the properties
of the structures. Therefore, the approach to use electri-
cal impedance tomography (EIT) has been referred to as
a promising complement to NDT. EIT is not a new tech-
nique, and it is widely considered to have originated in
1978, as documented in [17]. Initially, the EIT development
primarily targeted medical applications. Subsequently, the use
of the EIT method has been applied to geophysics and
industrial process monitoring. Due to numerous advantages,
including inexpensive, noninvasive, and high temporal resolu-
tion, EIT has recently been presented as an additional SHM
technique [18], [19], [20], [21], [22], [23].

This article deals with one of the most significant issues
occurring in the practical implementation of EIT-based SHM
systems, which is the impact of faulty electrodes (poorly con-
nected or detached electrodes) on the generated tomography
image. The faulty sensor reading might cause a noticeable
quality decrease of the regenerated tomography image and
hence negatively affect the effectiveness of EIT-based SHM

Fig. 1. Composite specimen under lightning impulse test. An electrode
in the specimen boundary was stroked and detached after the test.

systems to detect damage. The issue is that when one or
more electrodes are detached or in the case of parallel EIT
acquisition systems proposed in [24], one or more analog-
to-digital converters (ADCs) are damaged during operation.
As an example, for EIT systems implemented in aircraft,
a lightning strike to aircraft might cause the detachment of
some electrodes or damage some ADCs. Another example is
shown in Fig. 1, which shows a composite specimen under a
lightning impulse test. One of the electrodes prepared in the
boundary of specimen for EIT measurement was struck with
energy and detached after the test. The result is the existence
of unreliable measurements data in the dataset.

This article proposes novel surface fault detection EIT
(SURFEIT) method to automatically detect the faulty elec-
trodes and modify the model, as well as dataset of boundary
voltage based on the detection of faulty electrodes. The
advantages of the proposed SURFEIT method can be listed
as better automatic detection of faulty electrodes and less
complexity in compensating the faulty measurement data due
to reduced computation procedures during preprocessing. Less
complex computation allows minimizing total time, compu-
tational load, and hardware requirements of EIT-based SHM
systems. As discussed in the following, less complex compu-
tation also helps to eliminate the impact of computation errors
on the reconstructed images. It is important to emphasize
that computation error is not neglectable in practical digital
computational systems. The novel proposed method in this
article is compared to the methods proposed in [25] and [26]
to verify their effectivity.

II. ELECTRICAL IMPEDANCE TOMOGRAPHY

The basis task of EIT is to reconstruct the conductivity
distribution of the object under test (OUT). The problems
in EIT are divided into two categories—the forward and
inverse problem. The forward problem calculates the boundary
voltage distribution based on the known injection current and
conductivity distribution, while the inverse problem tries to
estimate the conductivity distribution from the known bound-
ary voltage distribution. This article presents the basis of EIT
technique, including the mathematical model and measuring
or calculating the principles of forward and inverse problems.

A. Forward Problem—Well-Posed Problem
The function of EIT forward problem is to solve the object’s

information given known initial parameters. The EIT forward
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problem is to determine the voltage distribution in OUT,
while the conductivity distribution of the object and injection
current is known. Such a problem is considered as a well-posed
problem, because of its existence, uniqueness, and stability.
The first way to solve the EIT forward problem is through
the direct measurement of a physical object. The electrodes
are placed around the boundaries of the OUT. Through these
electrodes, a current is injected into the OUT, and the boundary
voltage is measured. There are several measurement strategies,
such as adjacent drive method, opposite method, cross method,
or the trigonometric method developed for EIT forward prob-
lems [27], [28]. This article uses adjacent drive, also called
as the neighboring method. Injection current I is applied to
a neighboring electrode pair, while the boundary voltage is
measured between the remaining electrode pairs.

Another way to solve EIT forward problems is using numer-
ical methods. The EIT forward problem can be mathematically
presented using Maxwell’s equations and Ohm’s law, with the
assumption that the OUT does not have any internal current
source and using quasi-static electric field expression [25],
[26], [27], [28], [29], [30]

J = σ E (1)
∇ · J = 0 (2)
E = −∇ϕ (3)

where J is the current density, E is the electrical field, σ is
the conductivity distribution, and ϕ is electrical potential. Solv-
ing (1)–(3), we obtain the equation describing the relationship
between conductivity distribution and voltage distribution of
OUT as

∇ · (σ∇ϕ) = 0. (4)

There are different techniques to solve the EIT forward
problem, among which finite element method (FEM) is the
most preferred way. The OUT is meshed into several dis-
crete elements from the FEM component models. With the
assumption of small conductivity perturbation, the variation of
boundary voltage against conductivity change can be approx-
imated as [25], [26], [27], [28], [29], [30]

1U = J1σ (5)

where 1U is the change of boundary voltage, 1σ is the
conductivity perturbation, and J is the Jacobian matrix.

B. Inverse Problem—Ill-Posed Problem
The inverse problem is the process that calculates the

object’s information based on measurement results. The EIT
inverse problem calculates the conductivity distribution of
OUT based on the boundary voltage values and injection
current. The Jacobian matrix described in (5) is also the basis
for the calculation of conductivity distribution. In opposite
to the forward problems, the inverse problem is known as
an ill-posed problem, where a minor perturbation in the
boundary voltage values can cause significant errors in calcu-
lated conductivity distribution. In addition, the total boundary
voltage values are much smaller than the required pixels in
the regenerated tomography, and hence, different conductivity
distributions might produce the same boundary voltage values.

Fig. 2. Model under simulation in this article. (a) Without damage and
(b)–(d) first, second, and third cases of damage location.

The EIT inverse problem can be categorized into absolute
and differential imaging. While the absolute imaging technique
tries to reconstruct conductivity distribution inside OUT, the
differential imaging technique refers to reconstructing the
changes in conductivity distribution between different states
of OUT [29], [31], [32]. The absolute imaging technique can
be formulated by (6) and the differential imaging technique
can be formulated by (7)

σ̂ = arg min
(
∥Jσ − U∥

2
2

)
(6)

1̂σ = arg min
(
∥J1σ−1U∥

2
2

)
. (7)

It was concluded that differential imaging generally offers
more stable reconstruction of conductivity distribution [29],
[31], [32]. This article focuses on detecting and localizing
the defect on the OUT. Therefore, the differential imaging
method called Gauss–Newton one-step is used to calculate
the change in conductivity distribution of OUT. Current stud-
ies conclude that a high-quality reconstructed image can be
obtained by using Newton’s one-step error reconstruction
(NOSER) algorithm. However, accurate conductivity values
are not guaranteed [29], [33], [34]. For the task of detection
and localization damage on the OUT, the conductivity values
are less important than the quality of reconstructed image.

In this article, forward problem is solved in simulation.
The inverse problem is solved using the Electrical Impedance
and Diffuse Optical Tomography Reconstruction Software
(EIDORS) [35] using the NOSER algorithm. The composite
specimen shown in Fig. 1 is modeled by a rectangle model
with 32 electrodes located around specimen boundary at
different intervals. The simulation was conducted with three
cases of damage location inside the model, as shown in Fig. 2.

III. PROPOSED TECHNIQUE

This article proposes a novel surface fault EIT method
to detect and eliminate the effects of a frequently encoun-
tered problem in EIT systems: detached or poorly connected
electrodes. Such issues originate significant errors in the mea-
surement data, leading to inaccurate reconstructed tomography
results and affecting the ability to detect and localize damages
in the OUT. Several studies present methods to eliminate these
effects, with a common approach illustrated in Fig. 3 [25],
[26], [30], [36], [37].
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Fig. 3. Approach to compensate the effect of faulty electrodes.
(a) Conventional approach and (b) proposed approach.

In first process (process A), faulty electrodes are (automati-
cally) detected based on the analysis of measured boundary
voltage. Currently, the presented methods proposed several
analyses to detect faulty electrodes. This article proposed our
SURFEIT analyses based on analyzing the ratio of standard
derivation (RSD) of measured boundary voltage. The results
presented in next part prove that the proposed method elimi-
nates drawbacks of other methods.

In the second process (process B), conventional methods
use FEM simulation work to estimate the change in contact
impedance at faulty electrodes, where these estimated values
are employed to calculate the correction voltage matrix. The
measured boundary voltages are corrected using this matrix
before being used to reconstruct the conductivity distribu-
tion. The compensation effectively eliminates the effects of
electrode peeling, allowing for accurate calculation of the
conductivity distribution from the full set of boundary voltage
values.

However, the conventional methods have a limitation: the
steps of estimating the contact impedance change and calculat-
ing the compensation voltage matrix require FEM simulations,
which demands knowledge of the material properties of the
OUT and a sufficiently accurate model for precise calculations.
Additionally, because the necessary values, such as contact
impedance changes or correction voltage matrices, are esti-
mated by interpolation or extrapolation, sufficient simulation
datasets are required, resulting in significant time consumption
and computational workload when processing data.

This article proposes a novel method to automatically detect
faulty electrodes and to compensate faulty data in measure-
ment dataset without additional FEM simulation. The proposed
SURFEIT method offers a solution with high efficiency, min-
imum time consumption, and hardware requirements.

Fig. 4. Verification of using ARCM-based techniques in rectangle model
with electrodes placed at different intervals and with different numbers of
poorly connected electrodes. The order of poorly connected electrodes
is randomly selected. Poorly connected electrodes are shown. (a) One
electrode is poorly connected. (b) Two electrodes are poorly connected.
(c) and (d) Four electrodes are poorly connected.

A. Automatic Detection of Faulty Electrodes
There are several techniques published to detect the faulty

electrodes (detached or poorly connected electrodes) based
on the analysis of measured voltage values. As an instance,
in [25], the poorly connected electrodes are detected by
analyzing the average relative change of measurement voltage
(ARCM) calculated for each measuring electrode by

ARCMk =
1

2(N − 4)

2(N−4)∑
i=1

∣∣U ′

ik
− Uik

∣∣ (8)

where k is the order of measuring electrode, N is the total
number of measuring electrodes, 2(N −4) is the total number
of boundary voltage values measured at concerned (kth) elec-
trode, and U ′

ik
and Uik are the i th boundary voltage measured

at concerned (kth) electrode with poorly and well-connected
electrodes. This technique was verified using circular model
with electrodes placed around the boundary at equal intervals
and an opposite current driving mode [25].

Our task, however, uses a rectangular model with electrodes
placed around boundary at different intervals and adjacent
current driving mode. The verification of ARCM-based tech-
nique in our task with random selection of poorly connected
electrodes is shown in Fig. 4. Note that in an EIT system with
an adjacent current driving mode, the total number of boundary
voltage measured at concerned electrode is 2(N − 3), but not
2(N −4), as in the case of opposite current driving mode. The
results show that the ARCM-based technique can detect faulty
electrodes at almost cases. However, in the cases when the kth
and (k + 2)th electrodes are faulty, the ARCM-based tech-
niques cannot be applied, and the ARCMk+1 is indicated as a
local maximum, but not ARCMk nor ARCMk+2. The reason
is that boundary voltages measured at (i + 1)th electrode are
under the effect of both ith and (i + 2)th electrodes.
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Fig. 5. Verification of using the proposed techniques in rectangle model
with electrodes placed at different intervals and with different numbers of
poorly connected electrodes. The order of poorly connected electrodes
is randomly selected. Poorly connected electrodes are marked in red.
(a) One electrode is poorly connected. (b) Two electrodes are poorly
connected. (c) and (d) Four electrodes are poorly connected.

This article, therefore, proposes a novel approach and tech-
nique to detect the detached or poorly connected electrode
that can detect these problem electrodes in any case. The pro-
posed SURFEIT approach does not focus on detecting faulty
electrodes; however, it detects the electrode pairs boundary
voltages measurements, which are affected by the change of
contact impedance. The proposed techniques are based on
RSD, which is calculated by

RSDn =
σ ′

n

σn
=

√∑N−3
l=1

(
U ′

nl
−U ′

n

)
N−3√∑N−3

l=1 (Unl −Un)
N−3

(9)

where n is the order of concerned electrode pair, N is the
total number of measured electrode pairs, N − 3 is the total
number of boundary voltage measured at concerned (nth)
electrode pair, σ ′

n and σn are the standard deviations of
boundary voltages measured at the nth electrode pair with
poorly and well-connected electrodes, and U ′

nl
and Unl are the

lth boundary voltage measured at concerned (nth) electrode
with poorly and well-connected electrodes.

From experiments, SURFEIT is able to conclude that due
to the impact of contact impedance changes, the RSD value
calculated at the measuring electrode pairs affected by poorly
connected electrodes will be much higher than the RSD value
calculated at the remaining electrode pairs. In our work, the
RSD values are processed by Hampel filter to detect the
outliers, which indicate affected measuring electrode pairs.
The proposed SURFEIT technique is verified in the same
cases as to be used to verify the ARCM-based technique.
Verification results are shown in Fig. 5, which shows that the
proposed SUREFIT techniques have eliminated the weakness
of the ARCM-based technique presented above.

Fig. 6. Illustration of the SURFEIT method for the case of an
N-electrodes EIT system, in which electrode number 8 is detached
or poorly connected, making the data measured at this electrode is
incorrect.

B. Compensation of Faulty Measurement Dataset
The effect of faulty electrodes in adjacent current driving

mode is illustrated in Fig. 6. It is common to present measured
data by a matrix, in which the row number indicates the
number of injection electrode pairs and the column number
indicates the number of measuring electrode pairs. Since the
voltage measured at injection electrode is typically unused to
eliminate the significant effect of contact impedance, these
data in the matrix are signed as invalid data (by red color).
In this illustrated case, with the assumption that electrode
number 8 is detached, or poorly connected, hence, the mea-
surement data related to electrode 8 are referred to incorrect
data. Using matrix representation, it obviously indicates the
incorrect data measured at electrode number 8 and the entire
data measured when electrode number 8 is injected.

As mentioned above, most of the techniques presented
to compensate for inaccurate data in current studies require
extensive simulation work with the knowledge of material
properties and can be highly time-consuming. The advantage
of these simulation techniques is the high precision of the
compensated dataset, resulting in highly accurate reconstructed
tomography and conductivity values, allowing better determi-
nation of the shape and size of the heterogeneous region. Our
research, however, focuses on fast detection and localization
of damage inside OUT. The conductivity values are less
important than total computation time. Therefore, the proposed
SUFEIT technique discards the incorrect data, instead of trying
to correct them before calculating the conductivity distribution.

The SURFEIT technique results in the need to modify the
EIT model due to the removal of incorrect data. It is not simply
a matter of removing electrode 8 from the EIT model, because
the measured voltage between electrodes 7 and 9, nor the
measured voltage when current flows between these electrodes,
is available. More precisely, the predetermined measurement



PHAM et al.: OPTIMIZED AUTOMATIC FAULT ELECTRODE MANAGEMENT OF STRUCTURAL HEALTH MONITORING 35691

strategy of the EIT model needs to be revised. Correction
is performed in two independent steps. The first is that the
injection strategy is adjusted to eliminate injections associated
with faulty electrodes; and the second is to eliminate the
boundary voltage measured at the faulty electrodes.

To verify the proposed technique, the models described in
Fig. 2 were used. The simulated scenario is that the contact
impedance at electrode number 8 is increased. The boundary
voltage is then processed using the SURFEIT technique and
technique introduced in [25], where the correction of boundary
voltage is calculated based on the estimated value of contact
impedance variation η. To estimate the η value, the mean
relative change (MRC) of boundary voltage is defined as

MRC =

∣∣∣∣∣ 1
N (N − 4)

N−4∑
i=1

N∑
k=1

(
U ′

ik
− Uik

)∣∣∣∣∣ (10)

where k is the order of measuring electrode, N is the total
number of measuring electrodes, N (N −4) is the total number
of boundary voltage values, and U ′

ik
and Uik are the i th

boundary voltage measured at concerned (kth) electrode with
poorly and well-connected electrodes [25].

It is also important to emphasize that the MRC-based
technique was developed for absolute imaging, where the
EIT inverse problem is more sensitive to variations of the
contact impedance. The MRC-based technique, therefore, was
developed with the change of contact impedance up to 250%.
In the case of differential imaging in this article, such a
small change does not cause serious effect in reconstructed
image. In this article, the MRC-based technique is verified
with significant increase of the contact impedance, up to
nearly infinity (when electrodes are detached). The different
interested region of contact impedance changes results in
the different regression relationship between MRC and η.
As shown in Fig. 7, the dependence of η on MRC in our
study cannot be approximated as linear. The reasons for
nonlinear relationship can be the difference of model shape
(circular versus rectangle), the distribution of electrodes in
specimen boundary, or the distance between electrodes. In our
study, the distribution of electrodes cannot be freely selected.
The applied object of our developed SHM system is aircraft
composite structure. The goal is to avoid using additional
electrodes on these structures so as not to affect their structural
and mechanical properties, and hence, rivets for installing
these structures are used as electrodes. As a result, for each
composite structure, in which our developed SHM system is
applied, a simulation dataset with corresponding regression
function is required that makes a further barrier to correct the
faulty data by simulation work.

In this article, the relationship between MRC and η is
referred to two-term exponential approximation, which is
formulated as

MRC = α × eγ×η
+ β × eδ×η (11)

where α = 0.084, β = −0.085, γ = 0.002, and δ = 0.014.
Using (11), one is able to estimate the contact impedance of
faulty electrodes and then calculate the correction matrix for
boundary voltage. The tomography is then reconstructed using

Fig. 7. Increase of accuracy by using more suitable fitting function. The
exponential fitting offers smaller error.

Fig. 8. Effects of error in parameter calculation in reconstructed images.

boundary voltage values corrected by using the methods shown
in Fig. 3.

The values of parameters α, β, γ , and δ in (11) play an
important role in the accuracy of solution. Any inaccuracies
in the calculation of these parameters impact the estimated
value of the contact impedance of faulty electrodes, which
in turn affects the values of the correction matrix for bound-
ary voltage. For instance, Fig. 8 illustrates the reconstructed
images when the parameters of the fitting function in (11)
are computed with errors of 1%, 2%, and 5%. The results
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Fig. 9. Verification of the proposed technique to eliminate the faulty
data.

indicate that even minor changes in the values of the fitting
function’s parameters can significantly reduce the effectiveness
of data correction. This issue is a notable drawback of current
methods. The SURFEIT method aims to correct the boundary
voltage dataset without relying on the extrapolation process,
thereby reducing computation errors, which are significant in
practical computation systems.

To verify the proposed SURFEIT technique, the forward
problems of rectangle models with different damage levels
are shown in Fig. 2 and solved in simulation. The results
of forward problems are then used to reconstruct the tomog-
raphy of these models. The reconstructed tomography using
MRC-based technique and the SURFEIT technique is shown
in Fig. 9.

From Fig. 9, it can be observed that the SURFEIT technique
has comparable effectiveness to MRC-based technique in
compensating the faulty data. The artifacts caused by detached
or poorly connected electrodes are successfully removed. The
tomography clearly shows the location of damages inside the
OUT. When combined with the technique for automatically
detecting faulty electrodes, SURFEIT can swiftly identify and
compensate for the effects of these faulty electrodes. SURFEIT
does not require any additional simulations, which reduces
the overall processing time and computational load, enabling
rapid detection of damage within OUT. However, SURFEIT
does not encourage accurate conductivity values, which are
necessary for diagnosing the size and severity of the damage.
More detail evaluations of SURFEIT are presented in the
next part.

IV. RESULTS AND EVALUATION

The proposed SURFEIT technique is compared with other
techniques presented in previous studies. Fig. 3 illustrates the
SURFEIT procedure for eliminating the effects of damaged
electrodes. The procedure includes two phases, where in the
first phase (A), the measured data are analyzed in order
to detect damaged electrodes. Based on the detection, the
accuracy of the measured data can be analyzed, and then, the
measured data that are less accurate can be removed. With this
procedure, it is possible to refine the resulting measured data
in order to improve the quality of the “reconstructed image.”

In the second phase (B), a model of OUT is assembled,
which includes information about the distribution of electrodes

Fig. 10. Test bench to statically evaluate the proposed technique to
detect detached or poorly connected electrodes.

TABLE I
EVALUATION EFFECTIVENESS OF THE PROPOSED TECHNIQUE

on the sample and the order of measurements. Then, the model
is modified based on the selected electrodes (measured data)
from the previous phase (A). This improves the fit between
the built model and the selected measured data. In this way,
an increase in the overall performance of “image reconstruc-
tion” can be achieved. SURFEIT improves the overall display
of the conductivity distribution of the sample and, therefore,
it is also possible to obtain better results of detection and
localization of defects in the composite test sample.

The SURFEIT technique detects and compensates for faulty
electrodes as successfully verified in selected cases. It is clear
from the results that it is not possible to verify all possible
combinations; therefore, we made a selection based on the
principles of static methods for a better automated evaluation.

A. Automatic Detection of Faulty Electrodes
To evaluate SURFEIT, an emulator test bench is designed

to statically evaluate its ability to detect faulty electrodes,
as shown in Fig. 10. The test bench randomly selects elec-
trodes, which are referred as to detached or poorly connected.
The boundary voltage values calculated by FEM are analyzed
by SURFEIT to automatically detect the affected measuring
electrode pairs. The detection is then compared with the
selected faulty electrodes under simulation to verify the results,
as shown in Table I. SURFEIT has been shown to detect faulty
electrodes with high accuracy. It can correctly identify all
affected measuring electrode pairs when up to eight electrodes
(or one-fourth of the total electrodes number) are poorly
connected or detached.

The proposed SURFEIT technique is also compared with
the techniques presented in [36] and [37] (see Fig. 11).
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Fig. 11. Comparison of the proposed technique to detect faulty
electrodes with other technique presented in [36] and [37].

These techniques are compared in terms of accurate detections
of all faulty electrodes. It can be concluded from Fig. 11
that SURFEIT provides better performance. With the increase
in the number of faulty electrodes up to one-fourth of the
total electrodes number, SURFEIT can accurately detect all
defective electrodes, while other techniques can only detect
some of them.

B. Compensation of Faulty Data
The proposed SURFEIT that compensates for faulty mea-

surement data caused by poorly connected or detached is also
evaluated using similar method as to evaluate the proposed
technique to automatically detect faulty electrodes. One or
more random selected electrodes in the model are referred to
as poorly connected and detached. The number of faulty elec-
trodes is chosen as 1, 2, 4, 7, and 8. The boundary voltage data
are calculated using FEM. The inverse problem is then solved
using faulty data and using data compensated by SURFEIT.
To compare, the voltage-replacement method (VRM) and
voltage-shift method (VSM) techniques presented in [26] are
also used to solve inverse problem. These techniques are
selected because they also compensate for faulty dataset with-
out additional simulation work. As discussed above, our study
avoids the need for additional simulation work to adapt with
the applications, where the detail information about material
is not available, and the time need to detect damage inside
OUT is more important.

The metrics, such as relative root mean square error
(RRMSE) and structural similarity index measure (SSIM),
are calculated for quantitative evaluation and comparison of
mentioned techniques. The formulations for calculation of
RRMSE and SSIM are

RRMSE =
∥σ − σ0∥

∥σ0∥
(12)

SSIM =

(
2 · σ̄ · σ̄0 + C1

)(
2 · cov

(
σ̄ , σ̄0

)
+ C2

)(
σ̄ 2 + σ̄0

2 + C1
)(

var
(
σ̄
)
+ var

(
σ̄0

)
+ C2

) (13)

where σ and σ0 denote the conductivity distributions of
reconstructed tomography and original ones (in this case, the
reference model); C1 and C2 are constants to avoid division

Fig. 12. Verification of the proposed method using the model number
1st, and electrodes are poor connected.

by zero. The RRMSE is required to be as small as possible,
while the SSIM is required to be closest to 1 to achieve
accurately reconstructed images. The poorly reconstructed
images have RRMSE value much higher than 1 and SSIM
values much smaller than 1.

First, the proposed techniques are evaluated using model
number 1 (see Figs. 2 and 9). The evaluation is shown above,
where Fig. 12 shows the results when the contact impedance
of selected electrodes is increased (the selected electrodes
are poorly connected), and Fig. 13 shows the results when
the selected electrodes are detached (their contact impedances
have infinite values).

By visual comparison, the results demonstrate the value of
the SURFEIT technique. In the case when faulty electrodes
are poorly contacted, the VSM and VRM techniques can
compensate for the faulty data when only one electrode is
referred as faulty. With a higher number of faulty electrodes,
VRM and VSM cannot provide reconstructed image with high
quality to clearly detect the damage inside OUT.
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Fig. 13. Verification of the proposed method using the model number
1st, and electrodes are detached.

The quality of reconstructed images with VSM and VRM
techniques is even lower than the reconstructed images without
compensation. In comparison, the SURFEIT technique pro-
vides the ability to clearly detect damage inside OUT when
the number of faulty electrodes is up to 8 (or one-fourth of total
electrode numbers). In the second case, when faulty electrodes
are detached, SURFEIT also provides reconstructed images,
which clearly show the location of the damage inside OUT,
while the reconstructed images using faulty data without
compensation or using data corrected by other techniques do
not indicate the location of damage inside OUT.

RRMSE and SSIM values also demonstrate similar conclu-
sions. For example, Fig. 12 shows the case when electrode
20th is poorly connected to specimen (marked in yellow).
The VRM and VSM techniques provide reconstructed image
with low quality, shown by RRMSE values 1.271 and 2.891.
As mentioned above, the RRMSE values are required to
be as low as possible; the ideal values, even, are zero.
In comparison, the proposed techniques can improve the

quality of reconstructed images, with RRMSE value of 0.106,
which is about four times smaller than the RRMSE value of
reconstructed image before correction.

The similar case, when 20th electrode is disconnected,
is shown in Fig. 13, also marked in yellow. In such a case,
reconstructed images before correction and after correction
using VRM and VSM techniques have RRMSE value in
the order of 105, which are very poor values. Our proposed
SURFEIT technique, again, provides a much better image,
with the RRMSE value of 0.250. The RRMSE value in this
case is about two times worse than the case when the 20th
electrode is poorly connected.

Fig. 12 also presents the comparison when more elec-
trodes are poorly connected and detached. In the case two
electrodes (5th and 11th) are poorly connected (marked in
cyan color), the proposed technique successfully compen-
sates the faulty data and improves the RRMSE values from
0.519 (before correction) to 0.238, which is obviously better
than 5.571(VRM technique) and 10.347 (VSM) technique.
When eight electrodes (11th, 19th, 8th, 25th, 9th, 17th, 23rd,
and 29th) are poorly connected (marked in green color), the
proposed technique also improves the RRMSE values, from
0.900 (before correction) to 0.311, which is obviously better
than 30.160 (VRM technique) and 41.358 (VSM) technique.
If these electrodes are detached (marked in cyan and blue
in Fig. 13), the RRMSE values of images with the proposed
techniques are 0.294 and 0.631, when images before correction
and images compensated by VRM and VSM techniques have
RRMSE values in the order of 1016.

Similar conclusion can be drawn for SSIM index. It can be
seen from Fig. 12 that, in the cases when faulty electrodes
are referred as poorly connected, the SSIM values of images
reconstructed from faulty data (before correction) range from
0.991 to 0.997. After applying the proposed technique to
compensate the faulty data, the SSIM index can achieve higher
values, ranging from 0.998 to 0.999. The VRM and VSM
techniques, however, do not conduct improvement the image
quality, while they do significant decrease in SSIM values.
The images with VRM techniques have SSIM in the range
of 0.303–0.994, and the images with VSM techniques have
SSIM values from 0.259 to 0.961.

In the case when faulty electrodes are detached (see
Fig. 13), the SSIM values of images with data before correc-
tion and images with data compensated by VRM and VSM
techniques have very low SSIM values, nearly zero. In com-
parison, the proposed SURFEIT technique offers reconstructed
images with much higher SSIM, ranging from 0.990 to 0.999.
Obviously, similar as RRMSE values, the SSIM values in the
case of detached electrodes are also worse than in the case
poorly connected electrodes, due to the large change in contact
impedance of faulty electrodes.

The effectiveness of the SURFEIT technique to model
number 2nd, see Fig. 9, is also evaluated. The reason for
choosing these models is to verify and evaluate the proposed
techniques for damage in different locations inside the OUT.
Model number 1 contains 1 damage in the corner, while
model number 2 has damage in the center of OUT. Fig. 14
shows the cases when faulty electrodes are poorly connected,
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Fig. 14. Verification of the proposed method using the model number
2nd, and electrodes are poor connected.

and Fig. 15 shows the case when faulty electrodes are
detached. Faulty electrodes in all cases are selected randomly.

Similar to model 1, the visual analysis can clearly demon-
strate that, in all cases when faulty electrodes are poorly
connected, the proposed techniques can remove the artifacts
in the reconstructed images and offer better values of SSIM
and RRMSE index. In the case when the faulty electrodes
are detached, reconstructed images without compensation,
or those compensated using VRM and VSM techniques, fail to
clearly indicate internal damages. However, the reconstructed
images using the proposed techniques can accurately pinpoint
the locations of the damages.

The three cases analyzed above (number of faulty electrodes
are 1, 2, and 8) are also tested in the 2nd model. When one
electrode (the 20th electrode) is faulty, the RRMSE value is
improved from 0.486 to 0.143 (in case of poorly connected
electrode) and from the order of 105 to 0.250 (in case of
detached electrode). In these two cases, the SSIM values

Fig. 15. Verification of the proposed method using the model number
2nd, and electrodes are detached.

increase to 0999 from 0997 and nearly zero, respectively.
When two electrodes (the 5th and 11th electrodes) are faulty,
the proposed technique offers RRMSE values of 0.296 and
0.422 and SSIM values of 0.999. In the next case, eight
electrodes (the 11th, 19th, 8th, 25th, 9th, 17th, 23rd, and 29th
electrodes) are poorly connected and detached, the RRMSE
values within the proposed techniques are 0.521 and 0.873, and
the SSIM values are 0.998 and 0.993. In all the case, it can be
concluded that the proposed technique significantly improved
the values of RRMSE and SSIM index, or in other words, the
proposed techniques provide good compensation of faulty data
and allow improving the quality of reconstructed image and
the ability to correctly detect damage inside the OUT.

It can also be concluded that the damage in the center of the
OUT is more sensitive to faulty electrodes than damage near
the boundary of OUT. From the results shown in Figs. 12–15,
it is clearly that when the faulty electrodes are identical in
all of the cases, the values RRMSE index when the damage
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Fig. 16. Verification of the proposed method using the model num-
ber 3rd, and electrodes are poor connected.

locates in the center of the OUT is worse than when the
damage locates near the boundary. For example, when two
electrodes (the 5th and 11th electrodes) are poorly connected,
the RRMSE value is 0238 when damage is located near the
specimen boundary and is 0296 when damage is located in the
specimen center. When eight electrodes (the 11th, 19th, 8th,
25th, 9th, 17th, 23rd, and 29th electrodes) are detached, the
RRMSE value of image with damage in the specimen center
is 0873, worse than the RRMSE values when damage near
the specimen boundary, which is 0631. However, the SSIM
values of model first and second in these cases have only
minor differences. The results demonstrate that reconstructed
images from data compensated by SURFEIT are similar to the
reference image, regardless of the location of damages.

In the last test, the effectiveness of SURFEIT to model
damages at different locations is listed as the 3rd test (see
Fig. 9). Model 3 contains damages in both center and cor-
ner of OUT. The results are shown in Figs. 16 and 17 for
the cases when faulty electrodes are poorly connected and

Fig. 17. Verification of the proposed method using the model number
3rd, and electrodes are detached.

detached, respectively. Faulty electrodes in all cases are also
selected randomly. The three cases, when one electrode (20th
electrode), two electrodes (5th and 11th), and eight electrodes
(11th, 19th, 8th, 25th, 9th, 17th, 23rd, and 29th) are faulty, are
again tested.

The results show that when faulty electrodes are poorly
connected, the proposed techniques can offer reconstructed
images with SSIM values in the range 0.997–0.999, while
the images without compensation have SSIM values in the
range 0.990–0.995. The RRMSE values of images with the
proposed compensation range from 0.143 to 0.387. When
faulty electrodes are detached, the images with the proposed
techniques also have good quality, with SSIM ranges from
0.991 to 0.999 and RRMSE ranges from 0.229 to 0.674.

C. Statistical Evaluation and Optimization
For more detailed evaluation, the relationship between SSIM

values and number of faulty electrodes is statistically analyzed.
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Fig. 18. SSIM values of reconstructed images before and after using
the proposed data compensation technique.

The EIT models discussed earlier are simulated with varying
numbers of faulty electrodes. For each specified number of
faulty electrodes, 50 different groups of faulty electrodes are
selected at random. The forward problem is shown using FEM
to acquire faulty boundary voltage data. The images are then
reconstructed using faulty data without applying compensa-
tion technique and with applying the proposed compensation
technique. The mean value and deviation of SSIM index are
then calculated and shown in Fig. 18. The standard deviation
is calculated using (13)

σ =

√∑(
SSIMi − SSIM

)2

N
(14)

where SSIMi is the SSIM values of each test case, SSIM is
the mean values of SSIMi , and N = 50 is the number of test
case.

From Fig. 18, it can be observed that the SSIM values
of images before and after compensation decrease with the
increase of faulty electrode number. However, the proposed
compensation technique offers images with higher SSIM or
higher quality. The SUREFIT technique also offers lower stan-
dard deviation, in other words, better dispersion. For example,
when six electrodes are faulty, the images before compensation
have the mean value SSIM of 0.9919 with a standard deviation
of 0.0014. The images applied compensation technique in
such case have the mean value SSIM of 0.9979 and standard
deviation of 0.0011.

The relative change of SSIM index values before and
after applying the proposed compensation technique is also
calculated and shown in Fig. 18. It is able to conclude that with
the higher faulty electrode number, the proposed techniques
offer higher relative change in SSIM value. To illustrate, the
relative change when model contains four faulty electrodes is
about 3.6‰, while the relative change when model contains
eight faulty electrodes is about 8.2‰. However, it is important
to emphasize that the increase of SSIM relative change will be
limited when the number of faulty electrodes is larger than 8,
due to the difficulty of correctly detect faulty electrodes and

Fig. 19. Verification of the proposed techniques with different numbers
of total electrodes and faulty electrodes. (a) Model with 32 electrodes,
(b) model with 16 electrodes, and (c) model with eight electrodes.

the significant reduction in the size of used boundary voltage
dataset.

The proposed SUFEIT technique is also applied to models
similar to the models in Fig. 2 and, however, contains different
electrodes. Fig. 19 shows the results of applying proposed
techniques to models with different numbers of total electrodes
and faulty electrodes. The ratio between faulty electrodes and
total electrode is selected as 1/4 (red lines), 1/8 (blue lines),
and 1/16 (black lines) for further comparison. The statistical
analysis described above is also applied to each model here.

The results show that the quality of image reduces when
the number of faulty electrodes increases. For example
[Fig. 18(a)], in the case of model with 32 electrodes, the
mean SSIM value decreases from 09 987 to 09 867 when
the number of faulty electrodes increases from 4 to 8. This is
due to the increase of faulty data number, decreasing the size
of usable data. However, the SSIM values are always higher
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than 0.99, which is near ideal value (the ideal value of SSIM
index is 1000).

Also because of the decrease of usable data size, the
variation of quality image increases with the increase of faulty
electrodes number. As shown in Fig. 19(a), the variation of
SSIM index is 00 006 when four electrodes are faulty, about
two and half times lower than value of 00 015 when eight
electrodes are faulty. The higher variation indicates the larger
dispersion or lower reliability of the mean value.

D. Discussion
A new method for fault detection was presented and com-

pared with the existing approaches VSM and VRM used
in practice. The existing approaches are based on build-
ing a simulation model from measured data for subsequent
fault detection. Our SURFEIT approach, unlike the existing
approaches where the correction of input data including mea-
surement error is used to create the simulation model, is based
on direct modification of the simulation model, which affords
reducing the computing time and hardware requirements while
also increasing the accuracy of detecting location of the
failure in the composite material. This article also details that
SURFEIT exhibits disadvantages to existing solutions, which
are that our method fails compared to the existing methods
when the number of failed electrodes is greater than 1/4 of
the total number of electrodes in the data compensation task.
In such a case, the existing methods achieve better detection
results and better accuracy of determining the location of
the fault.

Despite the mentioned drawback, SURFEIT achieves higher
quality fault detection accuracy and reliability compared to
VRM and VSM methods, which also do not require additional
simulation processes to refine the detection. We have therefore
compared our new approach with the existing methods in the
tasks of detecting the failure of the composite material location
and in the task of correcting the location determination if
the correct function of the reference measurement point was
affected in the impedance measurement process. In such a
case, data correction is necessary, and SURFEIT will allow
more accurate fault location even in cases of broken electrodes
on board the aircraft. Such cases can occur, for example,
during aircraft lightning strikes, when we cannot guarantee
the correct function of all measured electrodes of the above-
mentioned symmetrical arrangement of measuring electrodes.
Thus, SURFEIT will make it possible to process cases with
nonsymmetrical arrangement and nonsymmetrical distribution
of electrodes (measuring points) on the plane, in contrast to
the existing methods that use a symmetrical arrangement in
principle.

V. CONCLUSION

This article presents surface fault detection EIT used for
fast and efficient detection of the location of the failure of the
aircraft composite material used on aircraft. A new method for
fault detection was presented and compared with the existing
approaches used in practice. In conclusion, it can be stated that
SURFEIT shows in the case of 4/16 a ratio of correct detection
of 100% compared to the existing approach, where this ratio

is around 85%. As shown from the results; in order to achieve
maximum accuracy, it is necessary to detect broken electrodes,
and thus, we will achieve higher detection reliability. SUR-
FEIT is therefore based on accurate detection of the broken
electrode and subsequent correction of the simulation model.
This article verified the proposed method and performed tests,
for example, in the case of one or two defective electrodes.
Also shown were the cases of partially damaged electrodes
and the effect on the final determination of the location of
the fault on the composite material. Tests have shown that,
for example, with a partially damaged electrode, the location
reliability is higher than using the approach of isolating a
partially damaged electrode with a simulation model creation
system. Additional electrode damage tests were analyzed in a
system of one, two, four, and eight damaged electrodes out
of a total of 32, 16, and 8 measuring electrodes. Similarly,
this article analyzed the degrees of damage and their effects
on the reliability of the location. Furthermore, the effects of
the place of damage to the composite material and the effect
on the overall efficiency of determining the location of the
fault depending on the damaged electrodes were analyzed. The
SURFEIT method shows better results for fault determination
and detection compared to the existing methods reported in
the current literature.

The verification and evaluation results show that the pro-
posed automatic defective electrode detection technique can
achieve very high accuracy when the defective electrodes are
up to one quarter of the total number of electrodes. The accu-
racy of SURFEIT is higher than that achieved by the existing
methods as demonstrated from the visual comparisons of the
simulated results. The benefit is that additional simulations are
not necessary, and thus, the processing load (computing time
and hardware requirements) is reduced for fault location with
comparable accuracy.

Future work will be combining the proposed method with
sensor fusion approaches to increase the performance of
EIT-based SHM system. The proposed method also shows that
the number of electrodes can be optimized to reduce the total
cost and complexity of SHM system, which will be further
explored with different arrangements of electrodes.
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