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Abstract
Introduction of computers in all spheres of life substantially changed the ways of how people communicate and exchange information. It is creating a virtually paperless work environment. The Internet of Things (IoT) makes the connection between the real world and the virtual world stronger than ever before. The objective of computer security and or IoT includes protection of information and property from theft, corruption, or natural disaster, while allowing the information and property to remain accessible and productive to its intended users. IoT has become a ubiquitous term to describe the tens of billions of devices that have sensing or actuation capabilities, and are connected to each other via the Internet.  Security has not been a high priority for these devices until now.
1. Introduction and relative works
Internet is growing rapidly in the last decades and continues to develop in terms of dimension and complexity. Nevertheless, the network security threats increase with internet evolution. Because of the recent trend of extending the boundary of the Internet to include a wide variety of non-traditional computing devices, the Internet of Things (IoT) makes the connection between the real world and the virtual world stronger than ever before, Liu at al (2017). However, connecting various stand-alone IoT systems through the Internet brings many challenges, such as scalability, naming, resource constraints, mobility, inter-operability, security and privacy in content of cybersecurity. One of the definitions of the cybersecurity says that “Cyber Security is a branch of computer technology known as information security as applied to computers and networks. The objective of computer security includes protection of information and property from theft, corruption, or natural disaster, while allowing the information and property to remain accessible and productive to its intended users. The term computer system security means the collective processes and mechanisms by which sensitive and valuable information and services are protected from publication, tampering or collapse by unauthorized activities or untrustworthy individuals and unplanned events respectively. The strategies and methodologies of computer security often differ from most other computer technologies because of its somewhat exclusive objective of preventing unwanted computer behaviour instead of enabling wanted computer behaviour” Cybersecurity (2010-2017). The others expressions for example the Merriam (2017) defines it as “measures taken to protect a computer or computer system (as on the Internet) against unauthorized access or attack”. The International Telecommunications Union (ITU 2008) defines cyber security as follows: “Cyber security is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cyber security strives to ensure the attainment maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment.” For example, Sonntag (2016) did the introduction into cyber security problems. A special concern will be dedicated to the security of the (IoT), since it will include every object or device with networking capabilities. Objects can include simple home sensors, medical devices, cars, airplanes, even nuclear reactors, and other things, which can pose risks to human life (IoT), since it will include every object or device with networking capabilities. Objects can include simple home sensors, medical devices, cars, airplanes and even nuclear reactors and other things, which can pose risks to human life. Traditional security mechanisms like Firewalling, Intrusion Detection and Prevention Systems are deployed at the Internet edge. Those mechanisms are used to protect the network from external attacks. Such mechanisms are no longer enough to secure the next generation Internet. The borderless architecture of the IoT raises additional concerns over network access control and software verification. Zhou at al (2018) analyzes the IoT security issues from a new perspective - IoT features. “IoT features” refers to the unique features of IoT devices network and applications, which are different with traditional Internet and computers. 
The World of IoT includes a huge variety of devices that include smart phones, personal computers, PDAs, laptops, tablets, and other hand-held embedded devices. The IoT devices are based on cost-effective sensors and wireless communication systems to communicate with each other and transfer meaningful information to the centralized system. The information from IoT devices is further processed in the centralized system and delivered to the intended destinations. With the rapid growth of communication and internet technology, our daily routines are more concentrated on a fictional space of virtual world Razzaq (2017). People can work, shop, chat (keep pets and plants in the virtual world provided by the network), whereas humans live in the real world. Therefore, it is very difficult to replace all the human activities with the fully automated living. The IoT has successfully integrated the fictional space and the real world on the same platform. The major targets of IoT are the configuration of a smart environment and self-conscious independent devices such as smart living, smart items, smart health, and smart cities among others Abomhara (2014). Fig. 1 shows the IoT and Fig. 2 shows the general concept of IoT with their capabilities.
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Fig.1 Internet of Things 					(Source: Oracevic at al (2017))





Fig. 2 Definition of IoT 					(modify according Razzaq (2017))

From technical point of view, IoT encompasses both static and dynamic objects of the physical world (physical things) and the information world (virtual world), which can be identified and integrated into communication networks (See Fig. 3). The essential features of IoT include interconnectivity, things-related services such as privacy protection and semantic consistency, heterogeneity, support of dynamic changes in the state and the number of devices, and enormous scale Oracevic at al (2017).
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Fig. 3 Technical perspective of the IoT 			(Source: Oracevic at al (2017))

The paper is organized as follows: on the background of the impact of cybersecurity on the nowadays society and IoT is focused to security of IoT.. Next part is dedicated to security of IoT, then is focused into problems smart houses and finishing with encryption communication based on geoencryption ideas.

2. Methodology

According Xian at al (2012) the network architecture of IoT consists of the sensing layer, the access layer, the network layer, the middleware layer and application layers. Sensing layer: the main features of this layer are to capture the interest information large-scaly by various types of sensors, identify intelligently, and share the captured information in the related units in the network. The access layer: this layer's main function is to transfer information from the sensing layer to the network layer through existing mobile networks, wireless networks, wireless LANs, satellite networks and other infrastructure. Abomhara (2015) argue that network layer: this layer's main function is to integrate the information resources of the network into a large intelligence network with the internet platform, and establish an efficient and reliable infrastructure platform for upper-class service management and large-scale industry applications. The middleware layer: this layer's main function is to management and control network information real-time, as well as providing a good user interface for upper layer application. It includes various business support platform, management platform, information-processing platform, and intelligent computing platform. Application layer: this layer's main function is to build the practical application of various industries, such as smart grids, smart logistics, intelligent transportation, precision agriculture, disaster monitoring and distance medical care. Within this layer is possible use Electronic Product Code for construct a global intelligent network sharing information in real time by establishing a unique identifier for every single article, and then uses wireless communications technology through the Internet platform.
3. Security in the internet of things 
From IoT security levels point of view is proposed that IoT security needs to be part of the design at the physical hardware, network, and application levels. According Ahlmeyer(2016), the IoT device itself needs to be designed using security principles. This covers the sensors that capture data, the data storage mechanism, and the micro-controller or actuator capable of controlling the device behaviour, processing data and establishing a network connection. A key challenge at this level is the fact that IoT devices have important limitations as compared to other computer-based devices – such as limited storage capacity and, if available, processing capacity, lack of battery for passive devices or limitations to “always on” processing for active, battery-powered devices..There is also a variety of IoT device configurations, and as a result, there is large variation in capabilities these IoT devices have for secure operation, Cisco, (2016). The connections between the device and the network need to use secure technologies. The connections can take many forms – directly from the device to the Internet, from the device to a gateway, or peer-to-peer among devices (IBM, 2015). The key challenges for securing the network connections again stem from the device limitations mentioned above, which make it difficult to use the well-established secure network protocols available for traditional computer connections. Therefore, new protocols developed especially for IoT device communication are required Xu et al., (2014). Third, the software applications used to manage the IoT device need to incorporate security features that are appropriate for the device limitations described above but strong enough for ensuring the security of the software. 
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3.1 Example of IoT smart house
The IoT smart home services are increasing day-by-day Razzaq (2017) digital devices can effectively communicate with each other using Internet Protocol (IP) addresses. All smart home devices are connected to the internet in a smart home environment. As the number of devices increases in the smart home environment, the chances of malicious attacks also increase. If smart home devices are operated independently the chances of malicious attacks also decreases. Presently smart home devices can be accessed through the internet everywhere at any time. Therefore, it increases the chances of malicious attacks on these devices. A smart home consists of four parts: service platform, smart devices, home gateway, and home network as shown in Fig. 4. In the smart home, many devices are connected and smartly shares information using a home network. Consequently, a home gateway controls the flow of information among smart devices connected to the external network. Service platform uses the services of service provider that deliver different services to the home network. The possible security threats to smart home see Fig. 5. For the communication between smart devices and stakeholders is useful use the encryption way of connections. 
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Fig. 4 Elements of a smart home in IoTs.				(Source:  Razzaq (2017))
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Fig. 5 Threats in smart home in IoTs.					(Source:  Razzaq (2017))




4. Geoencryption

According Scott at al (2003) Geo-encryption builds on established cryptographic algorithms and protocols in a way that provides an additional layer of security beyond that provided by conventional cryptography. It allows data to be encrypted for a specific place or broad geographic area, and supports constraints in time as well as space. It can be used with both fixed and mobile applications and supports a range of data sharing and distribution policies. It provides full protection against attempts to bypass the location feature. Depending on the implementation, it can also provide strong protection against location spoofing. The term “location-based encryption” is used here to refer to any method of encryption wherein the cipher text can only be decrypted at a specified location. In the case of smart house in this house, only. If an attempt is made to decrypt the data at another location, the decryption process fails and reveals no information about the plaintext. The device performing the decryption determines its location using some sort of location sensor, for example, a GPS receiver or some other satellite or radio frequency positioning system.
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Fig.6 Simplified system of geoencryption		(Modified according Scott at al (2003))

The idea of the geoencryption is possible to use in case of communication things in smart house and depressed the possible threads. In case of communication with things, instead geo position is possible, use any suitable password, because the unpredictable key is done by random generation. The deeper details will be discussed and presented.

5. Conclusion
The contribution has aims to describe problems contained cybersecurity from IoT point of view.  The Internet of Things (IoT) has become a ubiquitous term to describe the tens of billions of devices that have sensing or actuation capabilities, and are connected to each other via the Internet. The IoT includes everything from wearable fitness bands and smart home appliances to factory control devices, medical devices and even automobiles.  Security has not been a high priority for these devices until now. The objective of computer security and or IoT includes protection of information and property from theft, corruption, or natural disaster, while allowing the information and property to remain accessible and productive to its intended users. The problems of IoT is shown on example of smart house, when for communication between network home gateway and householders is suggest encrypting with helps idea of geoencryption.
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