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Abstract

Ambient Intelligence and the Internet of Things (IoT) have shown noticeable growth in recent years
in changing people’s daily lifestyles. The Internet of Things creates a vast network of interconnected
devices, sensors, and actuators that can collect, transmit, analyse, and use data to make intelligent
decisions and take action. We can say that the 10T is the materialisation or manifestation of Aml that
integrates this imaginary world with the real world through a common platform. 10T organises an
environment which can be considered intelligent and independent, such as smart cities, things, health,
or even intelligent life. The 10T communication model refers to several ways, in which 10T devices
connect and share data. In this regard, we have observed from the literature that only the two methods
have been commonly used for 10T messaging. Hence, in this work, we propose a messaging broadcast
system using Producer-Consumer and Reader-Writer methods. A study with discussion and analysis
provided and indicates the reasonability and applicability of this proposed approach in loT-based
smart environments.

1. Introduction

Ambient Intelligence (Aml) and IoT have shown a noticeable growth in recent years that changes
people’s daily lifestyles. Aml is an environment that uses technology to create intelligence and
intelligent environments that are aware of our needs and can respond to them automatically
(Anastasopoulos, M. et al., 2005; Kissoum, Y. et al., 2014). The Internet of Things (IoT) can be
denoted using the following general representation: IoT = Data (or information) + Sensors +
Networks + Services. We can say that the 10T is the materialisation or manifestation of Aml. This
makes our physical surroundings be seamless and personalised environment.

IoT devices are usually based on affordable wireless communication interfaces through which they
can communicate and transmit information to other 10T devices or a centralised system. With the
rapid development of these technologies, everyday routines of life are centred on virtual space, a
virtual world as indicated by Razzag, M. A. et al. (2017). As a result, users can then shop, work, plant,
or keep animals in this virtual world while physically living in the real world.
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The interconnection and interaction of IoT devices have altered the way we live by providing
increased flexibility and convenience through 10T applications. With the rapid growth and a huge
number of devices connecting to 10T, 75 billion things are expected to be connected by 2025. As a
result, a large volume of real-time data will be generated and transmitted via the Internet (Khashan &
Khafajah, 2023). Without 10T, it would be difficult or impossible to create smart and intelligent
environments that Aml envisions.

However, replacing human activities is difficult to fully automated way. 10T is used to organise an
environment that is intelligent and independent, such as intelligent cities, things, health, or even
intelligent life (Abomhara & Keien, 2014), Figure 1 presents the general concept of the 10T, including
its capabilities.

Internet of Things
(loT)
Any business Any At any At any time Any device or Any path
and service Body location and context thing Any network

Figure 1. General concept of 10T modified Source: (Razaq M.A. et al. (2017))

Communication with 10T devices can be done via Wi-Fi, Bluetooth, or communication protocols.
Hence, 10T messaging methods are widely used to enable message sharing among these devices.
Consequently, several communication methods have been proposed and used frequently. However,
employed methods at any layer of loT architecture resulted in synchronisation and interoperability
issues that need greater concern (Abdelouahid et. al., 2021). The main aim of this paper is to show
the possibilities of message broadcast methods for 10T.

The paper is organised as follows. Section 2 presents related works regarding 10T messaging systems.
Section 3 explains the background and methodology. Then, section 4 will discuss the result and
analysis of the proposed work. Finally, section 5 will present the discussion and conclusion.

2. Related works

Tallberg (2020) defined message queuing systems are used to store data in 10T applications and allow
devices to connect to the queueing system. These systems can improve stream processing using
asynchronous processing, and decoupling of producers and consumers, another study by Nguyen et
al. (2019) concluded that compatibilities, such as storage and synchronised processing, in 10T big
data platforms and with other tools should be considered.

In another study by Fu et al. (2021) two modes, Push and Pull, were briefly explained. In Push mode,
messages are pushed continuously to the consumer with better real-time performance, but it demands
a flow control mechanism. In pull mode, message requests are based on a time interval but setting a
reasonable pull interval is difficult. Continuous pull requests will impose a significant load on the
queueing system. However, if the pull requests are not continuous and timely, they will cause latency
problems. Thus, synchronisation will play a great role in solving such a problem.

IoT message queueing models are divided into the following categories based on their communication
models: Request and response, Publisher subscriber, and polling (Dominguez-Bolafio et al., 2022).
Choosing the right communication protocol that ensures security, reliability, and efficient data
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transmission is a challenge in 10T applications (EI Ouadghiri et al., 2020). Generally, Amjad et al.
(2021) discussed the two basic categories of IoT communication protocols Device to Device(D2D);
protocols such as Data Distribution Service (DDS) used for independent smart device
communication, and Device to Server (D2S) protocols.

Ghotbou and Khansari (2021) stated that Constrained Application Protocol (CoAP) uses a request-
response architecture to exchange messages in 10T. Still, Seoane et al. (2021) reported that CoAP has
no mechanism for congestion control, confirming message delivery, which results in possible errors.
In another study by Amjad et al. (2021) Message Queuing Telemetry Transport (MQTT) is a protocol
that uses the publisher-subscriber model. It is currently used in several loT applications. According
to Mishra and Kertesz (2020), it is suitable for resource-constrained devices with reduced delay and
low bandwidth. However, it doesn’t support any encryption method.

Authors da Cruz et al. (2019) introduced a gateway for the application layer in HTTP, called
MiddleBridge. The MiddleBridge uses packets smaller than those sent by an IoT device. However,
simultaneous one-to-many communications is not supported (Siki¢, L. et al., 2020). Authors Uy and
Nam (2019) noted that the Advanced Message Queueing Protocol (AMQP) provides long-lasting
queues and low-latency transmission. However, this model has limitations such as high bandwidth,
unsuitable for real-time systems, and not supporting automatic resource discovery (Bang et al., 2022).

Authors Lohitha and Pounambal (2023) proposed a cloud-based loT framework by integrating push-
pull and publisher-subscriber methods for real-time IoT data sharing. They stated that streaming audio
and video using this model does not support synchronous end-to-end communication. Further, Longo
and Redondi (2023) state that the publisher-subscriber is a single broker model. Hence, a single point
of failure and managing real-time data generated by 10T is a problem. They proposed a modified
distributed broker resulting in reduced latency and network traffic. But they didn’t consider the
synchronisation problem.

Lu and Da Xu (2018) show capabilities in messaging within 10T in the context of smart house
solutions. These solutions pose a challenge for the elderly in creating a safe and secure home
environment to reduce stress, fear, falls, or social isolation. Anastasopoulos et. al. (2005) indicated
that loT devices are connected to the Internet within an ambient intelligent home environment using
different communication protocols. Each communication protocol shall be suitable for every use,
depending on several key factors.

IoT message queuing techniques need to be interoperable, power-efficient, fast, low latency, reliable,
scalable, and robust in security. Further, based on the literature overview the response-request and
publisher-subscriber schemes are mostly used. Thus, this work will propose message queueing
models using Producer-Consumer and Reader-Writer.

3. Materials and Methods

3.1. IoT Messaging Techniques

IoT messaging techniques are the various methods by which 10T devices can communicate and
exchange data with each other. This research reliability was ensured by using model triangulation.
Some of the most common 10T communication models are displayed in Table 1.
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Table 1. Internet of Things Requirements and Protocol

Protocol Transport Messaging Zggocé“s(); %‘;‘;‘;‘ e ciacey Security s's::::z Arch
(1000°s)
CoAP UDP Rgst/Rspnse Excellent Excellent % 0’3’;?” gﬂi[‘:;“al’ ‘:r‘;]:{“f':l](‘i Tree
G"};g'l‘;“ UDP g‘(‘g/j}‘{;’;'nbse Fair Fair mKFsl’a'ZQM None Medical Star
DDS ubP e Fair Poor Aama | e Military Bus
DPWS TCP Good Fair A00KIRAM 0;25:; 1 | web servers | et
}g;;{. TCP Rgst/Rspnse Excellent Fair b O}g{iﬁ“ O;;l‘i’;;;l smg:;i’:égy éi‘:‘;r
MQTT TCP ;‘:l‘;’j;‘:;;"se Excellent Good ‘O’g{i";{?*‘" g{ﬁg‘(‘;ﬂmal’ IoT Msging Tree
SNMP uDP Rgst/Response | Excellent Fair 10RsRaM | & ;‘ig‘;;l M"Le;;:’;’r'i‘;g Sl
UPnP ‘;“‘:’S’ 3‘.‘;;5;‘;’ . | Excellent Good T0KST AN, None Consumer | P2P Client
XMPP TCP }‘:‘:{2’5;‘5’;;"5 o | Excellent Fair LOKSBAM. | a‘j“d‘%‘:;ry Moo St
ZeroMQ UDP ';“(:’S’!S/‘,‘;;sp‘ze Fair Fair 10Kl__sl$::w O;‘if’:;l CERN P2P

For further investigation, according to Table 1, we focused on message broadcast methods. Table 1
shows different communication protocols for message transmission, the Publish-Subscriber and/or
Request-Response techniques are used preferably. The Producer-Consumer and Reader-Writer that

originate from operating systems will be discussed later.

Sender/

Receiver

Communication

Model
broadcastin
iy — Messaging

processes

Source: (Kim and David (2016))

Figure 2. The triangulation model of broadcasting messages between 10Ts

3.2. Publisher-Subscriber model

This messaging method involves one or more publishers, one or more subscribers, and a broker. In
this technique, publishers produce messages and send them to a broker, which distributes the
messages to one or more subscribers according to their interests. The Publisher-Producer model

works using the following steps:

1. The publisher sends its message to the broker,

2. The broker receives the message and stores it,

3. The subscriber expresses interest by subscribing to specific topics or channels. A topic is a
label or tag publishers use to categorise their messages,

4. The broker delivers messages to subscribers after it checks the subscribers' interests.

The subscriber processes the message and performs some other action based on the content of the
message. This model is widely used in distributed messaging systems and event-driven architectures
asynchronously. It decouples publishers and subscribers and allows them to operate independently
and at different rates. The Publisher sends the messages to the broker, and then the broker forwards
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them to everyone who requested them (subscribers). No messages are shared among devices directly
without a broker (message distributer).

Subscriber

Publisher > N?aT:;r:ga > Database - Subcriber

Brocker

Subscriber

Figure 3. General communication model: Publisher-Subscriber
3.3. Request-Response Model

This model is a common way of communication between two entities. It consists of two parts, the
client and the server. Messages are requested by the client and responses are generated and sent to
the client by the server. The request-response messaging model works using the following steps:

1. The client sends the request to the system to trigger the communication. The request
typically contains information about what the client wants the server to do or what data it
needs,

2. The server processes the request and generates a response. The server may need to perform
some computations, access a database or other resources, or perform some other operations
to generate the response,

3. The server sends a response. The response typically contains the requested data or
information about whether the requested operation was successful,

4. The client processes the response and the client may proceed with the next step.

In a request-response communication process, one sender and one receiver typically exist. This model
is widely used in client-server systems, such as web applications. The request-response model allows
efficient communication between the client and server, as each entity can focus on its specific roles
and responsibilities.

The number of senders and receivers in a request-response communication process can be increased
if multiple clients need to send requests to the same server. In this case, the server can handle multiple
requests simultaneously using techniques such as multithreading or asynchronous programming.

Client. -
* Server
Request -

b

Process \ > Database

Fetch
Response

Y

Prepare Response
(Encoded)

Client, ™ \

Response

Figure 4. Request-response relationship of the general messaging model

As additional messaging technigues, methods originating from the operating system environment can
be used. They are, for example, producers-consumers or writers-readers.
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4. Result and Analysis

4.1 Producer-Consumer

The producer-consumer model is a common design pattern used in computer programming (operating
systems). In this model, one or more "producer” devices generate data, and one or more “consumer"
devices process data. The producers and consumers are decoupled so that each can operate
independently and at its own pace. They are usually separate threads or processes, and communication
between them is typically through the shared queue. The consumer retrieves the data or tasks from
the queue and processes them.

The 10T producer-consumer model is a framework in which data is collected by IoT devices and then
consumed by various applications. In this model, 10T devices act as data producers, while applications
or systems act as consumers. The producer-consumer messaging model works using the following
steps:

1. Date generation by loT devices,
2. Data Transmission,

3. Data Storage,

4. Consumer applications,

5. Data Consumption.

The producer-consumer model in 10T environments can be implemented in various ways. One
common approach is to use a message queue, where producers publish messages and consumers
subscribe to those messages. This allows producers and consumers to operate asynchronously without
requiring them to be connected at the same time.

Producer — Shared Massage Buffer ———— > Consumer

Figure 5. General Messaging Model of Producer-Consumer
4.2. Reader-Writer Model

The 10T reader-writer model is another method used in 10T environments to manage access to shared
resources. Readers are entities that only read data and writers are entities that read and write data
from the shared resource. The goal of this model is to ensure that multiple readers can access resources
that are shared simultaneously. At a time only one writer can access the resource to prevent conflicts
and ensure consistency of data.

The reader-writer messaging model works using the following steps:
1. The writer creates the message,
2. Multiple readers can access the message parallelly,
3. No readers can access the message when a writer is waiting for the resource,
4. No writer can access the resource when a reader is waiting for the message.
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Two processes that share the same buffer, are not allowed to read the buffer at the same time. Such
two processes are parallel mutual exclusion and sequential mutual exclusion. To implement the
reader-writer model in an 10T environment, we need to synchronize the reading and writing process.
This ensures that only one writer can publish messages on the topic at a time while allowing multiple
readers to receive messages simultaneously. The IoT reader-writer model is a powerful tool for
managing shared resources in 10T systems.

Table 2. Show how many senders and receivers one can use in each messaging method.

Basic messaging process Senders Receivers
Request-Response One sender One receiver
Publish-Subscribe One or multiple publishers | Multiple Subscribers
Producer-Consumer One or multiple producers | One or multiple consumers
Reader-Writer One writer Multiple readers

As indicated by Sethi and Sarangi (2017), the 10T is a three-layer architecture, namely the perception,
network, and application layers. They are described as follows:

e The perception layer involves collecting data from various sensors, devices, and actuators. It
includes devices embedded with sensors to sense, connect, and interact with the real world,

e The network layer is responsible for data messaging or transmission. If message
transmission and receiving are not handled properly, a synchronisation problem occurs. This
problem should be solved according to operating systems concepts semaphores, critical
section, mutual exclusion, etc. (Stallings, 2021),

e The application layer defines various applications in which the 10T can be deployed. This
layer is responsible for application-specific service delivery to the user.

5. Conclusion

Message queuing is a technique that plays an important role in data sharing among loT devices in
smart environments, where efficient data sharing is required. Due to the heterogeneous nature of 10T,
message queuing techniques need to be interoperable, power-efficient, fast and low latency, reliable,
scalable, and robust in security. The key findings of this study indicate the possibilities of 10T
messaging techniques using operating system concepts Producer-consumer and reade-writer
schemes. These messaging techniques allow flexibility in handling varying data generation and
processing speeds, and asynchronous communication. This helps in managing resource constraints,
when a fast producer generates data faster than a slow consumer can process, or vice versa. Moreover
decoupling between the producer and consumer enables modularity and enabling scalable and loosely
coupled architectures.

It's important to note that these messaging techniques mentioned in this article, can be used in
combination or tailored to the specific requirements of an 10T system, considering factors such as
device capabilities, network constraints, security considerations, and scalability needs. These
messaging techniques facilitate efficient communication and data exchange between 10T devices,
applications, and services, enabling seamless integration and interoperability in 10T ecosystems.
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