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Abstract
Introduction of computers in all spheres of life substantially changed the ways of how people communicate and exchange information. It is creating a virtually paperless work environment. 
Keyless Signatures Infrastructures are an alternative solution to traditional PKI signatures. Storing and safely sending a large amount of information is a problem on one side, on the other hand increasing communication between things (for example smart cars, consumer houses etc.) requires a secure exchange of information where the blockchanging method is promising.
1. Introduction and relative works
One of the definitions of the cybersecurity says that “Cyber Security is a branch of computer technology known as information security as applied to computers and networks. The objective of computer security includes protection of information and property from theft, corruption, or natural disaster, while allowing the information and property to remain accessible and productive to its intended users. The term computer system security means the collective processes and mechanisms by which sensitive and valuable information and services are protected from publication, tampering or collapse by unauthorized activities or untrustworthy individuals and unplanned events respectively. The strategies and methodologies of computer security often differ from most other computer technologies because of its somewhat exclusive objective of preventing unwanted computer behavior instead of enabling wanted computer behavior” Cybersecurity (2010-2017). The others expressions for example the Merriam Webster dictionary (2017) defines it as “measures taken to protect a computer or computer system (as on the Internet) against unauthorized access or attack”. The International Telecommunications Union (ITU 2008) defines cyber security as follows: “Cyber security is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches, actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services, telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cyber security strives to ensure the attainment maintenance of the security properties of the organization and user’s assets against relevant security risks in the cyber environment.” For example, Sonntag (2016) did the introduction into cyber security problems. Capek Hola (2016) roughly did the approach to cyber security in the Czech Republic.
The paper is organized as follows: on the background of the impact of cybersecurity on the nowadays society is focused to information overload from a security perspective. Next part is dedicated to keyless signature infrastructure as an alternative solution to traditional PKI signature, where the blockchanging method is promising-
2. Information overload
The current phenomenon of "information overload" or "information explosion", thus too rapidly growing volume of information available online, including increasing online publishing specialized materials, and thus increase the number of specialized databases and records to be kept in them, is one of the primary obstacles when searching, finding and evaluating information. (Sklenák V. at al 2001) This deepens existing barriers in the continued effort to provide users with the most effective (best ideal) search results arising from the relationship between the coefficients of the inverse accuracy and completeness search and leads to information chaos. Beasley et al. (2011) who state that the information chaos significantly contributes to bad decisions, not just physicians, support these conclusions. Information chaos these authors mean information overload, lack thereof, fragmented sources of information, information conflicts, incorrect information and combining said (Capek.2013).The assumptions of the information explosion can be characterized by three main factors Souček (2013):

1. Exponential growth of documents and information in electronic form (digitization - creation of electronic documents directly in the PC or scanning of material documents).
2. Availability of this information and documents through improved network connectivity (expanding, linking and accessing web space).
3. The validity of Moor's law on the exponential growth of computer computing power (the law characterizes the technical and economic development, which is the main cause and prerequisite for the information explosion in the long-term context) 
One of our old “habits” is sending information (documents) across the organization as a way of arranging the information logistics in administrative/business processes, such as decision-making, insurance claim processing, reclamation processing, selling, purchasing, hiring and firing people, etc. The only difference is that nowadays, we do it electronically, not in the paper form. The modern technology gives us a possibility to prepare and send documents quicker than before, which in its turn results in us sending more documents to more people. The productivity of the logistics itself grows, while the productivity and quality of the administrative processes may remain the same or even decrease according (Bider, 2008).
3. Document transfer and storage
When the inventors of the Internet implemented their ideas for communication, they were not thinking about security. Indeed, at that time, there was little justification for thinking about security, no one could ever have predicted the profound impact, and trillion dollar industries that have been built based on their invention. The reality is that there has been little fundamental cryptographic innovation in security over the last 40 years. Public Key Infrastructure (PKI) remains the only tool in the cryptographic toolshed for authenticating data, but the model is based on centralized trust authorities, which are in direct opposition to distributed open systems such as the Internet.
Public Key Infrastructure (PKI) is the designation of an entire cryptographic system based on asymmetric cryptography. This is a set of hardware, software, security policies, procedures, and users that create, store, distribute, use, and revoke digital certificates. The complexity and structure of the PKI may vary significantly depending on the size of the organization / firm and its security policy. For each secure document delivery, we need a private and public key, that is, we cannot send a document without a third party (certification authority).
4. Keyless Signature Infrastrructure
Keyless Signature Infrastructure (KSI) is an example of a blockchain technology optimized for the Industrial Internet–trusted parties are eliminated for verifying the integrity and provenance of both infrastructure components and data generated from that infrastructure. If we think of the Industrial Internet as a giant logistics platform for data, then we can think of a transaction as a transport or processing of data. Data is generated from sensors (network), processed (compute) and kept for reuse later (storage).
The main differences between PKI and KSI digital signature technologies from the implementation point of view are the following table 1:
Table 1 The main difference between PKI and KSI acording (KSI (2010)
	
	PKI
	KSI

	Signature creation
	Off-line
	Server-assisted

	Consequence of 
key abuse
	The number of 
forgeries is unlimited
	Limited

	Revocation check 
	During signature verification
	During signature creation

	Revocation solution
	 Complex
	Simple

	 Evidence integrity
	Relies on TTP confirmations
	Mathematically provable

	 Quantum threat
	 Insecure
	Quantum immune



Sharma (2016) argue that KSI is a Hash-tree based industrial scale Blockchain technology that is part of data security. This technology provides real-time massive scale data integrity validation, time stamping and signature signer identification services. It provides proof of time and integrity of electronic data as well as attribution of origin. KSI uses formal mathematical methods to independently authenticate any type of electronic data, at scale, in real time, without the need of trusted keys, cryptographic secrets, or credentials that can be compromised. Privacy is assured. With KSI, digital assets acquire immutable properties with forensic proof for provenance, security and integrity. The signed data is preserved in KSI Blockchain which later can be verified to know signing time, signing entity and most importantly data integrity.  The reality is that for the Industrial Internet System Integrity  is much more important than confidentiality. Let’s consider some examples.
Table 2 Comparison of the System Integrity and Confidentiality (according Gualt 2014)
	
	Integrity Breach
	Confidentiality Breach

	Your Car
	Your braking system stops working.
	Your braking patterns are exposed.

	Your Flight
	Your plane’s instruments report that you are 1,000 feet lower than you actually are
	Your flight plan is posted on the Internet. (note: it already is)

	Your Power Station
	Critical systems compromised leading to shutdown  or catastrophic failure
	Your electricity bill is published online.

	Your Pacemaker
	Shutdown and death
	Your heartbeat becomes public knowledge.

	Your Home
	Your security system is remotely disabled
	The contents of your fridge are “leaked”. You drink how much beer? 



One of the most significant trends over the last few years, by has been the move away from centralized trust authorities to decentralized "consensus" trust models where assertions about what is and what is not true can be verified independently using a public ledger built using consensus based decision making. A cryptographic hash (also called a "digest") is a kind of "signature" for a stream of data that represents the contents. The closest real-life analogy we can think is "a tamper-evident seal on a software package": if you open the box (change the file, document), it is detected. Hashes, compile a stream of data (files, documents) into a small digest and it is strictly a one-way operation. All hashes of the same type - this example shows the "MD5" variety - have the same size no matter how big is original text. A cryptographic hash (also called a "digest") is a kind of "signature" for a stream of data that represents the contents. A Hash function takes arbitrary-sized data as an input and generates a unique fixed-size bit sequence as output. See Fig. 1.
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Fig. 1 Hashing – One-way operation


KSI Service Infrastructure is compound from following parts:
· Core Cluster - a component responsible for managing the KSI blockchain.
· Aggregation Network - a component providing scale, redundancy and global reach for the KSI service delivery network.
· Gateway Server - a hardware or software component at the customer premises providing access to the KSI service.
· Application Integration - Guardtime provides fully featured SDK-s for C, Java and .NET to facilitate KSI service integration to customer applications.

[image: ]
Fig.2 KSI Infrastructure (according KSI 2010)
Aggregation creates a cryptographic connection between all involved requests; so create hash collision free tree. (Fig. 3) the authenticating aggregate value is use as input for the linking operation.
A Hash Tree takes hash values as inputs and, via repeated hash function application, generates a single root hash value. 
On the figure:
· X1 to X8  are the input hash values
· h() represents hashing (hash function application)
· I  represents chaining












Fig. 3 A hash tree with 8 leaves containing the input hash values (according Target at al 2016)
 
5. Conclusion
Nowadays we are standing in front of information explosion. Exponential growth of documents and information in electronic form (digitization - creation of electronic documents directly in the PC or scanning of material documents). Storing and safely sending a large amount of information is a problem on one side, on the other hand increasing communication between things (for example smart cars, consumer houses etc.) requires a secure exchange of information where the blockchanging method is promising. Keyless Signatures Infrastructures are an alternative solution to traditional PKI signatures (Buldas at al 2016). The word keyless does not mean that no cryptographic keys are used during the signature creation. Keys are still necessary for authentication, but the signatures can be reliably verified without assuming continued secrecy of the keys. Keyless signatures are not vulnerable to key compromise and hence provide a solution to the long-term validity of digital signatures. Finally, with help Target at al (2016) one can summarized KSI benefits as follows:

· Proof
· Proof of time and integrity of electronic data as well as attribution of origin

· Massively scalable
· System performance is practically independent of the number of clients
· Open verification
· One needs to trust publicly available information only
· Portable
· Data can be verified even after that has crossed organizational boundaries
· Long term validity
· Proof is based only on the properties of hash functions
· Supports near real-time protection
· KSI verifications require only milliseconds which allows clients to perform continuous monitoring and tamper detection
· Offline
· The system does not require network connectivity for verification
· Post-Quantum
· The proof stays valid even assuming functioning quantum computers, i.e. does not rely on traditional asymmetric or elliptic curve cryptography

Future work will be oriented into communication within framework Internet of Things.
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