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ABSTRACT 

The thesis aims to present a comprehensive overview of cloud adoption in the European 

Union. It explores the benefits and challenges associated with cloud usage in selected 

member states. The subject has been thoroughly studied through both quantitative and 

qualitative research methods. The quantitative research utilized Eurostat data, while the 

qualitative research employed the PRISMA method for document analysis. The thesis 

provides valuable insights into the current state of cloud adoption across the EU member 

states. It offers statistical evidence to support the growth rates and spending patterns based 

on the enterprise size and time frame. 

KEYWORDS 
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ABSTRAKTNÍ 

Práce si klade za cíl podat ucelený přehled o přijetí cloudu v Evropské unii. Zkoumá výhody 

a výzvy spojené s používáním cloudu ve vybraných členských státech. Předmět byl důkladně 

studován pomocí kvantitativních i kvalitativních výzkumných metod. Kvantitativní výzkum 

využíval data Eurostatu, kvalitativní výzkum pak metodu PRISMA pro analýzu dokumentů. 

Práce poskytuje cenné poznatky o současném stavu zavádění cloudu napříč členskými státy 

EU. Nabízí statistické důkazy na podporu tempa růstu a vzorců výdajů na základě velikosti 

podniku a časového rámce. 

KLÍČOVÁ SLOVA  

cloud computing, přijetí cloudu, výhody, výzvy, vzorce výdajů, EU 
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INTRODUCTION 

In the early days of computing, organizations relied on traditional, on-premises IT 

infrastructure and resources. They had to purchase, set up, and maintain their hardware and 

software, which could be expensive and time-consuming. They invested in physical servers 

and networking equipment and devoted IT staff to manage those resources (Singla, Chahat, 

Nisha, Harnoor 2022).  Additionally, on-premises IT infrastructure was often limited in 

scalability and flexibility, making it difficult for organizations to adapt to changing business 

needs. 

In the dynamically shifting technology landscape of the information age (Toffler, 1981), the 

transition towards cloud computing commenced as the need for computing resources grew and 

technology advanced. It has revolutionized the delivery and use of computing resources 

(Firdhous, 2014). Cloud computing is a foundational element of the recent digital 

transformation movement for companies and organizations (Nguyen & Chirumamilla, 2019). 

Cloud computing allows users to access services without worrying about the infrastructure they 

are hosted on (Buyya et al. 2009). This shift to cloud-based solutions has fundamentally 

transformed the way businesses operate. 

Cloud computing has become increasingly widespread since the late 2000s (Patrick et al., 2016) 

(Wang et al., 2008). The adoption of cloud computing services has been growing steadily across 

all sectors of the economy and among various economic operators (Orue-Echevarria et al., 

2016; Dekker, 2012). Business owners are drawn to Cloud Computing (CC) because it 

eliminates the need for users to anticipate provisioning requirements, enabling enterprises to 

begin with minimal resources and scale up only as service demand increases (Zhang et al., 

2010).  

Cloud computing has been adopted rapidly because of its stability, flexibility, and cost-effective 

services. Gartner report described that the worldwide end-user spending on public cloud 

services is forecast to grow 21.7% (total $597.3 billion) in 2023, compared to 18.8% growth 

forecast for 2022 (Gartner, 2022). Zippia stated that 94% of companies adopted cloud services 

in 2022. Due to the COVID-19 pandemic and remote work, 61% of businesses have migrated 

their workloads to the cloud (Zippia, 2022). 

In the last decade, the EU has significantly transformed how businesses and organizations 

utilize technology to drive innovation, efficiency, and growth. According to Statista, European 



 

 

cloud computing is worth 63 billion euros in 2021 and is forecast to reach 560 billion Euros by 

2023 (Cloud computing in Europe statistics & facts, 2023). Investment in the cloud is a critical 

differentiator between developed and developing countries. The limited availability of cloud 

applications, platforms, and services in emerging nations hinders widespread adoption (Gartner 

Forecasts IT Spending in Europe to Record 9% Growth in 2024, 2023). 

Given the increasing significance of cloud adoption in the EU, exploring its adoption patterns 

and implications is imperative. The primary aim of this thesis is to provide an overview of the 

current adoption of cloud services within the EU compared to its earliest state. It will involve 

a detailed exploration of the usage patterns, benefits, and obstacles associated with cloud 

adoption in various member countries. Rather than attempting to cover all 27 states, nine 

member states are selected, focusing on their rank of Cloud usage within the EU to achieve the 

research aim.
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1. BACKGROUND AND CONTEXT 

Cloud computing has revolutionized the field of information technology by enabling the access 

and utilization of computing resources through the internet. The origins of cloud computing 

can be traced back to the early 1960s when time-sharing systems were conceptualized, allowing 

multiple users to access a single computer simultaneously, leading to efficient resource 

utilization (Heilig 2014). In the 1990s, the Internet revolutionized how computing services 

were delivered, leading to Application Service Providers (ASPs) offering users software 

applications and services over the Internet (Churakova, Mikhramova, Gielen 2010). 

The term "cloud computing" gained prominence in the early 2000s (Bayramusta, Nasir 2016), 

coinciding with utility computing and virtualization technologies advancements. Large 

technology companies like Amazon and Google have begun offering Infrastructure as a Service 

(IaaS) and Platform as a Service (PaaS) solutions. These solutions allow users to access 

computing resources and development platforms online and only pay for what they use.  

The release of Amazon Elastic Compute Cloud (EC2)(Amazon 2009) in 2006 marked the 

beginning of scalable compute capacity being provided via the cloud (Armbrust et al. 2009). 

This development brought about the widespread adoption of cloud computing paradigms 

across businesses of different sizes. Cloud computing is a rapidly evolving field that has 

transformed the information technology landscape by allowing computing resources to be 

accessed and utilized through the Internet (Raju Narzary 2023).  

1.1. The Rise of Cloud Computing in the Digital Era 

The digital transformation process has occurred in various stages, beginning with automation 

(Siderska 2020) and leading to significant changes in business models using disruptive 

technologies (Parviainen et al. 2017). The introduction of Big Data and cloud computing has 

dramatically altered how computing is approached for data transformation and delivery (Chan 

2020). Cloud computing has become a significant and transformative trend in information 

technology in the digital era. It has emerged as a new infrastructure that provides numerous 

benefits, such as cost savings, scalability, and flexibility, making it a popular choice for various 

businesses and organizations (Ku, Chiu 2013). 

Cloud computing has evolved significantly (Jany et al. 2023), with its roots in early concepts 

of distributed computing and grid computing (Kaur, Madhuri 2020). The concept of cloud 
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computing was introduced in the 1960s and 1970s with the advent of mainframe computers, 

which allowed multiple users to access a single centralized computer system. This idea was 

then transformed into client-server architectures in the 1980s and 1990s, where dedicated 

servers offered client services over a network (Srinivasan, Srinivasan 2014). 

The modern era of cloud computing began in the early 2000s with the introduction of Software 

as a Service (SaaS) models. These models delivered applications over the internet, such as 

Salesforce.com and Google Apps (Brown, Nyarko 2013). Later, Infrastructure as a Service 

(IaaS) and Platform as a Service (PaaS) models emerged (Ashraf 2014), allowing businesses 

to rent computing resources, like virtual machines and databases, on-demand (Manvi, Shyam 

2014). Key players like Amazon Web Services, Microsoft Azure, and Google Cloud Platform 

have shaped the cloud computing landscape. (Opara 2019). 

1.2. Cloud Computing Worldwide 

Cloud computing has been adopted rapidly because of its stability, flexibility, and cost-effective 

services (Lin, Chen 2012). Gartner report described that the worldwide end-user spending on 

public cloud services is forecast to grow to a total of $679 billion in 2024 and is projected to 

exceed $1 trillion in 2027 (Gartner Says Cloud Will Become a Business Necessity by 2028 

2023). Zippia stated that 94% of companies adopted cloud services in 2023. Due to the 

COVID-19 Pandemic and remote work, 61% of businesses migrated their workloads to the 

cloud (25 Amazing Cloud Adoption Statistics [2023]: Cloud Migration, Computing, And More 

- Zippia 2023). 

1.3. Cloud Computing in EU 

Based on the Worldwide Software and Public Cloud Services Spending Guide from the 

International Data Corporation (IDC), public cloud services expenditure in Europe is projected 

to reach $142 billion in 2023 and is anticipated to surge to $291 billion by 2027, with a 

compound annual growth rate (CAGR) of 20% over five years (2022-2027). Despite facing 

macroeconomic challenges such as high inflation and a banking crisis scare in 2023, European 

businesses remain committed to advancing their adoption of public cloud services, with 

approximately 55% expected to transition to the cloud by the end of the year. This adoption is 

driven by objectives such as enhancing Information Technology (IT) staff productivity, 

fortifying data security, and embracing AI-driven automation, fueled by the growing 



9 

 

excitement surrounding generative AI (GenAI). Within this landscape, Software-as-a-Service 

(SaaS) continues to dominate spending, while Platform-as-a-Service (PaaS) emerges as the 

fastest-growing segment (IDC Says European Public Cloud Spending Will Reach $142 Billion 

This Year, Defying Budget Cuts Amid an Economic Downturn 2023). 

1.4. Importance of Cloud Computing in the European 

Union 

Cloud computing is important in the European Union as it represents a change in the business 

paradigm (Palos-Sanchez 2017). It bridges the gap between large and small to medium-sized 

companies regarding Information and Communication Technology (ICT) infrastructure 

investment needs (Toader et al. 2023). The EU considers cloud computing an enabler of 

national and regional competitiveness (Kshetri, Murugesan 2013). 

Small companies can access the same technology and infrastructure as larger ones at lower 

costs without requiring substantial investments in computing power, networks, data storage, 

and specialized software products (Zuka 2014). This accessibility to advanced technology 

through cloud computing enhances productivity (Van Ark 2016) and competitiveness and 

contributes to economic growth within the EU (Etro 2009). Additionally, cloud computing 

aligns with the EU's focus on innovation (Aarestrup et al. 2020), digital transformation 

(Hunady et al. 2022), and developing a robust digital economy, making it a key enabler for 

businesses to stay competitive and agile in the evolving digital landscape (Milošević, Dobrota, 

Rakočević 2018). 

Figure 1 visually represents the concept of cloud computing and its various related terms and 

keywords. It is based on the relationship between cloud computing and other keywords using 

the search query “Cloud Computing” and “EU” with the Boolean operator AND on Web of 

Science. The color coding and connections between terms help to show the relationships and 

dependencies between these different aspects. It shows how various aspects of cloud 

computing are interconnected. Each term represents a different consideration or application in 

cloud computing.  
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Figure 1: Keyword co-occurrence map illustrating cloud computing in the EU 

Source: Author’s creation 

It connects with various technologies to create a robust ecosystem. For instance, edge 

computing tackles data processing closer to its source, while cloud computing manages the 

bigger picture in remote centers. Similarly, the Internet of Things(IoT) relies on the cloud to 

store the massive amount of data it collects (Rao et al. 2012). The processing power required 

for big data can be effectively harnessed through cloud computing. Even artificial intelligence 

depends on cloud resources for training and running complex models. These are just a few 

examples, highlighting how cloud computing intertwines with other advancements to shape the 

technological landscape. 
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2. DEFINITION AND CONCEPTS   

(Buyya et al. 2019) highlighted that the subscription-based nature of cloud services offers 

flexibility and accessibility through a pay-as-you-go model. It enables various benefits, 

including shorter establishment times for start-ups, creating scalable global enterprise 

applications, improved cost-to-value ratios for scientific and high-performance computing 

applications, and novel invocation/execution models for pervasive and ubiquitous applications. 

(Kumar Joshi, Rana, Professor- 2011) described the transformative nature of cloud computing, 

particularly in its redefinition of IT infrastructure. It emphasized how cloud computing offers 

a paradigm shift by providing virtually unlimited computing resources on demand, thereby 

obviating the need for organizations to make substantial upfront investments in hardware that 

may only be utilized during peak periods. 

2.1. What is Cloud Computing? 

Cloud computing is the on-demand delivery of computing services with pay-per-use pricing 

over the Internet without being restricted by location or infrastructure. It has become a popular 

approach for businesses, organizations, and individuals to access and utilize computing 

resources, as it offers greater convenience, scalability, and cost savings compared to traditional 

on-premises computing. 

The definition by the European Expert Group (Schubert et al. 2010) stated that the cloud is “An 

elastic execution environment of resources involving multiple stakeholders and providing a 

metered service at multiple granularities for a specified level of quality (of service).” (Vaquero 

et al. 2008) defined “Clouds as a large pool of easily usable and accessible virtualized resources 

(such as hardware, development platforms, and services). These resources can be dynamically 

reconfigured to adjust to a variable load (scale), allowing optimum resource utilization. This 

pool of resources is typically exploited by a pay-per-use model in which the Infrastructure 

Provider offers guarantees utilizing customized SLAs. 

Gartner experts (Plummer et al. 2008) defined cloud computing as “A style of computing where 

massively scalable, IT-enabled capabilities are provided ‘as a service’ to external customers 

using Internet technologies.” The term "cloud" encompasses virtual servers, distributed 

hosting, and shared resources accessible over the Internet. The expression by (Buyya, Yeo, 

Venugopal 2008) is that “Cloud is a type of parallel and distributed system consisting of a 
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collection of interconnected and virtualized computers that are dynamically provisioned and 

presented as one or more unified computing resources based on service-level agreements 

established through negotiation between the service provider and consumers.” Cloud 

computing eliminates the user requirement for provisioning and allows enterprises to start from 

small resources and increase them only when they need in service demand. Organizations are 

becoming increasingly experienced in the cloud, starting to migrate core business functions to 

cloud platforms (Avram 2014). 

According to the globally accepted definition of cloud computing by the National Institute of 

Standards and Technology (NIST) is “A model for enabling ubiquitous, convenient, on-

demand network access to a shared pool of configurable computing resources (e.g., networks, 

servers, storage, applications, and services) that can be rapidly provisioned and released with 

minimal management effort or service provider interaction” (Mell, Grance 2011). 

The NIST definition of the cloud model also included the classification of essential 

characteristics and two different classes of clouds: those based on the service model and those 

based on the deployment model. 

2.2. Cloud Characteristics 

The classification of five essential characteristics of cloud computing is as follows: 

On-demand self-service. With cloud computing, consumers can unilaterally provide 

computing services such as server time and network storage. They can access cloud computing 

resources without human interaction from service providers.  

Broad network access. Cloud computing resources are available over the network and 

accessed through standard mechanisms by diverse client platforms such as mobile phones, 

tablets, laptops, and workstations.  

Resource pooling. With resource pooling, multiple customers can dynamically share physical 

and virtual resources using a multi-tenant model while retaining privacy and security. Examples 

of resources are storage, processing, memory, and network bandwidth. The outcome of utilizing 

a pool-based model is that the physical computing resources are rendered "invisible" to 

consumers, as they typically do not have control or awareness of these resources' location, 

composition, and origins. 
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Rapid elasticity. Cloud services can be elastically provisioned and released, in some cases 

automatically, to scale up and down rapidly according to the business demand. From the 

customer’s perspective, the provisioning capabilities often seem unlimited and can be accessed 

in any quantity at any time.  

Measured service. In cloud systems, resource usage can be optimized by leveraging pay-per-

use capabilities. It can be monitored, controlled, and reported, providing transparency for the 

provider and customer of the utilized service. 

2.3. Cloud Computing Models 

Cloud computing models refer to the various ways cloud computing services can be delivered 

and deployed to meet the needs of different organizations and individuals. 

2.3.1.Service Models 

Cloud computing service models refer to how cloud services can be accessed and utilized by 

users. The three main service models are SaaS, PaaS, and IaaS. 

Software as a Service (SaaS). SaaS allows the customer to connect and utilize the provider's 

applications on a cloud infrastructure. It enables users who subscribe to pay-per-use models to 

access software or services in the cloud rather than being installed on their local device. Users 

of SaaS applications only need a thin client interface, such as a web browser, to access and 

utilize the cloud-hosted application. This minimizes the hardware requirements for end-users 

while facilitating centralized control, deployment, and maintenance of the software (Cusumano 

2010). 

Platform as a Service (PaaS). PaaS provides the customer with a complete cloud platform to 

develop, test, run, and deploy web applications. The customer is not responsible for managing 

or controlling the underlying cloud infrastructure, including network, servers, operating 

systems, storage, or individual application capabilities, except for limited user-specific 

configuration settings (Pahl 2015). 

Infrastructure as a Service (IaaS). IaaS delivered computing, network, and storage resources 

to customers on demand via the internet, allowing for a pay-as-you-go basis. The customer 

does not manage and control the underlying cloud infrastructure but controls operating systems, 
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storage, and deployed applications while possibly having limited control over select 

networking components (Bhardwaj, Jain, Jain 2010). 

 

Figure 2: Cloud computing service models 

Source: (Mell, France 2011) 

2.3.2.Deployment Models 

Cloud deployment models refer to how cloud computing resources and services are provisioned 

and made available to users. These models define how and where cloud infrastructure is 

deployed and managed. The four cloud deployment models are private cloud, public cloud, 

community cloud, and hybrid cloud. 

Private Cloud. A private cloud is devoted to internal use by a single organization. It might be 

owned, managed, and operated by the organization itself, outsourced to a third-party provider, 

or some combination existing on or off premises (Grossman 2009).  

Public Cloud. A cloud service provider owns the cloud infrastructure, which is accessible to 

the public or a large industry group for cloud services (Savu 2011). 

Community Cloud. A community cloud falls between public and private clouds concerning 

the target set of consumers. It is similar to a private cloud, but the infrastructure and 

computational resources are exclusive to two or more organizations with standard privacy, 

security, and regulatory considerations rather than a single organization (Marinos, Briscoe 

2009).  
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Hybrid Cloud. The cloud infrastructure combines two or more separate cloud infrastructures, 

such as private, community, or public clouds, that retain their identities. However, they are 

interconnected using standardized or proprietary technology that facilitates data and 

application portability, allowing for actions like cloud bursting for load balancing between 

clouds (Li et al. 2015). 

 

Figure 3: Cloud computing deployment models 

Source: (Mell, France 2011) 

2.4. Navigating Cloud Adoption: Benefits and Challenges 

The subject of cloud computing is popular, making it a widely explored topic in research. The 

landscape of cloud computing is rich and varied, offering a multitude of benefits to explore and 

multifaceted challenges to overcome. Cloud computing offers high scalability, reliability, 

anytime, anywhere access, and pay-as-you-go concepts, leading to profit without maintaining 

the cost of data centers and technical staff (Bisong 2019). In the Nigerian construction industry, 

cloud computing offers benefits such as ubiquitous data storage, high situational awareness, 

team collaboration, compatibility with advanced production facilities, and improved project 

planning (Oke et al. 2023). Moreover, cloud computing offers benefits and significant cost 

savings, making it beneficial for Small and medium-sized Enterprises (SMEs) to improve 

efficiency, competitiveness, and productivity (Chatzithanasis, Michalakelis 2019). 

Additionally, cloud computing benefits in education include cost-effectiveness for 

implementing hardware and software and affordable education quality (Ghazizadeh 2012). 
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Private clouds offer benefits like scale and virtualization with fewer drawbacks, while public 

clouds are unsuited for many business applications due to limitations in architecture and design 

(Hofmann, Woods 2010). Furthermore, cloud computing offers advantages such as scalability, 

online delivery of software and virtual hardware services, and flexibility, enabling 

organizations to omit the need to own, maintain, and update their software and hardware 

infrastructures (Sultan 2014). 

From the cost-efficiency perspective, cloud computing eliminates the need for upfront 

infrastructure investment and reduces ongoing operational expenses (Beloglazov, Abawajy, 

Buyya 2012). Moreover, cloud computing offers significant cost savings and demonstrates high 

potential for improving energy efficiency under dynamic workload scenarios. Furthermore, 

optimization techniques for reducing resource consumption in cloud computing include various 

algorithms such as the firefly algorithm, whale optimization algorithm, and machine learning 

methods like deep neural networks (Jayaprakash et al. 2021). 

In terms of scalability and flexibility, cloud platforms provide on-demand resource access, 

allowing organizations to rapidly scale computing power, storage, and other services to meet 

fluctuating workload demands (Malik, Khan, Srinivasan 2013). Additionally, cloud computing 

enables dynamic scaling of web applications in a virtualized environment, reducing 

infrastructure and management costs while handling sudden load surges (Chieu, Mohindra, 

Karve, Segal 2009). Optimization strategies for managing a federation of clouds can further 

reduce overall energy consumption, contributing to a rational and efficient adoption of the 

cloud computing paradigm (Bruneo, Longo, Puliafito 2011). 

Accessibility and availability are also key benefits of cloud computing, providing ubiquitous 

access through mobile devices and applications, thereby improving the quality of education at 

an affordable cost (Ghazizadeh 2012). Cloud computing also offers increased availability, 

flexibility, and functionality, but also brings security and privacy issues such as secure remote 

storage and data sharing (Xiang, Di Martino, Wang, Li 2015). Regarding environmental 

sustainability, cloud computing can contribute to optimizing resource utilization, reducing 

energy consumption, and minimize carbon emissions (Radu 2017a). Green cloud computing 

has the potential to improve energy efficiency, reduce carbon footprints, and eliminate e-waste, 

making it environmentally friendly. Additionally, cloud computing technology improves the 

function of IoT, enhancing communication, collaboration, and data sharing benefits of both 

technologies (Stergiou, Psannis, Kim, Gupta 2018). 
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However, the journey towards cloud adoption is facing several challenges. Zhou, Cao, Dong, 

Vasilakos (2017) introduces a novel approach to privacy-preserving data aggregation in cloud-

based IoT, addressing challenges in secure packet forwarding and efficient privacy preservation 

authentication. It provides insights into various security techniques and challenges in cloud 

computing, aiming to enhance data security and privacy protection for a trustworthy cloud 

environment (Sun, Zhang, Xiong, Zhu 2014).  

Additionally, Rajeswari, Kalaiselvi (2017)presents a comprehensive survey on privacy 

preservation, data security, and storage security challenges in cloud computing, analyzing 

aspects such as data integrity, access control, and attribute-based encryption. Furthermore, it is 

discussed the data privacy threats, attacks, and solutions in mobile cloud computing, shedding 

light on ongoing trends and open research issues (Alnajrani, Norman, & Ahmed, 2020). 

Organizational readiness and knowledge are crucial factors influencing cloud adoption, as 

cloud computing presents organizational changes, economic implications, and security 

challenges (Khajeh-Hosseini, Sommerville, Sriram 2010). Moreover, organizational readiness, 

except for competitor orientation and vendor pressure, significantly impacts the assimilation of 

cloud computing in organizations (Kim, Kim 2013). Cloud computing must address technology 

challenges to enable the future Internet of Services, including efficient management, 

collaboration, and improved security, reliability, and energy efficiency (Moreno-Vozmediano, 

Montero, Llorente 2013). 

Morin, Aubert, Gateau (2012) stated that Service Level Agreement (SLA) management is 

pivotal in fortifying governance, risk mitigation, and compliance within cloud computing 

environments, effectively addressing security concerns and challenges. Moreover, SLAs play 

a crucial role in defining security levels and intricacy in cloud computing services, addressing 

challenges and enhancing overall cloud security (Ahmed et al. 2013). However, challenges 

persist in trust establishment, SLA management, and performance evaluation within cloud 

computing frameworks, necessitating an examination of existing models across various 

computing paradigms (Alhamad, Dillon, Chang 2011). 

Kandukuri,  Rakshit (2009) argued that there is a pressing need for standardized SLAs 

addressing diverse security issues to ensure customer trust and confidence in cloud services. 

Trust and vendor-related concerns further underscore the imperative of establishing secure and 

dependable cloud computing environments. Efforts are underway to identify and mitigate 

security, privacy, and trust issues through innovative solutions such as Trusted Third Party 
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frameworks leveraging cryptography and public key infrastructure (Sun et al. 2011) (Zissis, 

Lekkas 2012). The Trust Cloud framework also aims to instill accountability through technical 

and policy-based strategies, addressing critical challenges in fostering trust among cloud 

consumers (Ko et al. 2011).  

Vendor lock-in poses a significant obstacle to the widespread adoption of cloud computing, 

underscoring concerns related to interoperability and portability (Opara-Martins, Sahandi, Tian 

2014). Amidst technical challenges and complexities, cloud computing and virtualization 

technologies encounter hurdles in supporting emerging real-time applications and ensuring 

optimal user experiences (García-Valls, Cucinotta, Lu 2014). Innovative approaches are being 

explored to minimize technical complexities and align with evolving business trends and 

requirements (Menychtas et al. 2011). Kumar, Kumar Garg (2012) and (Scandurra et al. 2015) 

addressed that cost and financial concerns, system availability, and performance optimization 

remain crucial considerations in cloud migration strategies.  

Challenges in data migration to the cloud require careful assessment and adherence to best 

practices to ensure secure and seamless transitions (Chauhan, Babar 2011) (Amin, Vadlamudi 

2021). Governance and control frameworks are essential for enhancing security and service 

levels in the cloud era. Novel governance frameworks bridge the gap between control 

requirements, technical complexities, and business risks, fostering a secure and resilient cloud 

computing environment (A New Cloud Computing Governance Framework 2014). The 

transition to the cloud, while offering significant benefits, is not without its challenges. 

Organizations must carefully address these obstacles to ensure a successful and sustainable 

cloud adoption journey. 
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3. METHODOLOGY 

Cloud services have become an essential part of the digital infrastructure in the European Union 

countries(Pedro R. Palos-Sanchez 2017). They play a crucial role in the EU's digital economy, 

supporting innovation, improving productivity, and driving economic growth across various 

sectors. However, using cloud services also presents challenges. The thesis aims to provide an 

overview of cloud adoption in the European Union, undertaking a comprehensive exploration 

of the benefits and challenges associated with cloud usage in selected member states. 

3.1. Research Objectives 

Aligned with the primary aim of this study, the thesis seeks to describe the state of Cloud 

Computing in the EU, preparing a model of drivers and challenges based on a thorough 

examination of available data and literature. Since 2014, Eurostat has been providing data about 

ICT usage, including cloud usage in enterprises. To compare the evolution of cloud computing 

in the EU, a comparison between 2014 and 2021 is conducted. To cover the research’s purpose, 

two specific objectives have been formulated as follows: 

• To conduct a comparative analysis of the current landscape of cloud computing within the 

European Union about the state of cloud computing in 2014, using the available data from 

Eurostat, focusing on adoption rates, growth rates, and spending patterns. 

• To identify the primary drivers and challenges of cloud computing adoption within the 

selected member countries through a comprehensive synthesis of existing literature and data 

analysis. 

3.2. Research Questions 

To better understand cloud computing adoption across the European Union and accomplish the 

primary goal of this study, three research questions (RQ) were structured to guide the study.  

• RQ1: What is the current state of Cloud Computing in the European Union's business 

landscape compared to 2014?  

• RQ2: What influencing factors are examined in existing research papers focusing on 

adopting cloud computing technologies across various industries and organizational 

contexts within selected member states? 
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• RQ2.1: What are the benefits of adopting cloud computing solutions?  

• RQ2.2: What are the main obstacles and difficulties they encounter? 

These questions aim to explore the current scenario of cloud computing adoption, the reasons 

that drive businesses to adopt cloud solutions, and the obstacles member states face in this 

process.  

3.3. Research Approach 

The study initiated the area of interest by exploring existing literature and articles accessible 

online and at the university library. From this preliminary exploration, research questions were 

derived in alignment with the research aim. These questions led to the study being divided into 

two parts—the first segment aimed to address RQ1, focusing on cloud adoption by utilizing 

data from Eurostat. A systematic literature review was applied for research question 2 (RQ2) 

and related sub-requestions. It enabled a comprehensive examination of the advantages and 

challenges associated with cloud adoption within the selected countries. The process of the 

research was visually depicted in the following figure. 

 

Figure 4: Research procedure 

   Source: Author’s own creation 

3.4. Concept of the Process 

The process is mainly based on the time frame and enterprise size. Purchasing rates, growth 

rates, and spending patterns are examined to gain insight into the current cloud services 

landscape in the EU. Purchasing rates are evaluated according to the acquisition of cloud 

computing services used over the Internet. The growth rates are assessed by comparing the 

current landscape of Cloud Computing within the EU with the state of Cloud Computing in 

2014.  Spending patterns are determined according to buying cloud services based on Cloud 

service models as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service 

(SaaS). 
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Figure 5: Concept of the process 

Source: Author’s own creation 

3.5. Eurostat Data Analysis 

3.5.1.Data Source 

The European Union's Eurostat collects data on cloud computing usage through the 

"Community Survey on ICT usage and e-commerce in Enterprises (CIS)" program. This survey 

is conducted annually by National Statistical Institutes (NSIs) across EU member states. The 

survey aims to gather comprehensive information on enterprises' adoption and usage of 

information and communication technologies (ICT), including their utilization of cloud 

computing services.  

The survey covers various aspects of cloud computing, such as types of cloud services used, 

frequency, intensity of usage, and factors influencing adoption, both at the individual and 

enterprise levels. The scope of this study is focused on examining the utilization of cloud 
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computing services within enterprises. The study utilizes data from the Eurostat survey titled 

"Cloud computing services by size class of enterprise (isoc_cicce_use)" within the Digital 

Economy and Society category (Cloud computing - statistics on the use by enterprises - 

Statistics Explained 2023).  

 

Figure 6: Data library 

Source: (Statistics | Eurostat 2023) 

3.5.2.Data Collection 

This study followed the same procedure of collecting data by the paper named Cloud 

Computing Services–Emerging Trends During the Times of Pandemic (Kopáčková, Htoo 

2023). Eurostat acquired the necessary data (Statistics | Eurostat 2023)in the MS Access 

database format in March 2023. The database consists of 14 tables and four queries. The 

primary focus was on the "DataWithAggregates" table, which includes all essential attributes.  

Additionally, five reference tables, named "Activities," "Countries," "EntSizes," "Indicators," 

and "Years," were utilized to understand the data relationships and streamline data collection 

processes thoroughly. To compare cloud usage by enterprises in the EU, six attributes: Year, 

ExpCountry, ExpEntSize, ExpActivity, ExpIndicator, and Value are selected. For the "Year" 

attribute, two values, 2014 and 2021, were chosen, representing the oldest and newest years 

available in the database at the time of acquisition. This time frame was selected as the most 

suitable for conducting comparisons.  
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The study picked nine values for the “ExpCountry” attribute based on the country selection 

process. For the “ExpEntSize” attribute, it is decided on three attribute values: GE10(10 

persons employed or more), 10-249(From 10 to 249 persons employed), and GE250(250 

persons employed or more). Concerning the “ExpActivity” attribute, the paper selected ten 

attribute values (C, D_E, E, F, G, H, I, J, M, N). Lastly, the “ExpIndicator” attribute is chosen 

(E_CC, e_cc_bcost_hs, e_cc_bease_hs, e_cc_bflex_hs). 

3.6. Document Analysis 

In the second phase of the research, focusing on Research Question 2 (RQ2), the process is 

conducted through a comprehensive review of existing literature better to understand the 

current state of knowledge in Cloud Computing and to uncover any prevalent patterns and 

trends in this area. To provide a more focused description of the research, the findings from the 

systematic review were integrated with the initial phase of the process, which was predicated 

on analyzing available data. This integration allowed a more holistic approach to the research 

and provided a more comprehensive exploration of the research questions. 

3.6.1.Country Selection 

The European Union consists of 27 member states. Instead of including all these 27 states (EU 

country profiles | European Union), a targeted approach is focused on specific countries 

according to their cloud usage status. The selection of these countries is based on the EU survey 

on ICT usage and e-commerce in enterprises (ICT usage in enterprises, isoc_cicce_use) that 

has already been applied to the study. Utilizing this survey data, nine member states were 

chosen based on their respective rankings regarding cloud usage within the EU. From the 

ranked list of countries, three countries are selected from the highest rank, three from the 

middle, and three from the lowest rank. 

3.6.2.Protocol 

To review the literature systematically, the thesis follows the guidelines initiated by the 

Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) statement. 

Following the PRISMA guidelines ensures transparent and comprehensive reporting of review 

methodologies, including search strategies, study selection criteria, and data extraction 

methods. (Moher et al., 2010).  
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Figure 7: PRISMA flow diagram 

Source: Author’s own creation 

3.6.3.Information Resources and Search Strategy 

Scopus and Web of Science were selected as the primary information sources due to their 

extensive coverage of scholarly articles and journals. Additional searches were conducted on 

Google Scholar, the European Commission Digital Library, ENISA, and CIF to expand the 

literature review and gather more insights. The search period was limited to publications from 

2009 to 2023, ensuring that the recent and relevant studies were included. The search used the 
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"Title, Abstract, Keywords" search form to retrieve relevant literature within the specified 

parameters. 

The search strategy employed a combination of search terms to capture various aspects of cloud 

computing adoption within the context of the European Union. To be more specific, the search 

terms used included certain keywords such as “cloud computing,” "cloud adoption," "drivers," 

"challenges," "benefits," "risks," and "factors" in conjunction with Boolean operators, “AND” 

and “OR” to refine search results. The terms "EU" and "selected countries" were included to 

focus the search on specific geographic contexts. In the European Commission Digital Library, 

a specific search strategy was created, employing content type filters such as "Report/Study," 

the topic "Cloud Computing," and a time frame ranging from 2013 to 2023.  

3.6.4.Eligibility Criteria 

Following the PRISMA statement, inclusion and exclusion criteria were established to 

guarantee the relevance and quality of studies. The Inclusion Criteria (IC) and Exclusion 

Criteria (EC) were specified as follows:  

IC1: Includes studies specifically addressed cloud adoption within the context of the selected 

EU countries. 

IC2: Includes studies examining both drivers and challenges of cloud adoption within focused 

countries. 

IC3: This includes studies examining at least cloud adoption drivers or challenges within 

focused countries. 

EC1: Excludes studies not written in English to ensure consistency and accessibility for 

analysis. 

EC2: Excludes studies not conducted on cloud computing or cloud adoption. 

EC3: Exclude studies that do not concentrate on the selected countries.  

3.6.5.Process of selecting and screening documents 

A thorough review of 2365 studies was conducted through the initial search process. This 

resulted in 1257 documents from Scopus, 1064 documents from Web of Science, and 44 from 

other sources. 693 duplicates were removed using Rstudio to ensure the integrity of the review 
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process. The identified studies 1672 were subjected to predefined inclusion and exclusion 

criteria to be eligible for further review. The process emphasized evaluating the titles and 

abstracts of the studies to determine their alignment with the scope of cloud computing within 

the European Union. 1265 studies that did not explicitly address this specific area of interest 

were excluded from further consideration. Furthermore, 208 studies were removed based on 

inclusion criteria. Following this screening process, 75 documents were identified as meeting 

the criteria for full-text screening, indicating their potential relevance to the study objectives. 
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4. RESULTS 

Cloud computing is a transformative technology that provides scalable and flexible computing 

resources over the internet.  It is reshaping the IT landscape and influencing business models 

and societal practices. This section presents the research findings on adopting cloud computing 

within the EU using data from Eurostat. Eurostat is a valuable resource for gaining insights 

into various aspects of EU economies and societies, providing high-quality statistics and data 

on Europe.  

This study explores the level of cloud adoption across EU member states by examining key 

indicators such as usage patterns, deployment models, and challenges associated with adoption. 

By analyzing Eurostat data, the study aims to provide a detailed understanding of the factors 

driving cloud adoption and the obstacles existing among different regions and sectors within 

the EU.  

 

Figure 8: Map of the result 

Source: Author’s own creation 

4.1. Variations in Cloud Adoption 

4.1.1. Gwroth Rates 

Graphs 1 and 2 compare the adoption rates of cloud computing services in large enterprises 

with more than 250 employees and SMEs (Small and Medium-sized Enterprises) across 

various European countries in 2014 and 2021. The data shows significant increases in adoption 
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rates for both large enterprises and SMEs in most countries. Austria saw a significant rise in 

cloud adoption among large enterprises, increasing from 23.5% in 2014 to 74.5% in 2021. This 

indicates a growing trend towards adopting cloud technologies over time.  

 

Graph 1: Growth Rates of large enterprises 

Source: Author’s own creation 

SME adoption also experienced growth, climbing from 11.3% to 39.4% during the same 

period. It indicates that European SMEs have lower adoption rates for cloud computing than 

large enterprises. However, countries like Belgium, Denmark, and Sweden, where both large 

enterprises and SMEs show high adoption rates, indicate a robust cloud computing culture 

across businesses of all sizes. Meanwhile, countries like Bulgaria and Romania have lower 

adoption rates. These findings indicate the increasing importance of cloud computing across 

businesses of all sizes in Europe while highlighting variations in adoption rates between 

countries and business sizes. 
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Graph 2: Growth rates of SMEs 

Source: Author’s own creation 

4.1.2. Types of Activities: Cloud Adoption Across Industries 

 

Graph 3: Purchasing rates by activities 

Source: Author’s own creation 

The data depicted in Graph 3 displays the adoption rates of cloud computing services in various 

industries between 2014 and 2021. During this period, the adoption rates have increased across 

all industries, indicating that businesses rely more on cloud technologies. Industries such as 

Construction, Transportation, Storage, and Manufacturing witnessed significant growth in 
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adoption rates, with increases from 13.9% to 32.3%, 15.3% to 35.2%, and 17.1% to 39.8%, 

respectively. Similarly, sectors like Wholesale and Retail Trade, Administrative and Support 

Service Activities, and Accommodation have also experienced notable increases in adoption 

rates. The Information and Communication industry witnessed the most impressive increase, 

surging from 40.4% in 2014 to 76.1% in 2021, proving that cloud computing plays a crucial 

role. These findings demonstrate the diverse patterns of cloud adoption across different sectors, 

highlighting the importance of cloud technologies in modern business operations and 

organizational strategies. It also indicates that different industries exhibit varying levels of 

adoption of cloud computing services, and industries with higher technological intensity may 

exhibit higher adoption rates compared to industries with lower technological intensity. 

4.1.2.1. Cloud Adoption in the Construction Sector 

 

Graph 4: Purchasing rates by construction enterprises 

Source: Author’s own creation 

The data presented in Graph 4 showcases the adoption rates of cloud computing services by 

construction companies in EU countries with at least 10 employees in 2014 and 2021. It reveals 

that many EU countries have witnessed a significant increase in CC adoption rates during this 

period, indicating the growing importance of cloud technologies in the construction sector. In 

Sweden, adoption rates surged significantly from 33.4% in 2014 to 77.8% in 2021, significantly 

shifting towards cloud-based solutions. The adoption rates in Finland, Ireland, and Italy also 

grew considerably during this period. However, there are notable differences in adoption rates 

among EU countries, with some countries, such as Romania and Bulgaria, showing lower 
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adoption rates than others. These findings highlight the changing landscape of cloud adoption 

within the construction sector across the EU. 

4.1.2.2. Cloud Adoption in the Information and Communication Sector 

 

Graph 5: Purchasing rates are based on information and communication activity 

Source: Author’s own creation 

The data presented in Graph 5 outlines the utilization of cloud computing services by 

enterprises in EU countries with over ten employees, focusing on the Information and 

Communication sector, from 2014 to 2021. The data shows a significant increase in cloud 

computing adoption rates across many EU nations during this period, indicating a growing 

reliance on cloud technologies within the region's business landscape. For instance, Sweden 

experienced a substantial rise from 66.9% in 2014 to 92.9% in 2021, reflecting a notable shift 

towards cloud-based solutions. Similarly, Finland, the Netherlands, Malta, and Ireland also 

witnessed substantial increases in adoption rates, indicating a trend towards cloud adoption 

among EU enterprises. However, variations exist among EU member states, with some 

countries, such as Romania, Bulgaria, and Greece, exhibiting lower adoption rates than others. 

Overall, the data underscores the evolving role of cloud computing in European business 

operations, particularly within the Information and Communication sector, highlighting the 

importance of cloud technologies in modern organizational strategies and operations. 
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4.1.3. Benefits: Factors Motivating Cloud Adoption 

Graphs 6 and 7 display the advantages of cloud computing services in different European 

countries. These benefits are grouped into three primary categories: reduced ICT expenses, 

rapid and effortless implementation of solutions, and the capacity to adjust services according 

to scaling requirements. Austria has shown significant reductions in ICT costs and substantial 

improvements in solution deployment and flexibility. Denmark has also made remarkable 

advancements in all three aspects, with notable cost reductions and impressive flexibility in 

scaling services.  

Another country that stands out is Cyprus, which has exhibited substantial cost reductions and 

efficient solution deployment. Conversely, Croatia indicates comparatively lower benefits 

across all categories, with minimal reductions in ICT costs and limited advancements in 

solution deployment and flexibility. Romania follows a similar trend, showing modest gains in 

all three aspects. Overall, the data underscores the widespread adoption and varying degrees of 

success in leveraging cloud computing services across European nations, highlighting the 

potential for significant cost savings, streamlined solution deployment, and enhanced 

operational flexibility. 

 

Graph 6: Benefits realized from large enterprises using cloud services 

Source: Author’s own creation 
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The provided data (Graph: 6) outlines the utilization of cloud computing services by SMEs 

across various EU countries, focusing on three key metrics: reduction of ICT costs, ease and 

speed of solution deployment, and flexibility in scaling services. 

Denmark emerges as a leader in cloud adoption among SMEs, with significant reductions in 

ICT costs and exceptional agility in solution deployment and service scaling. Italy also 

demonstrates strong performance across all metrics, particularly notable in cost reduction and 

solution deployment. Luxembourg showcases notable benefits for SMEs, with considerable 

reductions in ICT costs and impressive flexibility. Similarly, Slovenia exhibits significant 

advantages in all three aspects, highlighting SMEs' robust adoption of cloud computing. 

Conversely, Poland and Romania display comparatively lower levels of cloud adoption among 

SMEs, with modest benefits in ICT cost reduction and solution deployment and limited 

flexibility in scaling services. Overall, the data underscores the varying degrees of cloud 

adoption and corresponding benefits realized by SMEs across EU countries, emphasizing the 

importance of cloud computing in enhancing operational efficiency and competitiveness for 

smaller businesses. 

 

Graph 7: Benefits realized from SMEs using cloud services 

Source: Author’s own creation 
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4.1.4. Barriers: Factors Preventing Cloud Adoption 

The barriers preventing enterprises in the EU from buying cloud services are depicted in Graphs 

8 and 9. It focused on enterprise size, differentiating between SMEs and large enterprises. The 

chart illustrates the overall percentages of various factors hindering cloud adoption among 

SMEs and large enterprises in the EU27. Notably, the high cost of purchasing cloud services 

was cited as a significant deterrent, with SMEs reporting 30.9%, while large enterprises 

reported a slightly higher rate of 31.8%.  

Insufficient knowledge of CC emerged as another prominent obstacle, with a notably higher 

percentage among SMEs at 42.6 compared to 24.5 among large enterprises. Concerns regarding 

the risk of security breaches were prevalent across both categories, though more pronounced 

among large enterprises, registering at 58.9% compared to 36.3% for SMEs. One key finding 

is that SMEs perceive insufficient knowledge of the cloud as a more significant barrier than 

large enterprises. This suggests that SMEs may face challenges understanding and 

implementing CC solutions due to limited resources or expertise. On the other hand, large 

enterprises appear to prioritize concerns about the risk of security breaches, indicating a greater 

emphasis on safeguarding sensitive data and information. 

 

Graph 8: Factors preventing enterprise cloud service adoption by enterprise size in the EU27, 2014  

Source: Author’s own creation 
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Graph 9: Factors preventing enterprise cloud service adoption by activity in the EU27, 2014 

Source: Author’s own creation 

The factors preventing the purchase of cloud services varied between the Information and 

Communication activities and Construction activities described in Figure 8. Among enterprises 

with more than ten employees, the high cost of purchasing cloud services was cited as a 

significant barrier, with 27.4% of enterprises in the Information and Communication sector and 

31.6% in the Construction sector.  

A significant indication is that insufficient knowledge of cloud computing emerged as a 

massive barrier for the construction sector, where 46% of enterprises reported it as a deterrent 

compared to 20.64% in the Information and Communication sector. Conversely, the risk of a 

security breach was perceived as a more considerable concern in the Information and 

Communication sector, with 44.06% of enterprises highlighting it as a barrier. In comparison, 

only 33.35% in the Construction sector expressed similar concerns. Additionally, uncertainties 

surrounding applicable laws, jurisdiction, dispute resolution mechanisms, and data location 

were identified as significant barriers in both sectors with slightly different proportions. These 

findings highlight enterprises' challenges in adopting cloud services across different sectors 

and underscore the importance of sector-specific approaches in addressing these barriers. 
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4.1.5. Spending Patterns 

4.1.5.1. Platform as a Service 

 

Graph 10: Purchasing PaaS 

Source: Author’s own creation 

The adoption rates of CC platforms to host environments for application development among 

SMEs and large enterprises across various European countries in 2021 are depicted in Graph 

10. SMEs and large enterprises in Denmark demonstrate a relatively higher adoption rate than 

other countries, with 25.2% in SMEs and 53.5% in large enterprises, respectively. Notably, 

Sweden and Finland also show substantial adoption rates among SMEs and large enterprises, 

indicating a positive trend towards cloud computing integration in these countries. Conversely, 

Romania and Bulgaria have the lowest adoption rates across SMEs and large enterprises, 

suggesting potential barriers to cloud adoption in these nations. SMEs' adoption of cloud 

technology in Malta ranks fourth among all EU countries. 

4.1.5.2. Infrastructure as a Service 

The comparison between SMEs and large enterprises in terms of buying computing power to 

run the enterprise’s software as a service across European countries for 2014 and 2021 is 

depicted in Graphs 11 and 12.  
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Graph 11: IaaS in large enterprises 

Source: Author’s own creation 

 

 

Graph 12: IaaS in SMEs 

Source: Author’s own creation 

Among SMEs, Sweden and Denmark consistently demonstrate relatively higher adoption rates 

in both 2014 and 2021, with Sweden showing significant growth from 9.6% to 31.5% and 

Denmark from 12.8% to 27.3%. Conversely, countries like Malta and Belgium exhibit 

substantial increases in adoption rates over the same period, indicating a notable shift towards 

CC services among SMEs. Similarly, large enterprises in Sweden and Denmark also show 

remarkable growth, with adoption rates soaring from 17.8% to 59% and 18.6% to 55.8%, 
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respectively. Notably, countries such as Estonia and Finland witness considerable increases in 

adoption rates among large enterprises, reflecting a broader trend of CC service adoption across 

different enterprise sizes. Overall, the data highlights a significant surge in cloud service 

adoption among SMEs and large enterprises across various EU countries, underscoring the 

increasing reliance on cloud technologies to power enterprise software and operations. 

4.1.5.3. Adoption of Software as a Service 

The data provided by Graphs 13 and 14 illustrates the adoption of Software as a Service (SaaS) 

cloud solutions by large enterprises and SMEs across the EU27. The focus lies on various 

software applications, including Customer Relationship Management (CRM), Email, 

Enterprise Resource Planning (ERP), Finance or accounting, and Office software.  

 

Graph 13: SaaS usage among large enterprises, EU27 

Source: Author’s own creation 

In 2021, large enterprises showed a significant increase in the usage of SaaS solutions, with 

Email services (55.9%) and Office software (52.9%) being the most popular. Large enterprises 

also widely used CRM software (27.3%) and Finance or Accounting software applications 

(23.4%). However, ERP software applications had a slightly lower adoption rate of 19.3%, 

which was still significant. Comparatively, in 2014, adoption rates of SaaS solutions among 

large enterprises were notably lower across all categories. Email services (15.5%) and Office 

software (8.4%) had the highest adoption rates, followed by CRM software (8.1%) and Finance 

or accounting software applications (6.8%). The usage of ERP software applications had not 

Customer Relationship 

Management (CRM) software

E-mail 

ERP software 

applications Finance or accounting 

software applications 

Office software 

0%

10%

20%

30%

40%

50%

60%

0% 2% 4% 6% 8% 10% 12% 14% 16% 18%

2
0

2
1

2014

Adoption of SaaS in Large Enterprises in EU27



39 

 

been described for 2014. Overall, the data indicates a substantial increase in the adoption of 

SaaS cloud services among large enterprises within the EU, signifying a growing reliance on 

cloud-based solutions for critical business operations. 

 

Graph 14: SaaS usage among SMEs, EU27 

Source: Author’s own creation 

SMEs in the EU27 region showed a significant interest in SaaS solutions. Among the popular 

SaaS solutions, Email services were adopted by 31.7% of SMEs, followed by Office software 

at 24.3%. Finance or accounting software applications and CRM software also gained 

considerable attention, with adoption rates of 19.3% and 10.5%, respectively. However, ERP  

software applications had a lower adoption rate of 9.37%. Comparatively, in 2014, adoption 

rates were notably lower across all categories. SMEs showed less inclination towards SaaS 

solutions, with Email services (12.1%) and Office software (6.2%) recording the highest 

adoption rates. CRM software (3.5%) and Finance or accounting software applications (5.8%) 

also saw moderate adoption, while ERP software applications usage was not described. There 

is a growing trend among European SMEs to adopt SaaS cloud services for software 

applications, indicating a shift towards more efficient and scalable business solutions. 

Adoption of Cloud-based ERP software among Large Enterprises and SMEs 

In 2021, it was observed that several large enterprises across Europe have increasingly adopted 

cloud-based ERP software solutions as shown in Graph 15. Finland emerged as the leader with 

the highest adoption rate of 37.6%, followed by countries such as the Netherlands, Italy, 
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Denmark, and Sweden. Even countries like Germany, Romania, and Bulgaria, with slightly 

lower adoption rates, witnessed the growing significance of cloud-based ERP solutions. SMEs 

across Europe also demonstrated varying levels of adoption of cloud-based ERP software. 

Finland led the way with a 27.5% adoption rate, followed by Denmark and the Netherlands. 

Countries such as Belgium, Sweden, and Malta also showed significant uptake of cloud ERP 

among SMEs, indicating that smaller businesses increasingly recognize the benefits of cloud 

technology. However, adoption rates in Bulgaria, Romania, and Lithuania remained relatively 

low. 

 

Graph 15: Enterprises’ usage of ERP software 

Source: Author’s own creation 

Adoption of Cloud-based CRM software among Large Enterprises and SMEs 

According to the survey depicted in Appendix A, large enterprises Finland and Sweden 

demonstrated significant growth in SaaS CRM adoption from 2014 to 2021. Finland increased 

from 22.9% to 55.7%, and Sweden increased from 15% to 51.9%. This indicates that major 

regional corporations are increasingly dependent on cloud-based CRM solutions. Other 

countries, such as Italy, Belgium, and Denmark, also experienced notable growth in SaaS CRM 

adoption, indicating a broader trend toward leveraging cloud-based CRM platforms to manage 

customer relationships more effectively. Conversely, some countries started from lower 

adoption rates in 2014 but exhibited considerable growth by 2021, underscoring the increasing 

recognition of the benefits of SaaS CRM solutions among large enterprises. The data indicates 

that large European enterprises are increasingly adopting cloud-based CRM solutions.  
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Among different countries for CRM software adoption rates in SMEs described in Appendix 

B, Sweden's SMEs had the highest rate of CRM software adoption among the countries 

surveyed, increasing from 10% in 2014 to 28% in 2021. Similarly, Finland saw growth, with 

adoption rates increasing from 14% to 30% throughout the same period. These gains indicate 

an increasing emphasis on good customer relationship management in Sweden and Finland. 

However, certain nations, such as Romania and Bulgaria, began from a lower base in 2014 and 

experienced more development through 2021. Overall, the results show that CRM software is 

becoming more widely recognized and used across SMEs in surveyed countries, demonstrating 

a deliberate focus on improving customer interaction and driving corporate growth. 

Adoption of Email among Large Enterprises and SMEs 

Between 2014 and 2021, the use of email in large enterprises throughout Europe saw a 

significant uptick as shown in Appendix C. Notably, Finland saw the highest growth rate, with 

a jump from 30.1% to 88.9% adoption. Sweden, Italy, and Belgium also experienced 

substantial increases in email usage. Cyprus, Ireland, and Denmark demonstrated significant 

jumps in email usage rates, suggesting a widespread trend towards email as a primary 

communication tool in business operations. However, there were variations in adoption rates 

across countries, with some, such as Romania and Bulgaria, showing comparatively lower rates 

despite improvements. 

SMEs depicted in Appendix D have seen a significant increase in the usage of email as they 

have shifted towards digital communication and collaboration. Sweden led this charge with a 

substantial increase from 21.8% to 65.1%, followed closely by Finland, Estonia, and the 

Netherlands, all of which witnessed notable upticks in email adoption rates within their SME 

sectors. Denmark, Italy, and Malta also showed considerable improvements, highlighting the 

importance of email as a fundamental tool for SMEs in conducting business operations. 

However, there were variations across countries, with some, like Romania and Bulgaria, 

displaying comparatively lower rates of email adoption among SMEs, indicating potential 

areas for further digitalization efforts. Overall, the data underscores the increasing reliance of 

SMEs on email as a key communication platform, which enables efficient interaction and 

information exchange in an evolving business landscape. 

Adoption of Finance or Accounting software among Large Enterprises and SMEs 

The utilization of finance or accounting software among large enterprises in Europe, shown in 

Appendix E, experienced significant growth from 2014 to 2021, reflecting a broader trend 
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toward digitalization and automation of financial processes. Sweden emerged as a leader in this 

regard, with an increase from 13.8% to 56.1%, followed closely by Finland, Italy, and Belgium, 

all showing substantial improvements in adopting finance or accounting software within their 

large enterprises. Other countries, such as Ireland, the Netherlands, and Malta, also 

demonstrated noteworthy increases, underlining the importance of these software solutions in 

optimizing financial management and reporting. Despite the overall positive trend, there were 

variations across countries, with some, like Slovenia and Bulgaria, showing comparatively 

lower adoption rates. This data highlights the growing recognition among large enterprises of 

the benefits of finance or accounting software in enhancing efficiency, accuracy, and 

compliance in financial operations, thereby contributing to improved decision-making and 

business performance. 

From 2014 to 2021, Appendix F showed that there was a noteworthy surge in finance and 

accounting software use among SMEs throughout the EU. This suggests that more SMEs 

recognize the significance of digital tools when managing financial processes. Sweden saw the 

highest increase, jumping from 14.7% to 55.0%. Finland, Estonia, and the Netherlands also 

experienced substantial growth in finance and accounting software adoption. Denmark, Italy, 

and Ireland showed significant improvements as well. However, there were disparities among 

countries, with some, such as Bulgaria and Romania, exhibiting lower adoption rates. This data 

underscores the mounting awareness among SMEs of the benefits of finance and accounting 

software. 

Adoption of Office software among Large Enterprises and SMEs 

The data collected from 2014 to 2021 presended in Appendex G indicates a significant increase 

in office software usage among large enterprises in Europe. This reflects the widespread 

acknowledgment of the value of software in enhancing efficiency and productivity. Finland 

emerged as the leader in this regard, with a remarkable surge from 22.2% to 87.0%. Sweden, 

Italy, and Belgium followed closely, experiencing significant growth in the implementation of 

office software within their large enterprises. Other countries, such as Cyprus, Ireland, and 

Denmark, also showed noteworthy increases, highlighting the growing reliance of large 

enterprises on digital solutions for office productivity. However, there were variations across 

countries, with some countries like Romania and Bulgaria displaying comparatively lower 

adoption rates. 
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Between 2014 and 2021, there was a significant increase in the use of office software among 

SMEs in the EU, indicating the growing importance of digital tools in enhancing productivity 

and collaboration as depicted in Appendix H. Sweden saw the most remarkable growth, with 

adoption rates rising from 12.4% to 52.9%, followed closely by Finland, Estonia, and the 

Netherlands, with all three countries experiencing substantial growth in office software 

implementation within their SME sectors. Denmark, Ireland, and Malta also showed 

considerable improvements, highlighting the increasing reliance of SMEs on digital solutions 

for office productivity. However, there were variations across countries, with some countries, 

such as Bulgaria and Romania, displaying relatively lower adoption rates. 

4.2. Cloud Insights 

Based on the Eurostat data analysis results, nine countries were chosen for document analysis 

according to their ranks in cloud usage within the EU27. Sweden, Finland, and Denmark were 

chosen as the top countries in CC adoption within the European Union (EU), with the highest 

usage levels. In addition to these countries, the analysis also included the Netherlands, Italy, 

and Czechia, which had moderate usage levels, and Greece, Romania, and Bulgaria, which had 

lower usage levels, to represent a diverse range of adoption rates. This approach offers essential 

perspectives on EU cloud implementation opportunities and obstacles.  

4.2.1. Selected Papers for Cloud Adoption 

During the document analysis using the PRISMA framework, 75 papers were selected for 

review, as shown in Graph 16. Different countries contributed these papers, with Italy (IT) 

having the highest number of papers, totaling 17, followed by Sweden (SE) with 16 papers. 

Finland (FI) and the Netherlands (NL) each had 8 papers selected for analysis. Denmark (DK) 

contributed 3 papers, while Czechia (CZ) and Greece (EL) provided 6 and 7 papers, 

respectively. Romania (RO) had 9 papers included in the analysis, while Bulgaria (BG) had the 

lowest representation with only 1 paper. This distribution highlights the diverse geographical 

origins of the research included in the document analysis, reflecting a broad spectrum of 

contributions from multiple countries within the scope of the PRISMA review. 
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Graph 16: Selected papers 

Source: Author’s own creation 

4.2.2. Paper Contributions 

The number of papers discussing the benefits and challenges of CC varied over the years, as 

shown by the provided data. In 2014, the highest number of papers, 12 in total, were 

contributed, indicating a significant focus on understanding and exploring the potential 

advantages and obstacles associated with CC during that period. Subsequent years also saw 

substantial contributions, with 2013 and 2017 accounting for 9 and 11 papers, respectively. 

However, fewer papers were published in later years, with 2018, 2020, and 2021 each yielding 

only 4 papers. These fluctuations in paper distribution may reflect changes in research interests, 

technological advancements, and emerging trends within the field of cloud computing. During 

the years 2014 and 2015, CC was already becoming a popular trend. Research emphasized its 

significance in providing IT services and its potential impact on various industries. In 2014, a 

study discussed the framework of the cloud environment, different cloud models, current 

technologies, and trends in the cloud space.  
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Graph 17: Distribution of papers discussing cloud benefits and challenges between 2013 and 2023  

Source: Author’s own creation 

The distribution of paper contributions across various activities in the context of cloud adoption 

in the EU provides insights into the focus areas and interests of researchers in this field is shown 

in Appendix I . The highest number of papers, totaling 21, were dedicated to IT-related 

activities, indicating a substantial emphasis on the technical aspects and implementation of 

cloud technologies within the information technology sector. Additionally, administrative and 

support service activities, represented by 16 papers, highlight the importance of addressing 

operational and organizational challenges associated with cloud adoption.  

Professional, scientific, and technical activities, along with healthcare, each contributed 11 and 

5 papers, respectively, underscoring the relevance of cloud technologies in various professional 

domains and their potential impact on healthcare service delivery. Finally, finance, trading, and 

education had 4 papers dedicated to understanding the implications of cloud adoption within 

these sectors, indicating a growing interest in leveraging cloud solutions to enhance operational 

efficiency and innovation.  
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Graph 18: Paper contribution related to activities   

Source: Author’s own creation 

4.2.3. Benefits 

Through a comprehensive search, as depicted in Appendix J, nine key benefits emerged from 

selected research papers by applying the Ground Theory. These benefits include 

Communication, Collaboration, Data Sharing Accessibility and Availability, Cost Reduction, 

Scalability and Flexibility, Environmental Friendliness, Management and Optimization, 

Security and Support User Experience, and Business Opportunities.  

Communication, collaboration, and data sharing  

Cloud computing enables enhanced communication, collaboration, and remote learning 

opportunities, fostering collaboration across multiple organizations. It simplifies data storage, 

management, and sharing, ensuring data availability and facilitating the sharing of learning 

materials among professionals. Moreover, it enables federated storage, reduces data 

duplication, improves data access efficiency, and provides ample storage space. It allows easy 

access to stored data, promotes information sharing, and grants authorized employees access 

to stored information, enhancing overall data accessibility and collaboration. 

Accessibility and Availability 

It refers to the seamless access and availability of recorded data for analysis, post-processing 

procedures, and integration across various systems. This encompasses providing instant data 

access, enabling users to retrieve information promptly for their needs. Moreover, it involves 
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access from any location, removing restrictions on the type of device connected to the internet, 

and ensuring data can be accessed efficiently regardless of the user's location or device. 

Cost Reduction 

It encompasses various aspects that lead to lower total costs, increased cost-effectiveness, and 

potential for significant savings. It involves minimizing maintenance, upgrade, and startup 

costs, ensuring predictable costs, and significantly reducing overall expenses while enhancing 

services. CC offers the potential for reduced investment in hardware and software, thereby 

lowering financial constraints and increasing operational efficiency. Additionally, cost 

reduction in CC can lead to decreased ICT employees, as tasks are streamlined and automated, 

contributing to overall efficiency and cost-effectiveness in managing IT resources.  

Scalability and Flexibility 

It refers to the system's ability to adapt and expand according to changing demands and 

requirements. It involves the scalability and strategic flexibility of cloud-based deployment, 

services, and resource utilization, allowing for efficient allocation and utilization of 

computational resources based on demand. This scalability and flexibility enable interactive 

analysis, parallelization of computing activities, and real-time processing, optimizing the 

overall efficiency of the computing system through on-demand computing allocation. 

Additionally, it facilitates customization, real-time monitoring, and analysis, enhancing the 

system's agility, interoperability, and efficiency in distributing computational tasks. The 

flexibility and scalability of cloud-based deployment support the evolution in ICT delivery and 

offer the potential for higher profitability through strategies like high-frequency trading (HFT), 

ease of implementation, and entry into new markets and sectors, showcasing the adaptability 

and efficiency of CC solutions. 

Environmentally Friendly 

Environmentally friendly refers to products, services, practices, or technologies with minimal 

negative environmental impact. These solutions are designed to reduce energy consumption, 

minimize waste generation, lower carbon emissions, and promote sustainability. 

Management and Optimization 

It includes features that enhance monitoring, resource utilization, and operational efficiency. It 

enables enhanced monitoring and management for service delivery optimization, resource 
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monitoring, and business continuity, improving operational management and infrastructure 

efficiency. Cloud services reduce the demand for internal competency, increase resource 

utilization and productivity, and streamline business processes, ultimately enhancing efficiency 

and competitiveness. Additionally, CC facilitates rapid deployment, time-saving, and 

centralized management of multiple infrastructures, promoting efficiency, reliability, and 

automation of data processes. It also provides real-time data analysis capabilities, increased 

speed in trading, and the potential for reducing the number of applications, leading to 

productivity improvements and simplifying business processes. Cloud solutions support 

business processes, offer new opportunities, enhance functionality, and enable centralized 

monitoring, ensuring efficient use of ICT resources and increased productivity across various 

operations. 

Security and Support 

It enhances data security, adequate IT support, and overall system reliability. It ensures 

enhanced data security by enforcing security measures across multiple cloud environments, 

disaster recovery capabilities, and secure data communication. This benefit includes features 

like increased user confidence through trust-building measures, automatic updates and new 

versions of programs, online technical support, and the elimination of system failure risks. By 

providing a robust security framework, reliable IT support, and proactive measures to mitigate 

risks, cloud services offer a secure and well-supported environment for data management and 

operations, ultimately enhancing overall system resilience and user satisfaction. 

User Interface 

It involves providing an improved user experience through more attractive services, a user-

friendly web interface for accessing synchronized data, and executing post-processing 

operations. Cloud services eliminate the need for installation and maintenance, offering ready-

to-use functionality and data migration tools that enhance users' perceived ease of use and 

usefulness. Additionally, CC increases citizens' engagement by providing improved services 

and a user-friendly interface, ultimately streamlining processes, reducing the need for internal 

competence, and ensuring a seamless and efficient user experience. 

Business Opportunities 

These opportunities include faster time to market, providing competitive advantages, and 

creating strategic opportunities for innovation. CC offers increased opportunities for innovation 
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and rapid innovation, supporting business processes, simplifying growth periods, and enabling 

quality improvement. Moreover, it facilitates market expansion, increases market potential, and 

allows entry into new markets and sectors, enhancing the organization's competitive edge and 

relative advantage. Cloud services also provide learning opportunities, access to venture 

capital, and the ability for SMEs to exploit business opportunities across national borders, 

ultimately leading to a more significant number of customers and an enhanced market potential 

for organizations embracing cloud technologies. Table 1 depicts which papers described 

specific benefits. 

 

 

Graph 19: Papers describing cloud benefits 

Source: Author’s own creation 

The papers describing the mentioned benefits processed by Appendix K are shown in Graph 

19. One significant advantage is scalability and flexibility, acknowledged in 60 papers, 

enabling executives to adapt quickly to changing market conditions and deploy new services 

efficiently. Management and optimization, cited in 55 papers, empower middle managers to 

streamline workflows and make informed decisions using advanced analytics tools. 

Accessibility and availability, highlighted in 49 papers, provide frontline managers remote 

access to essential business applications, fostering flexibility and responsiveness.  

Additionally, cloud solutions contribute to cost reduction, recognized in 47 papers, by 

eliminating the need for large upfront investments in IT infrastructure. Furthermore, cloud 

technologies open up new business opportunities, as mentioned in 21 papers, enabling 
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organizations to innovate and stay competitive in the market. Communication, collaboration, 

and data sharing, emphasized in 19 papers, facilitate seamless teamwork across teams 

regardless of geographical location. Moreover, cloud-based user experiences, as noted in 16 

papers, enhance operational staff productivity by providing intuitive and efficient tools. 

Security and support, acknowledged in 11 papers, ensure the protection of sensitive data and 

assist in managing cloud environments. Finally, CC is environmentally friendly, recognized in 

8 papers, as it reduces the carbon footprint associated with traditional on-premises IT 

infrastructure.  

Figure 9 categorizes cloud advantages into three planning levels to better understand and 

leverage these benefits: Strategic, Managerial, and Operational (Organizational Planning in 3 

levels:Strategic, Tactical, Operational). Each level encompasses distinct aspects of cloud 

adoption and offers unique opportunities for organizations to enhance their business operations 

and achieve their strategic objectives. Strategic decision-making involves high-level, long-term 

choices that impact the overall direction and objectives of the organization. This includes 

decisions around defining the company's mission and vision, determining competitive strategy, 

allocating resources, and making major structural changes. The managerial level is concerned 

with implementing strategic decisions within specific departments or functional areas of an 

organization (Morris et al. 2016). The operational level involves executing day-to-day activities 

and tasks within an organization (Trad, Kalpic 2013). 

 

Figure 9: Cloud computing benefits hierarchical 

Source: Author’s own creation 

At the Strategic level, the primary benefit highlighted is the creation of new business 

opportunities. Cloud computing can open new avenues for businesses to explore and expand 
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(Zied Milian, de Mesquita Spinola, de Paula Pessoa 2015). Organizations can leverage cloud 

technologies to innovate their products or services, enter new markets, and stay competitive in 

today's dynamic business environment (Xue, Xin 2016). Cloud computing can reduce the 

carbon footprint (Singh, Mishra, Ali, Shukla, Shankar 2015) by minimizing hardware usage. 

Organizations can reduce energy consumption, lower emissions, and contribute to 

sustainability efforts by migrating to cloud-based infrastructure (Xu, Buyya 2020). 

The Managerial level lists three key benefits: 

1. Cost Reduction: Refers to the potential savings in IT costs due to the pay-as-you-go model 

typically offered by cloud service providers. Organizations can achieve cost savings by 

avoiding upfront investments in hardware, reducing maintenance expenses, and 

optimizing resource usage. 

2. Management and Optimization: Cloud computing allows for better resource management 

and process optimization. Organizations can streamline IT operations, automate 

workflows, and improve efficiency by leveraging cloud-based management tools and 

analytics. 

3. Scalability and Flexibility: Cloud services can be easily scaled up or down based on 

business needs and offer flexibility regarding software and infrastructure. Organizations 

can quickly adapt to changing demands, handle peak workloads efficiently, and innovate 

more rapidly. 

At the Operational level, the benefits include: 

1. Accessibility and Availability: Cloud services can be accessed anytime, anywhere, 

ensuring high availability. Organizations can provide seamless access to applications and 

data for employees, customers, and partners, increasing productivity and customer 

satisfaction. 

2. Communication, Collaboration, and Data Sharing: Cloud computing enhances 

collaboration by allowing easy sharing and access to data. Organizations can foster 

teamwork, improve communication, and accelerate decision-making by leveraging cloud-

based collaboration tools and shared data repositories. 

3. Improved User Experience: Cloud computing often provides user-friendly interfaces and 

seamless experiences. Organizations can enhance user satisfaction, engagement, and 

retention by delivering intuitive and responsive applications, services, and digital 

experiences. 
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4. Security and Support: Indicates that cloud providers typically offer robust security 

measures and round-the-clock support services. Organizations can ensure their data and 

applications' confidentiality, integrity, and availability by leveraging cloud security 

features and accessing expert support resources. 

Cloud computing provides various benefits to different management levels, ultimately leading 

to increased agility, efficiency, and competitiveness for the organization as a whole. 

4.2.4. Obstacles – Challenges and Barriers 

Through a systematic analysis of existing literature and empirical evidence, nine distinct 

challenges emerge, encapsulating the complexities and impediments inherent in cloud adoption 

initiatives. These challenges are Data Privacy and Security, Organizational Readiness and 

Knowledge, SLA Issues, Trust and Vendor Related Issues, Technical Challenges and 

Complexity, Cost and Financial Concerns, System availability and Performance, Data 

Migration and Handling, and Governance and Control as shown in Appendix L.  

Data Privacy and Security 

This challenge encompasses the confidentiality, integrity, and privacy of stored data. It involves 

navigating complex regulatory requirements and uncertainties surrounding data location, 

which can result in potential security breaches, data loss, and account hijacking. Additionally, 

it includes identity theft risks, adapting to new attack strategies, designing secure applications, 

safeguarding against malicious attacks, maintaining system integrity, preventing data leakage, 

addressing shared vulnerabilities, and dealing with social engineering tactics. This obstacle 

also includes data privacy and protection, physical security (Chandrasegaran et al., 2017), lost 

or stolen backups, compromise of security logs, infrastructural, economic, legal, and 

organizational cultural barriers, security and compatibility issues, and overall data security and 

privacy concerns. Therefore, compliance with regulations and transparency about data location 

is essential to ensure overall data security and privacy. 

Organizational Readiness and Knowledge 

This cloud obstacle includes challenges related to the competence and preparedness required 

for cloud adoption within organizations (Yang et al., 2019). It involves issues such as a lack of 

IT expertise, difficulties determining total ownership and benefits realization costs, the need 

for updated guidelines, and a centralized approach to cloud services consumption. Additionally, 

it involves challenges such as resistance from business stakeholders, unclear benefits 
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realization, difficulty maintaining currency, infrastructure readiness, lack of experts, and the 

requirement for extensive analysis for appropriate cloud deployment (Suganya, Sasipraba 

2022). It highlights the lack of readiness in some European countries for cloud adoption and 

the absence of support or training from cloud service providers (Yang et al., 2019) 

SLA Issues  

It is related to Service Level Agreement (SLA) specifications and reliability within cloud 

computing, including difficulties in effectively implementing SLAs (Dawson et al., 2023), 

concerns about the complexity of SLAs leading to trust issues, and challenges associated with 

ensuring the reliability and fulfillment of SLA specifications. Furthermore, it involves issues 

such as missing features or services in SLAs, which can impact the quality and performance of 

cloud services. Addressing these obstacles is critical to ensuring that cloud service providers 

and consumers have transparent, reliable, and trustworthy agreements that meet the required 

service levels and expectations.  

Trust and Vendor Issues 

It covers various concerns about trust, security, and quality when dealing with cloud service 

providers. These concerns include worries about providers' reliability, potential risks of identity 

theft, and concerns about the complexity of trust and interoperability of services. Additionally, 

it involves compliance with regulations, legal requirements, data privacy laws, and issues 

related to reliability, system availability, and downtime. Other challenges within this obstacle 

include vendor dependency, the need for trust-building measures, risks of isolation from cloud 

providers, and the lack of support or training from service providers.  

Technical Challenges and Complexity 

This covers a range of issues related to the technical aspects of cloud computing. These 

challenges include dependability, network provisioning, monitoring, and the complexity of 

integrating with existing applications and systems. Additionally, technical weaknesses and 

obstacles to implementation, quality of network communication, bandwidth, and connection 

speed, lack of interoperability between systems, complexity of measurement and resource 

overhead, integration challenges with diverse operating systems and hardware platforms, lack 

of standards, customization limitations, migration complexity, network dependency, and the 

continuously evolving nature of cloud services contribute to the technical challenges and 

complexity in cloud computing.  
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Cost and Financial Concerns  

It relates to various challenges related to the financial aspects of cloud computing, including 

uncertainties surrounding the payment model and concerns about costs, financial burdens, and 

limitations in achieving cost savings, especially for small and medium-sized companies. 

Additionally, it involves challenges in cost management, economic value considerations, and 

potential uncertainties or concerns regarding cost savings when transitioning existing IT 

structures to cloud computing.  

System Availability and Performance 

It encompasses various challenges related to cloud services' availability, reliability, and 

performance concerning performance variability, service availability breaches, system 

downtime, outlier execution times, potential variability in cloud service performance, and the 

need to ensure continuous execution and availability of functionalities for services. 

Additionally, it involves issues such as data availability concerns, dependability, ensuring 

Quality of Service (quality of service), network performance variability, natural disaster 

recovery, reporting and support for storage provisioning errors, and addressing slow response 

times.  

Data Migration and Handling 

This is related to efficiently managing data storage, migration, deletion, and handling within 

CC environments. This obstacle involves complexities associated with migration processes, 

including integration with diverse operating systems, ensuring seamless data transfer, and 

addressing the handling of large volumes of data. Challenges such as data storage optimization, 

secure and efficient data migration, proper data deletion practices, and managing vast amounts 

of data pose significant hurdles that must be carefully addressed to ensure data integrity, 

security, and efficiency in cloud environments. 

Governance and Control 

It includes challenges related to the loss of governance and control over IT resources, 

uncertainties regarding data center location and service availability, dependence on service 

providers, and risks associated with changes in jurisdiction and liability obligations. This 

obstacle also includes concerns about auditors and government agencies not fully supporting 

cloud computing, data ownership issues, lack of control over data processing and maintenance, 

and the need to adapt governance models to address legal, contractual, and regulatory 
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limitations. Additionally, it involves challenges such as the risk of controlling information, 

decreased control over systems when transitioning to the cloud, lack of cloud-specific criteria 

in auditing tools, and the necessity for better legislation, consolidation, and standardization to 

enhance governance and control in cloud environments. 

Table 2 provides detailed information about the papers that described cloud challenges and 

barriers. Organizations encounter various obstacles when adopting cloud computing, as 

highlighted in numerous research papers, as shown in Graph 20. Data privacy and security, 

cited in 50 papers, are the most among these challenges, indicating a pervasive concern 

regarding protecting sensitive information in the cloud environment. As noted in 33 papers, 

governance and control pose another significant hurdle, emphasizing the need for effective 

management and security measures to safeguard infrastructure and data. Ensuring system 

availability and performance, acknowledged in 28 papers, remains critical to maintaining 

uninterrupted operations and meeting service level expectations. Technical challenges and 

complexity, mentioned in 22 papers, arise from integrating cloud services with existing systems 

and managing the intricacies of the cloud environment effectively depicted in Appendix M.  

 

Graph 20: Papers describing cloud obstacles 

Source: Author’s own creation 

Additionally, organizational readiness and knowledge, recognized in 20 papers, underscore the 

importance of equipping users with the necessary skills and processes to adopt cloud services 

successfully. Trust and vendor-related issues, highlighted in 15 papers, include concerns about 

the provider's reputation, reliability, and potential for vendor lock-in, which may impact 

decision-making. Service level agreement (SLA) issues, noted in 13 papers, may arise if 
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providers struggle to meet agreed-upon performance metrics, leading to user dissatisfaction. 

Finally, cost and financial concerns, as well as data migration and handling challenges, each 

cited in 12 papers, further contribute to the complexities associated with cloud adoption. 

Addressing these obstacles requires a comprehensive approach, encompassing robust security 

measures, effective governance frameworks, technical expertise, organizational preparedness, 

and strategic vendor partnerships to unlock the full potential of cloud computing while 

mitigating risks and ensuring success. 

 

 

Figure 10: Cloud computing stakeholder-issues map 

Source: Author’s own creation 

Figure 10 provides an overview of organizational and specific cloud provider and user issues. 

Cloud providers face an organizational issue that impacts their ability to deliver reliable and 

secure services. It includes trust and vendor-related concerns, encompassing worries about the 

provider's reputation, track record, and the potential for vendor lock-in. Service Level 
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Agreement (SLA) issues may arise as a specific issue if the provider struggles to meet the 

agreed-upon performance metrics and service levels, leading to user dissatisfaction. System 

availability and performance are also critical, as users rely on the provider to maintain uptime 

and consistent service performance to ensure uninterrupted operations. 

Cloud users encounter organizational challenges regarding their readiness and knowledge in 

adopting cloud services. This includes having the necessary skills and processes to leverage 

cloud technologies within their organization effectively. Data migration and handling present 

additional hurdles, as users must navigate the complexities of migrating data to the cloud while 

ensuring proper management and security. Users also face specific issues, such as technical 

challenges and complexity that arise from integrating cloud services with existing systems and 

managing the overall cloud environment effectively. Additionally, cost and financial concerns 

are prevalent, as users must manage and control the expenses associated with cloud services to 

ensure they remain within budgetary constraints and deliver value to the organization. 

 

 

  



58 

 

5. DISCUSSION 

This study investigated the landscape of cloud adoption within the EU, focusing on both the 

benefits and challenges that organizations experience. The research employed a mixed methods 

approach, integrating quantitative data analysis with qualitative document analysis using the 

PRISMA framework. Through this comprehensive methodology, several key findings 

emerged, providing insights into the intricate dynamics surrounding cloud adoption in the EU. 

5.1.  Evaluation of Cloud Adoption in the EU 

The landscape of CC adoption across European countries and business sizes from 2014 to 2021 

was analyzed based on the available data provided by Eurostat. Significant growth in cloud 

adoption among large enterprises and SMEs, signaling a shift towards embracing cloud 

technologies as a standard practice.  

The diverse patterns of cloud adoption across various industries were found. Industries with 

higher technological intensity, such as Information and Communication, show remarkable 

increases in adoption rates, underscoring the pivotal role of cloud computing in driving digital 

transformation. However, even sectors traditionally less associated with technology, such as 

Construction and Transportation, are experiencing notable growth in cloud adoption, indicating 

the pervasive influence of cloud technologies across diverse sectors. These findings highlight 

the importance of understanding industry-specific adoption patterns and tailoring strategies to 

suit each sector's unique needs and challenges. Flexibility due to scaling up and down was the 

primary motivation to adopt Clouds for large enterprises and SMEs.   

Insufficient knowledge of cloud computing was identified as a significant barrier for SMEs in 

adopting cloud technology. SMEs often lack the know-how and understanding of the benefits 

that cloud computing can offer, which slows down their adoption process (Parthasarathy, 

Kumar 2016). The discrepancy in concerns between SMEs and large enterprises regarding 

cloud computing can be attributed to resource limitations hindering SMEs' ability to invest in 

understanding CC technology, while larger enterprises prioritize security due to their scale and 

potentially higher stakes.  

The concerns of SMEs regarding poor consistency and inadequate accessibility of cloud 

services may also obstruct the adoption of cloud computing (Kumar, Samalia, Verma 2017). 

This is further supported by the finding that SMEs often face informational and marketing 
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barriers to internationalization (Hosseini et al. 2019). Moreover, due to the past staff shortages 

and costs, SMEs had limitations in engaging in technical innovation (Kamarudin et al. Aziz, 

Kamarudin, Wahab 2022). On the other hand, addressing enterprise security concerns has 

emerged as the biggest challenge for the adoption of Software as a Service (SaaS) applications 

in the cloud (Alghamdi 2021). One of the top security concerns of enterprises is the physical 

location of the data being stored in the cloud, especially if they are located in another country 

(Bisong, M. Rahman 2011).  

The benefits and barriers described in Eurostat data did not cover all countries. This was the 

main motivation for conducting a systematic literature review to explore the detailed factors 

influencing cloud adoption in selected EU countries. Nine benefits and obstacles were 

discovered based on literature reviews using the PRISMA statement. The results from 

document analysis also indicated that scalability and flexibility were the most frequently 

described benefits, while data security and privacy concerns were the most commonly 

mentioned challenges in the literature. 

5.2.  Recommendations 

Based on the analysis of CC adoption trends and the identified benefits and barriers, several 

recommendations can be made to support organizations in their cloud adoption journey: 

Invest in Education and Training 

Due to the importance of having enough knowledge to overcome the challenges of cloud 

adoption, it is recommended that organizations, particularly SMEs, prioritize education and 

training programs. These programs can help improve the understanding of CC concepts, 

benefits, and best practices, enabling employees to make informed decisions and utilize cloud 

technologies effectively (Tehrani, Shirazi 2014). 

Enhance Data Security Measures 

Addressing data security and privacy concerns is crucial for building trust and confidence in 

cloud technologies. Organizations should invest in robust data security measures, such as 

encryption, access controls, and regular security audits, to protect sensitive information stored 

in the cloud. Compliance with relevant data protection regulations, such as the General Data 

Protection Regulation (GDPR) in the EU, should also be ensured (Duncan 2018). 
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Tailor Strategies to Industry Needs 

Organizations should consider the specific requirements and challenges of the industry in 

which they operate to effectively adopt cloud computing. This may involve customizing cloud 

solutions to meet each sector's unique demands and aligning their adoption efforts with industry 

trends and regulations. It is important to recognize that different industries have diverse cloud 

adoption patterns; therefore, a tailored approach is needed for successful implementation (Xu 

2012). 

5.3. Limitations 

The mixed methods approach in research enhances the depth of analysis by combining 

qualitative and quantitative methods.  However, each method has its limitations. Quantitative 

data analysis, while providing statistical rigor, may overlook nuanced qualitative insights 

(Dawadi, Shrestha, Giri 2021). On the other hand, a qualitative method could be influenced by 

researcher subjectivity and interpretation bias (Hussein et al. 2014). Furthermore, as seen in 

some studies, reliance on secondary data sources may restrict the ability to capture real-time or 

context-specific nuances (Zhang et al. 2020) (Melchiorre et al. 2021). 

Scope Restriction 

The search results appear to focus primarily on specific aspects of cloud computing adoption, 

such as barriers, benefits, and adoption factors. This narrow scope may overlook relevant 

evidence from other perspectives or methodologies that could provide a more comprehensive 

understanding of the topic (Brereton et al. 2007). 

5.4. Future Research Direction 

5.4.1.Security and Privacy in Multi-cloud Environments 

With the increasing adoption of multi-cloud architectures, there is a need to examine the 

security and privacy implications of distributing workloads across multiple cloud providers. 

Multi-cloud environments offer flexibility, scalability, and resource optimization but introduce 

challenges related to security and privacy (Mahajan, Khandelwal, K 2020). Encryption plays a 

crucial role in protecting data confidentiality and integrity in multi-cloud scenarios (M, 

Sasipraba 2022). Identity management is essential for securely orchestrating user identities 

across different cloud services (Pillai, Polimetla 2024). Secure multi-party computation 
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(SMPC) enables interactive calculations while preserving data privacy among parties in cloud 

environments (Rajab et al. 2024).  

5.4.2.Sustainability and Green Cloud Computing 

Sustainability is becoming increasingly important in the field of cloud computing. Many 

initiatives are aimed at minimizing the environmental impact of cloud computing and are 

gaining momentum. Cloud providers are focusing on energy efficiency by utilizing advanced 

technologies such as virtualization and resource pooling to optimize energy consumption 

within their data centers. The trend of using renewable energy sources to power these facilities 

is also on the rise, which reduces reliance on fossil fuels and mitigates greenhouse gas 

emissions (Mehta et al. 2021). 

Cloud computing reduces the need for individual organizations to maintain and upgrade on-

premises hardware, leading to decreased e-waste generation(Kumar, Holuszko, Espinosa 2017) 

(Rene et al. 2021). Cloud providers manage and dispose of hardware at the end of its lifecycle, 

often through recycling and refurbishment programs. Strategic data center locations near 

renewable energy sources (Depoorter, Oró, Salom 2015)further contribute to sustainability 

efforts by minimizing energy transmission losses.  

Through green certifications and adherence to environmental standards, cloud providers 

demonstrate their commitment to responsible practices, promoting transparency and 

accountability in their operations (Radu 2017). Moreover, the scalability and flexibility offered 

by cloud services enable organizations to optimize their workloads for energy efficiency, 

dynamically adjusting resource allocation based on demand. By embracing green cloud 

computing, businesses not only reduce their carbon footprint but also drive innovation and 

collaboration in sustainable solutions, contributing to global efforts in combating climate 

change. 
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CONCLUSION 

This thesis explores the benefits and challenges of cloud adoption in the European Union. A 

comprehensive understanding of the subject has been attained through a combination of 

quantitative research, utilizing Eurostat data, and qualitative methods employing the PRISMA 

method for document analysis. 

The quantitative analysis provided valuable insights into the current state of cloud adoption 

across the EU member states, offering statistical evidence to support the growth rates and 

spending patterns based on the enterprise size and time frame. This data-driven approach has 

clearly identified the current state of Cloud Computing in the European Union's business 

landscape compared to 2014. 

The benefits and barriers described in Eurostat data did not cover all countries. This was the 

main motivation for conducting the quantitative findings and the qualitative analysis through 

the PRISMA method to provide a nuanced understanding of the benefits and challenges 

inherent in cloud adoption. It provided to explore the detailed factors influencing cloud 

adoption in selected EU countries. Nine benefits and obstacles were discovered based on the 

document analysis. The results indicated that scalability and flexibility were the most 

frequently described benefits, while data security and privacy concerns were the most 

commonly mentioned challenges in the literature. 

This research underscores the multifaceted nature of cloud adoption within the EU context. It 

highlights the importance of considering quantitative and qualitative perspectives to 

holistically understand the subject. Moving forward, the insights derived from this research can 

inform policymakers, businesses, and stakeholders in navigating the opportunities and 

challenges presented by cloud adoption, ultimately contributing to the advancement of digital 

transformation in the European Union.  
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APPENDIX 

Appendix A: Comparison of Large enterprises’ usage of CRM for 2014 and 2021

 

Source: Author’s own creation 

Appendix B: Comparison of SMEs’ usage of CRM for 2014 and 2021 
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Source: Author’s own creation 

Appendix C: Comparison of Large enterprises’ usage of Email for 2014 and 2021 

  

Source: Author’s own creation 

Appendix D: Comparison of SMEs’ usage of Email for 2014 and 2021 

  

Source: Author’s own creation 
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Appendix E: Comparison of Large enterprises’ usage of Fiance or Accounting software 

for 2014 and 2021 

 

Source: Author’s own creation 

Appendix F: Comparison of SMEs' usage of Email for 2014 and 2021 

 

Source: Author’s own creation 
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Appendix G: Comparison of Large enterprises’ usage of Office software for 2014 and 

2021 

 

Source: Author’s own creation 

 

Appendix H: Comparison of SMEs' usage of Office software for 2014 and 2021 

 

Source: Author’s own creation 
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SE13 * * * *  *   * 

SE14   * * * *    

SE15 * * * *  *    

SE16  * * *  *    

FI1  * * *  *    

FI2 *     *  *  

FI3   *   *  *  

FI4   * *      

FI5   * *   *   

FI6  * * *  *  *  

FI7  *  *   *   

FI8  *  *  *   * 

NL1  *  *  *  * * 

NL2      *  *  

NL3  * * *  *  *  

NL4 * * * *      

NL5   * *      

NL6 * *  *  * *   

NL7 * * * *  *    

NL8   * *  *   * 

DK1  * * *  *   * 

DK2 * * * *      

DK3  * * *      

IT1  * * *  *  *  

IT2  *    *    

IT3  *  *      

IT4  *  *  *    

IT5  *  *  *    

IT6 * *  *  *    

IT7  * * *  *   * 

IT8  * * *     * 
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Appendix L: Obstacles Classification 

Data Privacy and 

Security 

1. Concerns about regulatory requirements such as privacy legislation 

2. Concerns about the security and privacy of data (e.g., not knowing where data are stored) 

3. Data security risks, including breaches, data loss, and account hijacking 

4. Security concerns regarding data confidentiality and integrity 

5. Lack of transparency in security and privacy practices 

6. Losing control of data 

7. Security considerations 

8. Confidentiality 

9. Information security 

10. Potential risks of identity theft 

11. Adaptation to new attack strategies 

12. Designing secure and privacy-preserving EMR cloud-based applications 

13. Dynamic access control to patient EMR data during treatment 

14. Malicious attacks on the cloud provider 
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IT9         * 

IT10  *  *  *    

IT11  *  *  *  *  

IT12   * *   *   

IT13   * *  *    

IT14 *     *  * * 

IT15  *  *  *    

IT16  * * *      

IT17 *    * *   * 

CZ1  * * *  *   * 

CZ2  * * *  *   * 

CZ3  * * *  * *  * 

CZ4    *  * *   

CZ5   * *  *  * * 

CZ6   *  * * * * * 

EL1   *  * * * *  

EL2  * *   * * * * 

EL3 * *  *  *    

EL4   * *  *   * 

EL5   * *      

EL6 *  *   *    

EL7   * * * *   * 

RO1  * * *  *    

RO2  *  *  *    

RO3  * * *      

RO4 * *  *  *  * * 

RO5  * * *  *   * 

RO6   *       

RO7   * * * * *   

RO8 *  *    *   

RO9  * * * * *    

BG1  *  *  *   * 
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15. System integrity 

16. Data leakage 

17. Shared technology vulnerabilities 

18. Other general social engineering 

19. Data privacy and protection 

20. Physical security 

21. Lost or stolen backups 

22. Loss or compromise of security logs 

23. Infrastructural, economic, legal, and organizational cultural barriers 

24. Security and compatibility issues with traditional financial applications 

25. Lack of information on the geographical location of the servers where the data is stored 

Organizational 

Readiness and 

Knowledge 

1. Organizational readiness and competence needed for successful adoption 

2. Lack of IT competence and knowledge regarding cloud computing options 

3. Uncertainty in determining total costs of ownership and benefits realization 

4. Need for updated guidelines and increased awareness among employees 

5. Lack of knowledge and awareness 

6. Need for a centralized approach to cloud services consumption in public administration 

7. Need for updated guidelines and increased awareness among employees regarding cloud 

computing security 

8. Divergence in opinions on definition and business case 

9. Resistance from business 

10. Unclear benefits realization 

11. Need for substantial adaptations 

12. Cultural and contextual influences 

13. Lack of unified approach and extensive bibliometric review 

14. Difficulty in maintaining currency as research themes evolve over time 

15. Infrastructure readiness 

16. ICT organizational changes 

17. Employees’ fears 

18. Lack of experts 

19. Need for extensive and systematic analysis for appropriate cloud deployment and service 

model selection 

20. Lack of readiness in some European countries for cloud adoption 

21. Lack of support or other training from cloud service providers 

SLA Issues 1. SLA specifications and reliability 

2. SLA implementation challenges 

3. Concerns about SLA complexity and trust issues 

4. Missing features or services 

Trust and Vendor 

Related Issues 

1. Trust and security concerns regarding cloud service providers 

2. Perceived security and quality of supplier concerns 

3. Concerns about trust complexity and potential risks of identity theft 

4. Concerns about the trustworthiness of providers and interoperability of services 

5. Compliance with regulations, legal contractual requirements, and data privacy laws 

6. Policy-driven limitations and ambiguity in current instructions and regulations 

7. Reliability and trust issues, including system availability and downtime 

8. Bankrupt service provider 

9. Vendor dependency 

10. Dependence and trust in suppliers 

11. Trust complexity 

12. Need for trust-building measures 

13. Quality of supplier 

14. Risk of isolation from cloud providers 

15. Risks related to outsourcing and sharing 

16. Strong influence of existing market players 

17. Lack of support or other training from cloud service providers 

Technical Challenges 

and Complexity 

1. Dependability, network provisioning, and monitoring challenges 

2. Complexity of integration with existing applications and systems 

3. Technical weaknesses and obstacles to implementation 

4. Quality of network communication, bandwidth, and connection speed 

5. Lack of interoperability and connectivity between systems 

6. Complexity of measurement and resource overhead 

7. Integration challenges with diverse operating systems and hardware platforms 

8. Lack of standards 

9. Lack of customization 

10. Migration complexity 

11. Continuously evolving nature of cloud services 
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12. Capacity limitations of existing infrastructure (VIRVE Radio Network) need for increased 

capacity or alternative transfer channels 

13. Handling large/an enormous volume of data 

14. Need for ultra-fast speed and processing capabilities 

15. Reliance on real-time data feeds 

16. Data collection method limitations 

17. Control and management complexity 

18. Resource consumption 

19. Tool interoperability 

20. Potential complexity in the migration process 

21. Technical resource-sharing isolation problems 

22. Cloud cross-compatibility 

23. Integration of complex solutions 

24. Interoperability of different systems 

25. Data management and processing optimization 

26. Integration with diverse operating systems and hardware platforms 

27. Integration with Cloud frameworks 

28. Data transfer across Grid and Cloud resources 

29. Adoption and integration with existing systems 

30. Managing and maintaining cloud-based infrastructure 

31. Dependency on internet connectivity 

32. Limited customization options 

33. Limited integration options 

34. Missing features or services 

35. Transition from existing monolithic applications 

36. Administration of more cloud services 

37. Little flexibility of cloud computing 

38. Complexity of developing a private cloud 

39. Issues related to access to a secure and high-speed Internet connection to access data stored 

in the cloud 

40. Users’ concerns regarding the applications integrated into the cloud 

Cost and Financial 

Concerns 

1. Payment model uncertainty and concerns about costs 

2. Financial burden and limitations in cost savings, particularly for small and medium-sized 

companies 

3. Cost management challenges and economic value considerations 

4. Cost and constraints 

5. Potential uncertainty or concerns regarding cost savings for small and medium-sized 

companies transitioning existing IT structure to Cloud Computing 

System Availability 

and Performance 

1. Performance variability and concerns about service availability breaches 

2. System availability 

3. Service downtime 

4. Availability and reliability 

5. Outlier execution times 

6. Potential variability in cloud service performance 

7. Ensuring continuous execution and availability of functionalities for services 

8. Data availability concerns 

9. Dependability 

10. Ensuring QoS (Quality of Service) 

11. Network performance variability 

12. Natural disaster recovery 

13. Reporting and support for storage provisioning errors 

14. Slow response time 

Data Migration and 

Handling 

1. Challenges related to data storage, deletion, and migration 

2. Complexity of migration processes and integration with diverse operating systems 

3. Handling an enormous volume of data 

Governance and 

Control 

1. Loss of governance and control over IT resources 

2. Uncertainty and challenges related to datacenter location and service availability 

3. Dependence on service providers 

4. Risks related to changes in jurisdiction and liability obligations 

5. Auditors and government agencies not supporting cloud computing 

6. Data ownership issues 

7. Lack of control over data processing and maintenance 

8. Concerns about losing control of data 

9. Integration of risk management culture 

10. Legal contractual requirements 

11. Environmental impact 
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12. Regulatory and control limitations 

13. Local social and environmental effects 

14. Adaptation of governance models 

15. Legal and contractual issues 

16. Risk of controlling information 

17. Lack of full control over data processing and maintenance 

18. Legal compliance 

19. The lack of cloud-specific criteria in auditing tools increases uncertainty in adoption 

20. Decreased control over the system when moving to the cloud 

21. Individualized use of applications by authorities over time 

22. Lack of data analysis skills 

23. Need for organizational culture shift towards a data-driven mindset 

24. Potential time investment in acquiring the necessary skills 

25. Potential limitations in strategy selection and implementation 

26. Governance complexities 

27. Need for better legislation 

28. Need for consolidation and standardization 

29. Limitations in relational governance 

30. Legal risks resulting from changes of jurisdiction 

31. Liability or obligation of the CSP in case of loss of data 

32. Responsibility of CSP in case of business interruption 

33. Potential risks related to cloud infrastructures and data management 

34. Loss of governance 

35. Lack of control over IT resources 

36. Management and control of cloud computing 

37. Policy-driven limitations 

Appendix M: Papers described cloud obstacles 
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BG1  *
        

 

 


