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Abstract

One of the most innovative technologies in computer networks - Software De-
fined Networking - has brought programmability into this, traditionally static
and inflexible field. The programmability allows efficient implementation of new
functionalities into modern networks, which can have dynamically evolving re-
quirements. The typical example of such networks is an IoT network and its
security requirements. An IoT network can be composed from smart buildings,
smart homes, smart grids, smart mobility, and it can even interconnect all these
fields into a large scale smart city network. Correct functionality of such a net-
work is then critical as many areas of real life depend on it. Moreover, this
network needs to dynamically evolve in future. Software Defined Networking is
an ideal technology to realize these requirements and to efficiently enhance the
security of these networks.

Use of Software Defined Networking in critical networks such as smart cities,
depends on safe and functional control applications. This thesis proposes a
blueprint for an effective development and implementation of such applications.
The blueprint describes a 6-step development process, which gives a general guide
of how to progress with the application development with security in mind. The
blueprint then focuses mostly on the second phase - analysis - as it summarizes
and presents a list of application requirements. Finally, the blueprint analyses the
most common security threats and proposes approaches to mitigate these threats
by Software Defined Networks. In the last part of the thesis, the blueprint is
verified on a use case application of a smart city protection system, specifically
developed for this purpose.

Keywords

Application blueprint, application development, attacks, Internet of Things, IoT
security, OpenFlow, protection system, security design, security threats, smart
cities, Software Defined Networks.



Název práce

Využit́ı SDN pro zlepšeńı zabezpečeńı IoT

Anotace

Jedna z nejv́ıce inovativńıch technologíı poč́ıtačových śıt́ı - softwarově defino-
vané śıtě - přinesla programovatelnost do této jinak tradičně statické a neflexi-
bilńı oblasti. Tato programovatelnost umožňuje efektivńı implementaci nových
funkcionalit do moderńıch poč́ıtačových śıt́ı, které mohou mı́t dynamicky se
měńıćı požadavky. Typickým př́ıkladem jsou śıtě Internetu věćı a jejich požadavky
na bezpečnost. Śıtě Internetu věćı mohou obsahovat chytré budovy, chytré domác-
nosti, śıtě pro chytrou mobilitu a śıtě typu smart grid. Všechny tyto oblasti mo-
hou nav́ıc být propojeny do jedné velké śıtě chytrého města. Na té pak záviśı
mnoho oblast́ı reálného života, a proto je jej́ı správná funkcionalita kritická. S t́ım
souviśı i možnost dynamického budoućıho rozvoje této śıtě. Softwarově defino-
vané śıtě jsou ideálńı technologíı pro realizaci těchto požadavk̊u včetně efektivńıho
zlepšeńı bezpečnosti.

Využit́ı softwarově definovaných śıt́ı v kritických śıt́ıch, jako jsou chytrá města,
záviśı na korektńı funkcionalitě kontrolńıch aplikaćı. Tato práce předkládá plán
postupu efektivńıho vývoje a implementace právě takových aplikaćı. Tento plán
v šesti kroćıch popisuje doporučený postup vývoje aplikaćı s d̊urazem na bezpeč-
nost. Plán se soustřed́ı zejména na druhý krok - analýzu, ve které předkládá
souhrn požadavk̊u na aplikace. Analyzuje také typické bezpečnostńı hrozby
včetně zp̊usob̊u jejich eliminace s použit́ım softwarově definovaných śıt́ı. V po-
sledńı části práce je tento plán otestován na ukázkové aplikaci systému pro
zabezpečeńı chytrých měst, která byla vyvinuta specificky pro tento účel.

Kĺıčová slova

Bezpečnost IoT, bezpečnostńı hrozby, bezpečnostńı systém, chytrá města, Inter-
net věćı, návrh bezpečnosti, OpenFlow, plán vývoje aplikaćı, softwarově defino-
vané śıtě, útoky, vývoj aplikaćı.



Contents

List of Figures and Tables 9

List of Abbreviations 10

1 Introduction 14

2 Theoretical Background 16
2.1 Software Defined Networking . . . . . . . . . . . . . . . . . . . . . 16

2.1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.1.2 SDN History . . . . . . . . . . . . . . . . . . . . . . . . . 18
2.1.3 Existing SDN Deployments . . . . . . . . . . . . . . . . . 19
2.1.4 SDN Architecture . . . . . . . . . . . . . . . . . . . . . . . 21
2.1.5 OpenFlow . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

2.2 SDN Related Concepts . . . . . . . . . . . . . . . . . . . . . . . . 30
2.2.1 Hybrid SDN . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.2.2 SDN Related Protocols . . . . . . . . . . . . . . . . . . . . 31
2.2.3 Network Function Virtualization . . . . . . . . . . . . . . . 33
2.2.4 Programmable Data Plane . . . . . . . . . . . . . . . . . . 36

2.3 Internet of Things . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
2.3.1 IoT Architecture . . . . . . . . . . . . . . . . . . . . . . . 37
2.3.2 Other IoT Architectures . . . . . . . . . . . . . . . . . . . 41
2.3.3 Future of IoT . . . . . . . . . . . . . . . . . . . . . . . . . 41

2.4 IoT Application Domains . . . . . . . . . . . . . . . . . . . . . . . 43
2.4.1 Smart Cities . . . . . . . . . . . . . . . . . . . . . . . . . . 45
2.4.2 Smart City Domains . . . . . . . . . . . . . . . . . . . . . 48
2.4.3 Smart Mobility . . . . . . . . . . . . . . . . . . . . . . . . 50

3 Related Work 52
3.1 General SDN Research . . . . . . . . . . . . . . . . . . . . . . . . 52
3.2 SDN in Internet of Things . . . . . . . . . . . . . . . . . . . . . . 53
3.3 SDN in Specific IoT Areas . . . . . . . . . . . . . . . . . . . . . . 55

3.3.1 SDN in Smart Cities . . . . . . . . . . . . . . . . . . . . . 55
3.3.2 SDN in Smart Grid Networks . . . . . . . . . . . . . . . . 56
3.3.3 SDN in Smart Homes . . . . . . . . . . . . . . . . . . . . . 58
3.3.4 SDN in Smart Mobility . . . . . . . . . . . . . . . . . . . . 58

3.4 SDN in Data Centres and Clouds . . . . . . . . . . . . . . . . . . 59

4 Thesis Objectives 62
4.1 Finding SDN Research Gap - Security . . . . . . . . . . . . . . . 62
4.2 Narrowing Research Scope . . . . . . . . . . . . . . . . . . . . . . 62

4.2.1 SDN Applicability in IoT Application Domains . . . . . . 62
4.2.2 Smart City as Area of IoT . . . . . . . . . . . . . . . . . . 64
4.2.3 Aim of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.3 Thesis Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
4.3.1 Traditional Networks Security Approach in SCs . . . . . . 66
4.3.2 SDN Security Approach in SCs . . . . . . . . . . . . . . . 68

6



4.4 Thesis Goals and Contribution . . . . . . . . . . . . . . . . . . . . 68
4.4.1 Thesis Goals . . . . . . . . . . . . . . . . . . . . . . . . . . 68
4.4.2 Thesis Contribution . . . . . . . . . . . . . . . . . . . . . . 69

5 Analysis of Smart Cities 71
5.1 Smart Cities Architecture . . . . . . . . . . . . . . . . . . . . . . 71

5.1.1 Smart Buildings Architecture . . . . . . . . . . . . . . . . 71
5.1.2 Smart Grids Architecture . . . . . . . . . . . . . . . . . . 72
5.1.3 Smart Homes Architecture . . . . . . . . . . . . . . . . . . 75
5.1.4 Smart Mobility Architecture . . . . . . . . . . . . . . . . . 76

5.2 Analysis of SC Communication Protocols . . . . . . . . . . . . . . 78
5.2.1 Smart City L2 Protocols . . . . . . . . . . . . . . . . . . . 78
5.2.2 SC Domain Specific L2 Protocols . . . . . . . . . . . . . . 85
5.2.3 Smart City L7 Protocols . . . . . . . . . . . . . . . . . . . 87
5.2.4 Smart City Security Protocols . . . . . . . . . . . . . . . . 89
5.2.5 Summary of Analysis . . . . . . . . . . . . . . . . . . . . . 90

5.3 Security Analysis of Smart Cities . . . . . . . . . . . . . . . . . . 91
5.3.1 Attacks on SC Applications . . . . . . . . . . . . . . . . . 92
5.3.2 Privacy Issues . . . . . . . . . . . . . . . . . . . . . . . . . 95
5.3.3 Security Threats . . . . . . . . . . . . . . . . . . . . . . . 99

5.4 Smart City Control Applications . . . . . . . . . . . . . . . . . . 105
5.4.1 Requirements for General SC Applications . . . . . . . . . 105
5.4.2 Other Issues . . . . . . . . . . . . . . . . . . . . . . . . . . 111

6 The Blueprint 113
6.1 Application Development Process . . . . . . . . . . . . . . . . . . 113

6.1.1 Security Life Cycle . . . . . . . . . . . . . . . . . . . . . . 116
6.2 SSC-SDNA Requirements . . . . . . . . . . . . . . . . . . . . . . 117
6.3 Real Deployment Performance Verification . . . . . . . . . . . . . 126

6.3.1 Real Deployment Performance Baseline . . . . . . . . . . . 129
6.4 Specific Security Threat Protections . . . . . . . . . . . . . . . . . 131

7 SC Protection System 137
7.1 Use Case Smart City . . . . . . . . . . . . . . . . . . . . . . . . . 137

7.1.1 Smart City Introduction . . . . . . . . . . . . . . . . . . . 137
7.1.2 Smart City Topology . . . . . . . . . . . . . . . . . . . . . 138

7.2 SCPS Development Process . . . . . . . . . . . . . . . . . . . . . 142
7.2.1 Planning Phase . . . . . . . . . . . . . . . . . . . . . . . . 142
7.2.2 Analysis Phase . . . . . . . . . . . . . . . . . . . . . . . . 142
7.2.3 Design Phase . . . . . . . . . . . . . . . . . . . . . . . . . 144
7.2.4 Implementation Phase . . . . . . . . . . . . . . . . . . . . 145
7.2.5 Testing, Integration, and Maintenance Phases . . . . . . . 145
7.2.6 Security Life Cycle . . . . . . . . . . . . . . . . . . . . . . 145
7.2.7 SCPS Architecture . . . . . . . . . . . . . . . . . . . . . . 145

7.3 Application Implementation . . . . . . . . . . . . . . . . . . . . . 150
7.3.1 Used Tools . . . . . . . . . . . . . . . . . . . . . . . . . . . 150
7.3.2 File Structure . . . . . . . . . . . . . . . . . . . . . . . . . 151
7.3.3 Running SCPS . . . . . . . . . . . . . . . . . . . . . . . . 152

7.4 SCPS Functionality . . . . . . . . . . . . . . . . . . . . . . . . . . 152

7



7.4.1 Web Application Model . . . . . . . . . . . . . . . . . . . 153
7.4.2 Security Modules . . . . . . . . . . . . . . . . . . . . . . . 154

7.5 SCPS Verification . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
7.5.1 Throughput Performance . . . . . . . . . . . . . . . . . . . 159
7.5.2 SCPS Performance - Latency . . . . . . . . . . . . . . . . 161
7.5.3 SCPS Protection Modules Performance . . . . . . . . . . . 161
7.5.4 Verification Summary . . . . . . . . . . . . . . . . . . . . . 163

8 Conclusion 164

Bibliography 167

Published papers in association with thesis 186

Accepted papers in association with thesis 187

Attachments 188

8



List of Figures

2.1 Traditional Networks and SDN . . . . . . . . . . . . . . . . . . . 18
2.2 SDN Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
2.3 Hybrid SDN Models . . . . . . . . . . . . . . . . . . . . . . . . . 31
2.4 Three-layer IoT Architecture . . . . . . . . . . . . . . . . . . . . . 38

4.1 Deployment Scope of SDN in SCs . . . . . . . . . . . . . . . . . . 65

5.1 Smart Grid Conceptual Architecture . . . . . . . . . . . . . . . . 73

6.1 Topology of Real Deployment Performance Verification . . . . . . 126
6.2 Results of Code Profiling in RYU Controller . . . . . . . . . . . . 128
6.3 Downtime Variances in Different STP Implementations . . . . . . 129
6.4 Fail-standalone Mode Transition Times . . . . . . . . . . . . . . . 130

7.1 Use Case Smart City - Regions and Applications . . . . . . . . . . 138
7.2 Use Case Smart City - Network Topology . . . . . . . . . . . . . . 140
7.3 SCPS Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . 147
7.4 SCPS Controller Modules Class Diagram . . . . . . . . . . . . . . 148
7.5 SCPS Use Case Diagram . . . . . . . . . . . . . . . . . . . . . . . 149
7.6 SCPS Activity Diagram . . . . . . . . . . . . . . . . . . . . . . . 149
7.7 SCPS - Main Page (Dashboard) . . . . . . . . . . . . . . . . . . . 154
7.8 SCPS - DoS Protection . . . . . . . . . . . . . . . . . . . . . . . . 155
7.9 SCPS - Brute Force Protection . . . . . . . . . . . . . . . . . . . 156
7.10 SCPS - Cross-platform Protection . . . . . . . . . . . . . . . . . . 157
7.11 SCPS - Firewall . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
7.12 SCPS - Secured Nodes . . . . . . . . . . . . . . . . . . . . . . . . 158

List of Tables

2.1 Examples of SDN-enabled Networking Devices . . . . . . . . . . . 23
2.2 Most Common Open-source SDN Controllers . . . . . . . . . . . . 25

4.1 SDN Applicability in IoT Domains . . . . . . . . . . . . . . . . . 64

5.1 Smart Grid Networks Latency Requirements . . . . . . . . . . . . 75
5.2 SG Substation Communication Traffic Patterns . . . . . . . . . . 86
5.3 Summary of SC L7 Communication Protocols . . . . . . . . . . . 89
5.4 SC Wireless Communication Protocols . . . . . . . . . . . . . . . 91

6.1 Results from Flow Matching Process Testing . . . . . . . . . . . . 127
6.2 Performance Requirements on Forwarding Devices . . . . . . . . . 131

7.1 Use Case Smart City - Topology Addressing . . . . . . . . . . . . 141
7.2 SCPS Assets (Security Life Cycle) . . . . . . . . . . . . . . . . . . 146
7.3 Throughput Performance of Mininet and SCPS . . . . . . . . . . 160
7.4 SCPS Performance - Latency . . . . . . . . . . . . . . . . . . . . 162
7.5 Cross-layer Protection Performance . . . . . . . . . . . . . . . . . 163

9



List of Abbreviations

6LoWPAN IPv6 over Low-Power Wireless Personal Area Networks

ACL Access Control List

AES Advanced Encryption Standard

AP Access Point

AMI Advanced Metering Infrastructure

AMQP Advanced Message Queuing Protocol

API Application Programming Interface

ARP Address Resolution Protocol

ARPANET Advanced Research Projects Agency Network

ASIC Application Specific Integrated Circuit

BGP Border Gateway Protocol

BSD Berkeley Software Distribution

CCTV Closed-Circuit Television

CLI Command-Line Interface

CoAP Constrained Application Protocol

CPU Central Processing Unit

CRC Cyclic Redundancy Check

CSD Circuit Switched Data

CSMA/CA/D Carrier Sense Multiple Access/Collision Avoidance/Detection

DER Distributed Energy Resources

DDoS Distributed Denial of Service

DDS Data Distribution Service

DSL Digital Subscriber Line

DSRC Dedicated Short-Range Communications

DTLS Datagram Transport Layer Security

EMC Energy Management Center

ESS Energy Storage Systems

EV Electric Vehicle

FC Fog Computing

FIB Forwarding Information Base

FW Firewall

ForCES Forwarding and Control Element Separation

GBP Group Based Policy

GOOSE Generic Object Oriented Substation Event

GPRS General Packet Radio Service

GPS Global Positioning System

GPU Graphics Processing Unit

10



GRE Generic Routing Encapsulation

GSM Global System for Mobile Communication

GSSE Generic Substation Status Event

GW Gateway

HAN Home Area Network

HTTP(S) Hyper Text Transfer Protocol (Secure)

HVAC Heating, Ventilation, and Air Conditioning

HW Hardware

I2RS Interface to the Routing System

IAM Identity and Access Management

IANA Internet Assigned Numbers Authority

IBN Intent-Based Networking

ICMP Internet Control Message Protocol

IDS Intrusion Detection System

IED Intelligent Electronic Devices

IP Internet Protocol

IPS Intrusion Prevention System

IPsec Internet Protocol Security

ISP Internet Service Provider

ISR Integrated Services Router

JSON JavaScript Object Notation

L2/L3 Layer 2/3 of the ISO/OSI network model

LLDP Link Layer Discovery Protocol

LoRa Long Range

LPWAN Low Power Wide Area Network

LTE-A Long-Term Evolution Advanced

M2M Machine to Machine

MANO Management and Orchestration

MEC Mobile Edge Computing

MitM Man-in-the-Middle

MMS Manufacturing Message Specification

MPLS Multiprotocol Label Switching

MQTT Message Queue Telemetry Transport

MTU Maximum Transmission Unit

MU Merging Unit

NAS Network Attached Storage

NFC Near Field Communication

NFV(I) Network Functions Virtualization (Infrastructure)

NIST U.S. National Institute for Standards and Technology

11



OF OpenFlow

OBU Onboard Unit

ONF Open Networking Foundation

ONOS Open Network Operating System

OpFlex An Open Policy Protocol

OS Operating System

OTA Over The Air

OVS Open vSwitch

OXM OpenFlow eXtensible Match

OXS OpenFlow eXtensible Statistics

PKI Public Key Infrastructure

PLC Power Line Communication

PMU Phasor Measurement Unit

PPS Packets Per Second

PTP Precision Time Protocol

QAM Quadrature Amplitude Modulation

QoS Quality of Service

QR (Code) Quick Response (Code)

RAM Random Access Memory

RC4 Rivest Cipher 4

REST Representational State Transfer

RF Radio Frequency

RFID Radio-Frequency Identification

RPC Remote Procedure Call

RSTP Rapid Spanning Tree Protocol

RSUC Road Side Unit Controller

RTT Round Trip Time

SB Smart Building

SBC Single Board Computer

SC Smart City

SC-SDNA Smart City - Software Defined Networking Application

SCADA Supervisory Control And Data Acquisition

SCPS Smart City Protection System

SDE Software-Defined Environment

SDN Software Defined Networking, Software Defined Networks

SHA Secure Hash Algorithm

SIEM Security Information and Event Management

SL Smart Lighting

SMV Sampled Measured Value

12



SNMP Simple Network Management Protocol

SNTP Simple Network Time Protocol

SSH Secure Shell

SSL Secure Socket Layer

STP Spanning Tree Protocol

SG Smart Grid

SH Smart Home

SM Smart Mobility

SV Sampling Value

SW Software

TCAM Ternary Content-Addressable Memory

TCP Transmission Control Protocol

TI Tactile Internet

TLS Transport Layer Security

TLV Type-Length-Value

TN Traditional Networking

TPM Trusted Platform Module

TRILL Transparent Interconnection of Lots of Links

TV Television

UDP User Datagram Protocol

UI User Interface

UML Unified Modeling Language

UMTS Universal Mobile Communication System

UPnP Universal Plug and Play

U.S. United States

V2I/V Vehicle to Infrastructure/Vehicle

VIM Virtualized Infrastructure Manager

VLAN Virtual Local Area Network

VM Virtual Machine

VNF Virtualized Network Functions

VoIP Voice over Internet Protocol

VPN Virtual Private Network

WAN Wide Area Network

WAVE Wireless Access in Vehicular Environments

WPA2 Wi-Fi Protected Access 2

WPAN Wireless Personal Area Networks

WSN Wireless Sensor Network

WiMAX Worldwide Interoperability for Microwave Access

XML Extensible Markup Language

XMPP Extensible Messaging and Presence Protocol

13



1. Introduction

The Internet has become one of the most important aspects of everyday life. In 2017,
more than 50% of households worldwide had access to the Internet, while 71% of youth
population (between 15 - 24 years) were using it [1]. Internet fulfils all the life roles,
from work, to social, and even entertainment. The most recent innovations in this field
are cloud streaming services, cryptocurrencies, and IoT (Internet of Things).

All these technologies push requirements on data networks further and further.
Video streaming services transferring video in ultra high resolutions, or interconnection
of billions of smart devices require significant data bandwidth. At the same time, they
also require low latency, all-time reliability, and maximum security. These features can
be difficult to achieve with traditional networking technologies and new approaches are
therefore utilized. One of them is Software Defined Networking (SDN).

Software Defined Networking

SDN is a modern paradigm of computer networks. SDN slices the monolithic archi-
tecture of devices from the traditional IP networking into two layers: forwarding and
control. The forwarding layer is left on a networking device, where it uses existing
data structures for packet handling. The control layer, on the other hand, is moved
to a separate and centralized device called an SDN controller. The controller manages
forwarding logic within the whole network. The layer separation and control central-
ization allow dynamic programmability of any network functionality. This would be
otherwise impossible in traditional networking devices, which have fixed features based
on vendor support.

SDN is a technology experiencing a dynamic growth and it is currently at the centre
of attention in the networking research community. SDN is explored from many points
of view and SDN deployments in various fields are considered. SDN found its applica-
bility particularly in data centre networks. Leading companies like Google, Amazon, or
Microsoft have been successfully using SDN in their networks for many years. Use of
SDN in this environment helps to reduce infrastructure costs, and allows full utilization
of the existing topology and usage of advanced features (like intelligent load-balancing,
or fast failover mechanisms). Nowadays, SDN is being applied in modern concepts
including IoT networks like smart cities. It is also expected, that SDN will become the
basic building block for future 5G networks [2].

Internet of Things

IoT is a concept, which merges the physical and digital worlds by interconnecting a vast
amount of physical devices via the Internet. Typical IoT devices collect data and can
be remotely controlled. Interconnection of these devices can then perform an intelligent
behaviour. IoT nowadays covers various domains, from local (smart homes and smart
buildings) via industrial (smart grids) to large scale (smart cities). All these domains
can have various requirements, but the common theme is security.

Security of IoT Networks

Security of IoT networks presents a significant challenge, especially when rapid ad-
vancements in this field and different requirements of every IoT domain are considered.
In local networks, protecting sensitive user data and ensuring privacy is the priority.
In industrial networks, security is important to protect cyber physical systems, which
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control potentially dangerous equipment. These networks belong to critical infrastruc-
ture and they therefore also require maximum reliability. Smart cities then combine all
the mentioned requirements together and add additional challenges - for example their
long physical range. This significantly complicates the network protection as a large
number of people can easily access the network, especially if a wireless communication
is used.

The recent advancements in information technology field made attacks on data net-
works easier and more dangerous. They can now be launched remotely, on a massive
scale, or can use infected zombie nodes. Most importantly, launch of an attack often
does not require highly specialized knowledge, or any specific equipment and can there-
fore be done by practically anyone. Moreover, many of the innovative tools for new
malware development are openly available and can be widely used. An example can be
Kali Linux, which is a Linux OS with many pre-installed tools for penetration testing
and (ethical) hacking. This package can be downloaded for free and can be used by
anyone as detailed usage guides are widely available. These trends significantly com-
plicate the security. Protection systems must consider all these mentioned directions
to provide an appropriate protection.

Connecting Dots

SDN can significantly improve the world of IoT networks. Utilization of generic for-
warding devices and a centralized controller ensure the flexibility of the network. The
SDN controller also brings advantage in its centralization. Instead of having dedicat-
ed network boxes for every functionality (router, firewall, gateway, traffic inspection,
VPN, etc.), all these features can be integrated within the controller in a form of soft-
ware applications. Any new functionality (general, or security related) can be therefore
implemented only by modifying the appropriate application, or by creating a new one,
which can run in parallel with existing applications. There is no need to perform ex-
pensive and time consuming changes to the physical infrastructure, or to even buy
and implement completely new networking devices. This concept can ensure that the
SDN network will stay future-proof against evolving security threats and new network
requirements. One thing is clear - the dynamically evolving nature of IoT networks is
an ideal soil for unexpected growth.
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2. Theoretical Background

This section describes basic theory of concepts used in this work. The two main tech-
nologies are presented: SDN and IoT. Their theoretical knowledge is required to un-
derstand more advanced contributions of this work.

2.1 Software Defined Networking

SDN is the main technology used in this work. This section explains SDN origin,
current state, technical details, and related technologies.

2.1.1 Introduction

Motivation - Traditional IP Networking

Traditional IP networks widely used today are still based on a project ARPANET (Ad-
vanced Research Projects Agency Network) established in 1969. ARPANET started
using packet-switching [3], instead of circuit switching, which was at that time com-
monly used mainly for communication in telephone networks. The first ARPANET
installation connected only four nodes (in 1969), but in the following years quickly
grew in size. Despite the growth, the ARPANET was still just a single network. The
next evolution of computer networks came soon, specifically with the creation of the
Ethernet in 1973. This was followed by a satellite network based on ARPANET -
ALOHAnet (Additive Links On-line Hawaii Area) in mid 1970’, and most importantly
with the creation of the Internet [4].

The Internet started with interconnecting separate networks and therefore created
a network of networks. The main work and the term internetting was described by
V. Cerf and R. Kahn in 1974 [5]. This paper also introduced basic Internet principles,
which are still used even today: autonomous, decentralized network, with the best
effort service, and routers not maintaining states of the connection (stateless routers).

Since the 1970s, the Internet’s complexity increased explosively. In order to support
this growth, many protocols and features were implemented, but the basic TCP/IP
model remained the same. This however means, that today’s IP networks suffer from
the following flaws:

• Complexity of configuration – any changes have to be made on all affected
devices (note: except configuration via protocols like SNMP). If the changes are
not made properly, parts of the network can become unavailable while configu-
ration upgrade is in progress.

• Complicated updates – updates of the functionality and features depend on
the vendors’ decisions. To support sales of new products, older devices are often
left without support of newer or more advanced protocols. Replacing these prod-
ucts with new hardware is costly and require longer time frame to implement.

• Decentralized forwarding logic – every device is making its own forwarding
and routing decisions (even while the decisions are often based on communication
with other networking devices).

• Error prone – configuration of large networks is often difficult and error prone.
Troubleshooting (a process of finding and correcting errors) is often necessary
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in complex networks. Unfortunately, it is a time consuming task with no time
boundary or estimation of completion.

• Static configuration – there is no mechanism to automatically reconfigure a
device setting on specific events.

• Vendor dependence – networking devices from different vendors are often not
inter-operable due to various implementations of network protocols or supported
features.

While these flaws might not have been an issue in the past, they became more ap-
parent in modern networks utilizing advanced features like virtualization, fast failover,
load-balancing, and others. SDN is a modern paradigm mitigating flaws of the tradi-
tional networking, while effectively supporting new features and protocols.

Concept of SDN

The most traditional definition of SDN is based on two premises: separation of control
plane and forwarding plane and logical centralization of the network control. This con-
cept is therefore slicing the traditional architecture of networking devices and defines a
new networking abstraction via a vertical separation as depicted in Figure 2.1. Separa-
tion of control and data planes allows the control logic to be put on a dedicated device
- controller, which can be easily programmed using common programming languages
like C++, Java, or Python. This allows progressive change of the network behaviour
and ensures future network evolutions [6].

SDN in its more recent concept is viewed as a ”framework with many solutions to
a set of problems” [7]. This definition indicates broad range of areas, where SDN can
be deployed.

Regardless of the SDN definition, the most important features of SDN are:

• Centralized control – the whole network can be controlled from a single place,
making network management simple and effective.

• Innovation and evolution - new features can be easily added into the network.

• Management - monitor and manage resources of networking devices and con-
nectivity within the whole network.

• Programmability – configuration changes can be made quickly and dynami-
cally.

• Scalability - ability to scale adequately with the growing network.

• Vendor neutrality – the network is based on open standards and devices from
different vendors can be used together.

• Virtualization - allows using virtualized networking devices without need to
specify their organization or location.

On the other hand, SDN is a relatively new technology and there are legitimate
doubts, concerning its maturity. How well can a programmable approach cope with a
well-known and proven concept of traditional networking, which has existed for almost
50 years? Can a generic software approach replace highly specialized hardware devices?
How this approach affects performance? And what about security? Moreover, how
network software should be written is, in itself, an extensive topic.

It is clear, that while offering many benefits, the SDN approach has also many
pitfalls, including:
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Figure 2.1: Traditional Networks and SDN

• Centralized approach - can manage the entire network effectively, but repre-
sents a single point of failure. If the controller is attacked, brought down, or just
needs a software update, the entire network can become unavailable.

• Generic boxes - bring vendor independence and allow to combine hardware
arbitrarily. Unfortunately, at the present moment, the cost of these boxes exceeds
the cost for similarly equipped closed boxes of the traditional networking.

• Programmability - allows to write any code with almost any possible function-
ality. But a badly written application can bring the SDN controller down, or
allow a possible attack.

• Scalability - can be more dynamic as the entire network configuration is present
only in the controller. With the network expansion, the controller can however
become a bottleneck, if its performance does not cope with the network require-
ments any longer.

2.1.2 SDN History

Path to SDN

SDN emerged from different technologies and concepts already used in networking
during the 1990s. Most notable are two technologies: active networking and control
and data plane separation.

Active networking emerged in the early 1990s and its purpose was to allow pro-
grammability within a network. The motivation was similar to SDN: faster deployment
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of new services, added network value, dynamic reactions to specific network conditions
or applications, and a space for experiments. Active networking tried to achieve these
goals with two different programming models. In the first one - the capsule model - the
programmed code was carried inside data packets. In the second one - the programmable
model - the code was pushed to the networking devices. Regardless of the promising
goals, the active networking stayed mostly as a collection of test projects funded by
the DARPA, and the deployment was never widespread. This was caused mainly by
security issues, where especially in the capsule model, the code could be easily hacked
during a transmission. Other reasons for its lack of success were poor performance and
the deficiency of necessary applications. [8]

Control and data plane separation is an idea from early 2000s, when network
traffic grew rapidly and moreover, a need for more effective network management func-
tions arose. The control and data plane separation concept was aimed at ISPs and
network administrators. This is the opposite of active networking, which was supposed
to be used mostly by end users. Despite the promising network management goals (like
dynamic path selection based on current traffic load, more flow control, minimized dis-
ruptions, and increased security) the technology was used only in the form of industry
prototypes. Nevertheless, this concept introduced two new innovations later used in
SDN: an open interface between control and data plane (via ForCES [9] or via usage
of existing protocols like BGP1), and logically centralized control. [8]

SDN Emerges

Creation of SDN is connected with the invention of the OpenFlow protocol. This pro-
tocol was created in the academic environment of the Stanford University and initially
became a synonym for SDN. OpenFlow managed to find a compromise between fully
programmable networks and easy deployment into the existing networking architecture.
By using existing switching hardware, OpenFlow could be adopted into legacy devices
via a firmware update, instead of requiring a modification of the existing hardware.
Unlike the previous work in this area, OpenFlow defined matching behaviour, based
on different packet header fields (and not based only on the destination IP address).
OpenFlow also introduced a vision of a network OS abstracted from networking de-
vices and using three layer separation. These features ensured that OpenFlow quickly
became deployed not only in campus environments, but also in data centres and other
large scale networks. [8]

With the growing popularity of SDN and increasing support from industry, SDN
became separated from OpenFlow. SDN grew in complexity and many different tech-
nologies, communication protocols, and controller platforms began to be integrated into
it. OpenFlow now remains the most used SDN standard for communication between a
controller and SDN devices, but there are other protocols in use as well. Currently, the
development of OpenFlow is driven by a non-profit organization called ONF [10]. The
ONF was established in 2011 with support of companies like Google, Facebook, Yahoo,
Microsoft, Verizon, and many others. Its continuing goal is to promote development of
SDN through open standards.

2.1.3 Existing SDN Deployments

Nowadays, there are several real world SDNs scenarios used worldwide. The most
important ones are described.

1This solution allowed immediate deployment and backward compatibility, but limited func-
tionality.
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Azure - Microsoft

SDN implemented in Microsoft Azure is responsible for effective management of the
world’s most popular services like Office365, Skype, OneDrive, Xbox, and Bing search.
Unlike in traditional SDN deployments, Azure is using multiple controllers for spe-
cific applications. These controllers work in clusters and are controlled by regional
controllers in a hierarchical fashion. Communication between them is provided via a
northbound API. On the forwarding plane, Azure is using flow tables similar to the ones
defined in OpenFlow. In order to optimize latency and performance of switches dealing
with large amount of traffic, an additional layer was put in place between forwarding
devices and controllers. Microsoft added a virtual network agent on every hypervisor
host. This agent is then contacting the controller in the case that no matching flow is
found in the switch flow table. This solution moves the computational overhead from
switches into more powerful host devices and allows more efficient use of OS-level API
for communication.

One of the most important features of Azure’s SDN is automation. If any customer
defines its own network policies and addressing schemes via the web application, these
changes are automatically pushed through controllers into the networking devices. This
will dynamically adjust the topology. [11]

B4 WAN Network - Google

Google’s B4 WAN is one of the largest networks of its type on the Internet; connecting
12 data centres scattered around the world. This network is used for data mirroring be-
tween data centres, index pushes, end user data replication, and internal applications2.

B4 network has the following features:

• Centralized traffic engineering - allows to simplify the network management.

• Maximum links utilization - typical WAN links are designed to work utilized
at around 30 - 40% in average, so in case of a link failure, traffic forwarding is not
disrupted. By reliably utilizing links to almost 100 %, Google managed to reduce
costs of these links by up to two thirds. Such a high utilization, while ensuring
reliability, is made possible by using multipath forwarding based on available
link capacity. This is achievable due to specific requirements of Google’s WAN
applications, which can sustain temporal downtimes or link capacity reductions.
On the other hand, if high capacity is available, these applications can use it.

• Separated hardware and software - simplifies planned and unplanned net-
work changes and allows independent updates of servers and switching hardware.

B4 is probably the world’s largest SDN WAN in active use. Since its creation,
it proved its usefulness and reliability with only one major outage, which was fully
comparable to the outages found in similar WANs based on the traditional networking
[12].

Bristol is Open

SDN deployment in a Smart City (described in section 2.4.1) architecture is being tested
in Bristol’s open programmable city project. The project includes a fibre core network,

2Google’s end users are connected to a different network, which is built for services like
Google search or Google email. B4 serves as a support internal network for providing connec-
tivity between data centres.
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meshed wireless network with nodes placed on lamp posts, and an experimental wireless
connectivity for users. The network uses various wireless technologies (LTE, 802.11ac,
4G, and 60 GHz connections) and SDN-enabled switches [13]. Various data is gathered
from users’ smartphones.

The architecture combines SDN with NFV (Network Functions Virtualization -
described in section 2.2.3) and allows running several applications simultaneously, while
meeting tight delay requirements [14]. SDN is based on OpenFlow 1.3 and is controlled
by a custom network operating system called Smart City OS - NetOS 3.

EC2 - Amazon

According to [15], EC2 (Elastic Compute Cloud 2 - part of Amazon Web Services4)
uses SDN for automation, cloud formation, security zones, elastic load-balancing, and
network isolation. Automation is crucial for cloud service as it allows dynamic and
safe modification of the network topology, addition or removal of virtual servers, etc.
Network isolation allows usage of overlapping IP addresses for different consumers.
Although the Amazon is not publishing details about its SDN solution, it appears,
that EC2 has used SDN since 2013 (but probably even longer).

Other SDN Deployments

Except for the mentioned networks, other large companies like Facebook are also using
SDN deployments [16]. Probably the most interested companies in SDN implementa-
tion nowadays are large ISPs like AT&T and Verizon. This is due to the SDN potential
of significant cost reductions, gained capacity, easier scalability, and reduced provision-
ing times [17].

2.1.4 SDN Architecture

SDN architecture, depicted in Figure 2.2, is composed from three layers and two inter-
faces between these layers. The layers are:

1. Data plane – contains network devices with the support of SDN. These include
switches and routers which can be present in a form of physical hardware or
implemented in software.

2. Control plane – is represented by SDN controller(s), which manages devices
present on the data plane layer.

3. Management plane – a layer with applications, which contain network logic
and are written by developers. Instructions are translated by the controller and
forwarded into the appropriate networking devices.

In order to enable communication between these three layers, two interfaces are
used:

1. Southbound interface – for communication between data and control planes.
The most common representative is OpenFlow.

2. Northbound interface – for communication between control and management
planes. Can be implemented using various protocols like REST (Representational
State Transfer), RESTful API, RESTCONF, etc.

3More information: http://www.zeetta.com/netos/
4More information: https://aws.amazon.com/what-is-aws/
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Figure 2.2: SDN Architecture

Data Plane

The data plane contains network devices, which can forward data according to com-
mands from an SDN controller. These devices can be switches, routers, or any other,
provided that they support at least one of the southbound interfaces and have the
ability to store sets of rules received by this interface. These devices can be called
SDN-enabled devices, forwarding devices, or data plane devices. For the purpose of
this work, they will be from now on, called forwarding devices. A forwarding device
can be hardware or software based, and it does not need to have any software for mak-
ing its own autonomous forwarding decisions5. If a device supports OpenFlow, it must
have at least one data structure called flow table (from OpenFlow version 1.1, multiple
flow tables can be implemented). This data structure can be implemented either in
hardware or in software. The flow table can store different set of rules learned from a
controller. Each rule contains the following parts:

• Match – in a datagram, it specifies selected data fields, which need to be identical
in order to be matched. The OpenFlow specification defines a large number of
data fields, but the support of most of them is optional (they are described in
section 2.1.5). Typically, support of an optional field is more limited in flow
tables implemented in hardware (on HW-based SDN networking devices) due to
their restrictions. Also not all of the fields can be typically matched in hardware
flow tables at the same time.

• Action – defines what will happen to the matched datagram. Actions can be:
forward to (specific port(s) or controller), drop it, or send it. In the last case, the
datagram can be sent to: special table (group or metering tables used for special
processing), other flow table (for additional processing), or to the normal layer
(if the traditional IP networking is supported by the device).

• Counters and statistics – store information about matched datagrams. This
includes duration of the rule, timeouts of the rule, number and byte counts of
matched datagrams, and many other statistics.

5If the device contains a SW for making its own forwarding decisions, it can operate in
two modes - in the traditional IP networking mode and in the SDN mode. Some devices also
support combination of these modes (also referred to as hybrid SDN ).
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Table 2.1: Examples of SDN-enabled Networking Devices

Type Vendor Devices OF ver.

HW, S Cisco 4500 1.0, 1.3
HW, S Cisco Nexus: 5000, 5500, 6000 1.0, 1.3
HW, ISR Cisco 4451-AX, 1000-AX onePK*
HW, S HP 2920, 3500, 3800(10), 5130, 5400, 5500 1.0, 1.3
HW, S HP 5700, 5900, 5920, 8200, 10500, 12500 1.0, 1.3
HW, FS HP 5700, 5930, 11900, 12900 1.0, 1.3
HW, S Pica8 P-3297,P-3922, P-3930, P-5101, P-5401 1.4
SW, S Ericsson OpenFlow Software Switch 1.3
SW, S Open CPqD 1.3
SW, S Open Indigo Virtual Switch 1.0
SW, S Open Lagopus 1.3
SW, S Open Open vSwitch 1.0 - 1.5

Note: S = switch, FS = FlexFabric switch, ISR = Integrated Services Router
* onePK is OpenFlow-like proprietary protocol developed by Cisco
Data sources: official websites of mentioned vendors / GitHub for open vendors

When a packet arrives on a forwarding device, rules in the flow table are searched
(higher priority rules are executed first) and the appropriate rule is either found, or
a table miss is generated and the packet is discarded. Currently, there are many
forwarding devices available, either HW-based or SW-based (which can be commercial
or open-source). Some of these devices are stated in Table 2.1.

When choosing a forwarding device, the most important is the supported version of
OpenFlow and the extent of implemented optional OpenFlow features. For example,
the paper [18] performed an extensive testing of implemented OpenFlow features in two
software switches with OpenFlow 1.3 support - OVS and Lagopus. The results showed,
that while both switches implemented all 114 required features, OVS implemented only
556 optional ones (and omitted 321), while Lagopus implemented 862 optional features
(and omitted only 15).

On top of that, HW-based devices have a limited size of hardware flow tables6.
Hardware flow tables mostly use existing hardware tables of a switch, such as TCAMs
(Ternary Content-Addressable Memory). Depending on the size of TCAMs, they can
support from 8K flow rules (most common devices) to up to 1000K (state-of-the-art
devices) flow rules. Typically in HW-based devices, flow tables are implemented as one
hardware table (or maximally a few of them) and additional flow tables are implemented
in software. This solution offers flexibility and larger space for flow rules, but the speed
of rules matched in the software tables is significantly lower than in hardware tables.

Control Plane

The control plane is represented by an SDN controller, which is a software running on
a hardware device (typically a server). The controller is connected to selected forward-
ing devices and it manages their flow tables. On top of that, the controller provides
an abstraction layer with APIs to the management plane (for additional applications
written by SDN developers). The controller itself can provide various features like
topology information and implementation of network policies via different modules.

6The size of SW flow tables is also limited, but most often not so noticeably.

23



These modules can also provide basic networking functionalities known from tradition-
al IP networks. This includes: hub, L2 switch, router, firewall, spanning-tree protocol
(STP), IGMP (Internet Group Management Protocol) snooper, etc. Usage of these
modules simplifies the deployment of SDN, so developers do not have to program all
network functionalities by themselves.

Controllers’ complexity greatly varies depending on their specialization and pro-
gramming language. Controllers can be distributed as an open-source or commercial
software. The list of the most common controllers and their basic features is shown in
Table 2.2.

The standard controller deployment represents a single point of failure, which po-
tentially compromises the network reliability. If the controller stops working, the whole
network functionality can be lost7. For this reason, a network can contain multiple
controllers. There are two controller deployment architectures:

1. Centralized – a single controller, representing a single point of failure.

2. Distributed – multiple controllers for redundancy, resiliency, and increased per-
formance.

The centralized architecture is the most common. Controllers using this type
are often programmed as highly concurrent systems using multiple threads. Thus, their
performance is sufficient even for data centres and similarly large networks, if a multi-
core system is used. Some of these controllers (like Rosemary [19]) also offer a certain
degree of application isolation to increase their resiliency [6].

The distributed architecture can scale to potentially serve network of any size.
Multiple controllers can be deployed on a virtualized cluster of nodes, or on physically
separated devices to ensure redundancy. While the distributed architecture offers sig-
nificant benefits, there are also costs connected with this deployment type. Consistency
of settings amongst all controllers is an issue. Changes are not made instantly and data
values on controllers can vary. Only a few controllers support strong consistency, where
data changes are simultaneously executed on all the controllers. The second issue is in
the case of replacing a failed controller. If a controller fails completely, his neighbour
can replace its role. A different situation is, if a controller starts to behave incorrectly.
This can be impossible to detect by the neighbouring controllers, potentially making
part of the network unusable.

The distributed architecture requires communication between controllers. This is
achieved via additional interfaces - referred to as westbound and eastbound. These
interfaces are sometimes used identically, but they can express different communication
patterns. The westbound interface is used for communication between SDN controllers,
while the eastbound interface is used for communication between a controller and the
traditional network control plane [20].

Management Plane

The management plane provides a layer for advanced SDN applications, which use
the northbound interface of an SDN controller. This approach has many benefits over
applications implemented within a controller. Firstly, the application cannot nega-
tively influence the controller, if it uses standard APIs. Secondly, the application is
independent of the controller architecture. This means, that it can be written in any

7Controller connectivity loss / failover modes are described in SDN Architectural Require-
ments section 6.2.
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Table 2.2: Most Common Open-source SDN Controllers

Name Language Architecture OF ver. Last version

Floodlight Java Centralized 1.0 - 1.4 1.2 (02/2016)
NOX C++ Centralized 1.0 1.2 (2014)
OpenDaylight Java Distributed 1.0, 1.3.2 03/2018
ONOS Java Distributed 1.3 1.10 (05/2017)
POX Python Centralized 1.0 2013
RYU Python Centralized 1.0 - 1.5 4.23 (03/2018)

Note: valid on 31/05/2018
Data sources: official web sites and documentations of mentioned controllers

programming language and can use practically any technology. Finally, the applica-
tion development can be greatly simplified as it does not require detailed knowledge
of the controller architecture. The application can even be potentially migrated into a
different SDN controller, if it supports the same API features.

Development of SDN applications on the management plane depends on the con-
troller support of northbound APIs. If the controller does not support required func-
tions, the control plane has to be modified (new features added).

2.1.5 OpenFlow

OpenFlow is the most common southbound interface protocol and it was initially a
synonym for SDN. However later on, SDN became an extensive framework supporting
many different protocols and technologies. From that point, OpenFlow has become
just a southbound protocol, which can be used for SDN (but it is still the mostly used
one). OpenFlow was firstly presented in the article [21], published in 2008, and the first
specification (OpenFlow 1.0.0) was released one year later [22]. OpenFlow is a protocol
allowing the control of data flows in a network via flow rules located in flow tables of
forwarding devices. The communication between a controller and a forwarding device
using OpenFlow can be secured by either SSL (Secure Socket Layer) or TLS (Transport
Layer Security) [23].

The OpenFlow protocol exists in several versions. The major versions with their
protocol number in hexadecimal format, release dates, and the most important features
are summarized below [22,24].

OpenFlow 1.0 (0x01, 12/2009)

The first official version of OpenFlow introduced the following basic OpenFlow features.
Flow table contains flow entries consisted from header field (for matching data-

grams), actions, and counters. The flow table is managed by an SDN controller via an
OpenFlow connection.

Flow match defines header fields, which can be used for datagram classification.
The supported fields are: ingress port; Ethernet type and addresses; VLAN ID and
priority; IP protocol, ToS and addresses; and transport layer ports.

Actions specify, what should happen with a matched diagram. Only two actions
are required: forward (to: all, controller, local, table, or incoming port) and drop. Three
optional actions include forward (to normal, or flood), enqueue, and modify-field.

Message types defined by the OpenFlow connection are divided into the following
three categories:
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• Controller-to-switch - these messages are sent from a controller to a forwarding
device. They include: features request, configuration set, modify-state (flow
tables and port properties), read-state, send-packet, and barrier.

• Asynchronous - these messages are sent from a forwarding device to a controller.
They include: packet-in (typically for packets, which are not matched by specific
flow rules), flow-removed (a flow can be removed manually, or automatically after
a timeout expires), port-status (can be changed manually, as a reaction on STP,
or during a link failure), and error (can provide notification about unsupported
OpenFlow actions).

• Symmetric - they can be sent in both directions and they are typically used as a
connection keepalive mechanism. They include: hello (connection initialization),
echo (request/reply), and vendor messages (additional functionalities and future
revisions).

OpenFlow 1.1 (0x02, 02/2011)

The most important features of the second OpenFlow version are: multiple flow tables,
groups, new tags, virtual ports, and failover modes.

Multiple flow tables can better utilize specific hardware tables (L2, L3, TCAM),
which can result in higher flexibility and better performance. This also allows the
logical grouping of specific functionalities such as ACLs, QoS, or routing. Any incoming
datagram is initially sent to the first flow table, which can contain the forward to the
next table rule (via a goto instruction). A metadata (64 bits), which will be preserved
during this forwarding, might be added to the datagram. All these tables are generic
and support full set of matches and actions (but an actual support will depend on
capabilities of the underlying HW table).

Groups merge ports into a single entity. Datagrams can be then forwarded from
all bundled ports. This allows an efficient implementation of specific forwarding meth-
ods like multicast and flooding. Each group is composed from buckets, which contain
actions. These actions are executed before the datagram is forwarded. There are four
types of groups:

• All (required) - executes all buckets in the group. It can be used for multicast
and broadcast forwarding, and also for flooding.

• Indirect (required) - executes only the defined bucket in the group. If there is
only a single bucket, this group is the same as all group.

• Select (optional) - executes a single bucket based on a selection algorithm
(the algorithm is out of the scope of OpenFlow specification and might be user-
configured, or a simple round robin). This logic can be used for load-balancing
and multipath.

• Fast failover (optional) - executes the first live bucket. The buckets are eval-
uated sequentially in the order they were defined. A live bucket must have all its
associated ports alive (up). This can be used for redundancy and high availabil-
ity - in a case of a port / link failure, a backup path can be used immediately.
This reduces need to contact the SDN controller.

Added tags for MPLS (Multiprotocol Label Switching), VLANs, and QinQ bring
support of these technologies. Corresponding header information can be added, modi-
fied, or removed.
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Virtual ports can be used for forwarding over aggregated links, or tunnels, so the
ports do not have to be only physical.

Failover modes define two actions, which can happen after a controller connec-
tion failure - fail-secure (continues to operate in OpenFlow mode) and fail-standalone
(reverts to normal forwarding). This feature replaced the previously defined emergency
flow cache, which was not widely used.

OpenFlow 1.2 (0x03, 12/2011)

The most important additions are IPv6 support, changes in the matching mechanism,
and support of the multiple controllers architecture.

IPv6 support allows the matching of all common header fields of this protocol
including: source and destination address, protocol number, traffic class, ICMPv6 type
and code, IPv6 neighbor discovery header fields, and flow label.

Extensible match replaces the static fixed length structure of match fields used
in previous OpenFlow versions. The new version uses OXM (OpenFlow Extensible
Match), which is composed from type-length-value format (TLV). This format has a
flexible size (5 - 259 bytes), which does not have to be padded. An arbitrary header
field can then be defined via the following fields:

• oxm class (16 bits) - defines a class used for matching packets. Typically, the
OFPXMC OPENFLOW BASIC is used. Experimenter matches can be defined
in the class OFPXMC EXPERIMENTER.

• oxm field (7 bits) - defines a match type value specific to class field. Together
with oxm class, these two fields are commonly called oxm type.

• oxm hasmask (1 bit) - specifies, if the OXM contains a bitmask or not. This
bitmask has to be located in the payload.

• oxm length (8 bits) - defines the length of the OXM payload in bytes. The
total length, including header, is therefore this number + 4 bytes (for the header).

This mechanism allows flexible definition of new header fields. This ensures future
scalability of the OpenFlow protocol, as new networking technologies can be added. It
also allows definition of an experimenter field for various test scenarios. An additional
metadata can be also added into a packet-in message.

The extensible match also introduces the pre-requisite system, which ensures con-
sistency of match rules. For example, if a destination IP address should be matched in
an IPv4 packet, the following fields have to matched as well:

type = eth type
value = 0x0800

(2.1)

These fields define, that the matching packet is really an IPv4 packet (0x0800) and
that it therefore contains the destination IP address field.

Multiple controllers can be used for enhanced reliability during a failover. For-
warding devices can connect to multiple controllers in parallel. In this case, connections
between a forwarding device and all controllers are kept open and messages from the
device are duplicated to all connected controllers. Controllers can also initiate a hand-
over of connected devices and therefore achieve load-balancing. There are three defined
roles of controllers:
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• Equal - this is the default state. The controller has full access to the forward-
ing device and all the controllers have the same role. All the messages from a
forwarding device are sent to all the controllers.

• Slave - the controller has read-only access to the forwarding device and it does
not receive any messages from the forwarding device (except port-status mes-
sages). The controller is also not allowed to send any messages, which would
modify the state of the forwarding device, or which would send traffic from the
device (only querying messages are allowed).

• Master - this role has the same features as the equal role, but only a single
controller can be in the master role.

Other major changes include: extensible error messages and simplified flow-
mod request.

OpenFlow 1.3 (0x04, 04/2012)

The most notable changes are IPv6 extension header matching, per flow meters, aux-
iliary connections, and duration for statistics.

IPv6 extension header is an optional header placed between the standard IPv6
header and header of a higher layer protocol. It includes several fields, which can be dy-
namically added and chained via the next header field. The added header fields, which
can now be used for the matching process, are: hop-by-hop, router, fragmentation,
destination option, authentication, encapsulating security payload, no next header, out
of preferred order, and unexpected.

Per flow meters can measure and control the rate of packets and therefore allows
implementation of QoS functionalities. These meters can be attached to any flow entry,
including the entry forward to controller.

Auxiliary connections enable a forwarding device to create multiple TCP / UDP
/ DTLS connections to the controller. These connections utilize parallelized architec-
ture of forwarding devices to achieve higher performance. They are mostly used for
packet-in and packet-out messages.

Duration for statistics adds a required parameter to most of the statistics. It
gives information about how long a specific statistic lasts. For a flow entry, it indicates,
how long the entry is installed on the device. For ports, groups, and meters, it indicates,
how long they are alive. The value also allows to more accurately calculate packet and
byte data rates.

Other major changes include: flexible expression of a forwarding device capabil-
ities, added table-miss flow entry, tunnel-ID metadata for logical ports (GRE tunnels,
MPLS ports, and VxLAN ports), cookies in packet-in messages, filtering of messages
from a forwarding device, and added matching of the MPLS Bottom of Stack field
(which is set in cases, where MPLS label is reused).

OpenFlow 1.4 (0x05, 08/2013)

An important change in this version of OpenFlow is a new default TCP port used for
communication between forwarding devices and a controller. It is now 6653 (allocated
by IANA8), and the previous ports (6633, 976) should not be used any more. This
needs to be considered, as some of the controllers, or forwarding devices still use old
ports and therefore communication might not be established by default.

8More information: https://tinyurl.com/yah5f6f7
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Other important changes include protocol extensibility, multi-controller monitoring,
flow table eviction, vacancy events, and bundles.

Improved extensibility of the protocol is achieved by use of OXM (originally
introduced for match header in OpenFlow version 1.2) for other parts of the protocol.
It includes error properties and the following structures: port, table, queue, set-async,
instruction, action, and experimenter.

Multi-controller monitoring allows a controller to see real time changes of a
forwarding device’s flow table, which were done by a different controller. The entire
flow table, or its certain parts can be monitored. A similar feature allows monitoring
of group and meter changes.

Flow table eviction adds an importance field to flow rules. When the flow table
becomes full, the rules with lower importance can be automatically deleted to make
space for new rules. This eliminates problematic situations, where a controller must
decide, which rules to delete and which to keep. Such a decision process might be time
consuming, which can result in a forwarding disruption.

Vacancy events allow notification to a controller about reached threshold of the
flow table capacity. This gives the controller time to react, by for example, deleting
lower priority flow rules, or by aggregating some of them. This mechanism can therefore
prevent situations, where the flow table becomes full.

Bundles mechanism groups multiple OpenFlow messages into a single operation.
When a bundle is committed, all its operations have to be either applied as a single
operation, or rejected without being applied.

Other major changes include: more descriptive reasons for packet-in, support
of optical port properties, synchronized flow tables (multiple local flow tables can allow
faster operations), and new error codes.

OpenFlow 1.5 (0x06, 12/2014)

The version 1.5.1 (03/2015) is currently the most recent version, which is openly avail-
able [24]. The version 1.5 introduced mainly egress tables, support for non-Ethernet
frames, improvements to statistics, TCP flags matching, and scheduled bundles.

Egress tables enable message processing on an output port (in addition to the
existing processing on input ports). Multiple egress tables can be associated with a
single port.

Packet type aware pipeline adds support for non-Ethernet frames (PPP). The
mechanism uses the same OXM definition, which allows specification of an arbitrary
frame type. Currently, there is a limitation of a single frame type defined per forwarding
device.

Statistics improvements include use of a new extensible format - OpenFlow
eXtensible Statistics (OXS), which is compatible with OXM and which uses the same
TLV format. It expresses the existing fields (flow duration, flow count, packet count,
and byte count) and also adds a new statistic: flow idle time. Another statistics
improvement is a trigger, which enables the forwarding device to send a statistic reply
only when a defined threshold is met. This reduces the high overhead otherwise caused
by the statistics collection.

TCP flags matching can match all TCP flags including SYN, ACK, and FIN.
These flags can be used to detect start, end, and state of a TCP connection. This
functionality is essential for implementation of a stateful firewall (such a firewall can
keep track of connection states and can perform the application layer inspection).

Scheduled bundles extends the traditional bundles introduced in OpenFlow ver-
sion 1.4 with two features. The first one allows the setting of a specific execution time
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for the bundle. The second feature allows querying for bundle capabilities (if it supports
atomic, ordered, or scheduled bundles).

Other major changes include: copy-field action (can copy a field from one
header into another one), selective group bucket operations, improved set-field action
(metadata and wildcard support), controller connection status (for monitoring status of
other controllers), improved pipeline fields, port status messages sent even on OpenFlow
configuration change, 64-bits long experimenter OXMs, and unified multipart requests
(for group, port, and queue).

OpenFlow 1.6 (09/2016)

This version is not yet officially available and is accessible only for the members of Open
Networking Foundation [10].

Concluding Remarks on OpenFlow Versions

There are also minor versions of OpenFlow (1.3.1, 1.3.2, etc.). These are not included
in this brief summary as they mostly fix bugs and improve performance. They are
included automatically in the closest higher version of OpenFlow. More information
about each version can be found in the official specification [25].

Despite the fact that the newest OpenFlow version is almost two years old, nowa-
days, the most used versions are still 1.0 and 1.3. This is caused mainly by difficult
implementation on hardware switches and the low motivation of vendors to implement
new versions. The situation is better in software switches and controllers, where the
more recent versions of OpenFlow are typically supported. Nevertheless, the OpenFlow
connectivity between a controller and a forwarding device can be established only if
both of these devices are using the same version of OpenFlow (the appropriate version
can be negotiated automatically if more versions are supported).

2.2 SDN Related Concepts

The most traditional SDN definition was described in section 2.1.1, however because
of the SDN complexity and scale, many different technologies and concepts are also
considered to be SDN. This section gives a brief summary into some of these technolo-
gies. While some of them can be just the southbound API, some of them are complex
systems supplementing, or extending the functionality of normal SDN. Also because of
dynamic advancements in this field, some of the technologies are not yet finished or are
not fully supported by the current SDN controllers.

2.2.1 Hybrid SDN

Hybrid SDN is a concept combining traditional networking (TN) with SDN. There are
several different approaches using different technologies. Probably the most common
concept is a mix of the three types of devices within a single network: TN devices
(switches and routers not supporting SDN), SDN-enabled devices, and devices sup-
porting both technologies. This concept was described in [26], where it was divided
into four models as shown in Figure 2.3:

• Topology-based model - the network is separated into zones, which are con-
trolled by either TN or by SDN. This model requires some form of communication
between these two zones in order to achieve end-to-end connectivity across the
network.
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Figure 2.3: Hybrid SDN Models

• Service-based model - certain network services are managed by SDN, while
others are managed by TN. Typically, a basic forwarding functionality is left to
the TN stack, while SDN is responsible for more advanced features like load-
balancing. For this reason, some of the nodes are controlled solely by TN, while
some of them use a combination of TN and SDN.

• Class-based model - there are separate traffic classes present on every device,
while these classes are controlled by a TN stack or SDN. Every device in the
network is therefore controlled by both approaches.

• Integrated model - SDN is responsible for all controlling logic, but it uses
TN protocols to achieve it. That means that the TN protocols are used as an
SDN southbound interface. Typical protocols used for this functionality are BGP
(Border Gateway Protocol) and MPLS.

Another concept of hybrid SDN is called Hybrid OpenFlow. In this case, the traffic
is controlled by the flow table, which is managed by an SDN controller. The only
difference is, that output action normal is used for certain flows. This action redirects
the matching flows into the traditional stack present on the device. The traditional
stack is then responsible for the forwarding.

2.2.2 SDN Related Protocols

These protocols can be used for implementation of SDN, or they mimic the SDN func-
tionality.
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GBP

GBP (Group Based Policy) is an implementation of an intent system and it is used
for example in the OpenDaylight controller. The intent system allows the expression
of configuration in a declarative way - to specify ”what to do” instead of ”how to
do it’ ’ (imperative way). It can be also referred to as a declarative language. This
approach can simplify configuration by permitting the use of easy to understand phrases
like ”create a link from A to B with optimal link capacity for VoIP”. GBP is then
responsible for translating such a command into the rules and for pushing these rules
into appropriate devices. This approach is not dependent on underlying hardware
technologies and the same intents can therefore be easily transferred amongst different
network topologies, or used without modification when the network topology is changed.
Another advantage is in increased code security via specification of semantic constraints,
so the code is less prone to errors. In GBP, an intent is defined as a policy and it
expresses law, rule, or regulation. More information about GBP can be found in the
GBP User Guide of the OpenDaylight controller [27].

Intent-Based Networking (IBN) is now getting more attention, as it is view as a
tool for management of complex future networks - including IoT networks [28]. It
is expected, that the future IBN solutions will include AI, which should be able to
automatically learn from the network events. In order to be really helpful solution, the
IBN should be [29]:

• Extensible - it has to be able to evolve with new protocols, but also support
the old ones.

• Focused on business - intents must support general non-technical terminology.

• Holistic - it has to cover the complete network as a single entity.

• Validated - it has to offer the option to show changes, which will be implemented,
for validation.

• Vendor independent - it must be open, accessible via APIs, and not locked to
a single vendor.

OpFlex

OpFlex (An Open Policy Protocol), being developed by Cisco and its partners, is an-
other protocol using the declarative system. OpFlex is focusing on definition of policies,
which are stored in a centralized entity. Each policy can, in an abstract way, define
intended network behaviour like ”I want things to look like x” [30]. In order to trans-
fer specified policies into a networking device, XML (Extensible Markup Language) or
JSON (JavaScript Object Notation) can be used, together with a standardized remote
procedure call mechanisms (JSON-RPC) and secured via standard protocols (SSL,
TLS). OpFlex is currently defined only as the IETF draft [31] and it is still a work in
progress.

Other Protocols

• Interface to the Routing System (I2RS) - adds SDN functionality into the
existing routing decisions. It interacts with the RIB (Routing Information Base)
instead of the FIB (Forwarding) - unlike the traditional SDN. Interaction with
the higher layer data structure allows addition of the following functionalities:
inject and retrieve information, optimize traffic flows, choose a network exit point,
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rapid re-route on specific events, topology monitoring, and notifications. I2RS
uses protocols of the traditional networking like CLI, SNMP (Simple Network
Management Protocol) and NetConf. I2RS is still a work in progress, but it is
partially implemented in OpenDaylight controller. More information about the
current state of the I2RS can be found in the official charter document [32].

• Abstraction and Control of Transport Networks (ACTN) - a virtual-
ization platform allows the management of non-homogeneous networks including
the hybrid ones [33].

• Forwarding and Control Element Separation (ForCES) - a southbound
protocol similar to OpenFlow, but unlike OpenFlow, it also supports wireless
technologies including LTE (Long-Term Evolution) [34].

• NETCONF - a southbound protocol for configuration of devices. It has ad-
vanced features like transactions and event notifications. It can be used instead
of traditional ways of configuration like CLI and SNMP. It is supported by Open-
Daylight and ONOS (Open Network Operating System) controllers [35].

• Open vSwitch Database Management Protocol (OVSDB) - another south-
bound protocol for configuration of OVS. It is supported by OpenDaylight con-
troller [36].

• Path Computation Element Protocol (PCEP) - a protocol allowing to
combine devices supporting SDN with legacy devices for path computation. Mes-
sages are encapsulated in MPLS packets for compatibility with the traditional
networking devices. It is supported by OpenDaylight controller [37].

2.2.3 Network Function Virtualization

NFV is a virtualization technology of various network equipment including switches,
routers, servers, and storage devices. Its main goal is to simplify deployment of new
network services and to reduce cost. NFV is based mainly on the following concepts
from cloud computing: hardware virtualization (hypervisors), network virtualization
(virtual switches), advanced management functions (automatic backups, snapshots,
initialization, scalability), and open protocols (OpenFlow) and tools (OpenStack) for
functions integration.

SDN is nowadays often connected with NFV. Although both technologies try to
achieve similar goals, they are radically different. SDN is older (first appearance of
OpenFlow was in 2008 [21], while NFV was created in 2012 [38]) and it was created in
a university environment by researchers. NFV, on the other hand, was created by the
ETSI - consortium of service providers [39].

The main goal of SDN is simply to separate control and data planes, and provide
centralization. The main goal of NFV is to move network functions from specialized
dedicated devices into virtualized generic machines. Both technologies therefore use
network abstraction in order to run functionalities in software. In its basic form, the
goal of NFV can be achieved by use of SDN. But most of the time, the NFV functionality
is much broader and SDN is only one of the functions, which NFV uses. An important
difference between these technologies is also the targeted ISO/OSI layer. While SDN
focuses mainly lower layers (2 - 4), the NFV typically targets L7 (but can be deployed
in L3 - L7).
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NFV Benefits

NFV can reduce cost for infrastructure and power consumption, as the number of
hardware devices is reduced and the infrastructure is therefore simplified. This is
possible due to high volume sales of servers with standardized and interchangeable
components, which are much cheaper and versatile than ASICs (Application Specic
Integrated Circuits). Moreover, performance of virtualized devices running on these
servers can be changed on demand and network capacity over-provisioning is thererfore
not needed. Updates of these devices are also simplified.

NFV, due to its openness, also allows usage of multi-vendor resources in a single
network. They can be shared amongst different applications, users, and operators. This
also increases the network availability and efficiency, and enables use of advanced sce-
narios (for example testing of new features on a production network without influencing
its performance). The network reliability and performance can be greatly improved by
dynamic topology and configuration modifications based on real-time traffic. NFV also
helps with management features like automated installation, scaling, re-use of prepared
VMs, and advanced traffic analysis [40]. Finally, better and faster innovation can be
achieved by rapid function deployment, which can be simply triggered on demand [38].

NFV Components

NFV is composed from the three main components:

1. Infrastructure (NFVI) - physical and virtual devices of the network.

2. Virtualized Network Functions (VNF) - any software functionality imple-
mented into the network. A typical network contains multiple VNFs.

3. Management and Orchestration (MANO) - a layer responsible for effective
management of the whole life cycle of the network.

1) NFV Infrastructure

NFVI provides resources for the VNF to run on. The communication between these
two components is realized via the same datapath as network traffic. NFVI is managed
by a Virtualized Infrastructure Manager (VIM) via a dedicated link. NFVI can be
separated into three layers [41]:

1. Physical infrastructure - network devices (traditional L2/L3, or bare-metal
switches), servers (computational HW), and storages (Storage Area Network -
SAN, Network Attached Storage - NAS).

2. Virtualization layer - represented by a hypervisor, which manages the hard-
ware resources and provides access to these resources to the applications. It is
also responsible for VMs isolation and peripheral emulation.

3. Virtual infrastructure - it includes VMs, virtual storage and virtual network-
ing (provides switching between VMs, security, and Internet connectivity).

2) Virtualized Network Functions

Current VNFs are similar to the SaaS model used in cloud environments. They are
composed from small components (VNFCs) and together provide services, which would
otherwise require a dedicated hardware.
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Because of their novelty, the functions still have problems like slower performance
(due to their SW nature), questionable security, and problematic compliance to stan-
dards. It is recommended to use them especially for services on L4 - L7, or to combine
them with usage of SDN [42]. It is however expected, that in the near future, their
applicability will move to lower layers as well.

3) NFV Management and Orchestration

MANO is responsible for management of infrastructure and VNFs. It has the ability to
perform a complete network deployment testing. This can verify performance, stability,
and can identify traffic patterns. Because the test can be fully automated, it can reduce
cost and time, when compared to traditional network tests [43]. MANO has many open-
source solutions like: OSM (Open Source MANO), Open-O, Tacker, OpenBaton; and
also commercial ones [43].

MANO contains the following components9 [40, 43]:

• VIM - controls and manages the NFVI. The most well-known example of a VIM
is OpenStack [44].

• VNF Manager - performs complete life cycle management of multiple types
of VNF instances (potentially from different vendors - it can use several inter-
faces and programming languages). It conducts actions like initializing, scaling,
updating, and terminating.

• NFV Orchestrator - is responsible for management of two parts: network ser-
vices (in coordination with a VNF Manager) and network resources (via VIMs).
If multiple orchestrators are used, a centralized one (called Umbrella NFV Or-
chestrator) can be used for supervision and management of network services,
which belong to its management domain.

NFV Challenges and Research Fields

The modern nature of NFV means, that there are some challenges, which still have to
be addressed [38]. The two most notable ones are performance and security.

Performance of various virtualized network services has to be thoroughly tested
and properly evaluated in all conditions. Because the software runs on generic (not a
specialized) hardware, performance can be impacted. In this case, it can be desirable
to improve it by code optimization or by using paralellization. The performance should
ideally be consistent amongst different hardware platforms and on different hypervisors.
Security has to offer protection from attacks, misconfigurations, and software flaws -
on all virtual devices and all virtualized functions. Reliability should be further ensured
by resilient hardware architectures. Subsequent security certifications might be required
to prove, that the security level corresponds to security of similar traditional devices.

Hardware interoperability, portability and co-existence are few of the main
benefits of NFV, but they require a unified and open interface to work correctly amongst
different vendors. Migration tools also need to be developed to provide an option to
operate in hybrid environments. Effective management is another challenging area,
if full automation, flexibility, and continuous network stability are required. It needs a
complex testing of various technologies and situations including resource re-allocation
and infrastructure modification.

9The functionality of these components can vary as they do not have to be all included in
an architecture. Also, there can be multiple components of the same type to provide specific
features.
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2.2.4 Programmable Data Plane

A programmable data plane is a newly emerging concept. In traditional networks
and SDNs, the data plane on hardware switches is managed by highly specialized
chips (ASICs). These chips perform fixed-functions and their usage comes from the
past, when their performance was up to 100 times higher than performance of general
programmable chips [45]. Today’s situation is different, as there are now chips like
FPGA (Field Programmable Gate Array) [46], or solutions like reconfigurable match
tables [47], which can reach the same forwarding performance as fixed-function chips.

The most recent example of the programmable data plane approach is P4 language
[48]. P4 allows free definition of what a forwarding device should do and how to do
it. Unlike in OpenFlow, there are no limitations on matched header fields, selected
statistics, or restricted actions. This is why P4 is often referred to as OpenFlow 2.0,
although that is not the case. But the fact is, that flexibility of P4 allows (amongst
other things) implementation of the entire logic of OpenFlow.

The main advantages of P4 are: flexibility (forwarding specified by a program),
expressiveness (HW-independent and sophisticated packet processing algorithms), ab-
stract resource mapping, software engineering (type checking, code reuse, information
hiding), component libraries, decoupled hardware and software, and debugging [49].

Since 2018, P4 is supported in ONOS [50] and there are initiatives to implement it
into OVS as well10. The entire specification of the first version of P4 language can be
found in [49].

2.3 Internet of Things

The origin of the term IoT is generally associated with the presentation of Kevin Ash-
ton in 1999 [51], where he mentioned an idea of connecting RFIDs (Radio-Frequency
Identification) of supply chain parts to the Internet. After several research-only at-
tempts, the first large-scale real world application in this area (goods marking with
RFID tags for inventory control) was accomplished by Wal-Mart and U.S. Department
of Defence in 2005 [52].

Since the beginning, many (often contradictory) definitions of IoT have emerged.
Probably the simplest definition is: ”IoT is simply the point in time when more ”things
or objects” were connected to the Internet than people” [53]. This definition however
does not state, what the IoT really is. A more describing definition is: ”The IoT is
what we get when we connect Things, which are not operated by humans, to the Inter-
net” [54]. The most important concept of this definition is to omit the human element
from the system. This is supported in the paper [55]: ”...smart sensors collaborate
directly without human involvement...”. This comes from the premise, that in data
processing, a human is slow, error-prone, and inefficient when compared to any elec-
tronic device used in IoT. The direct collaboration allows interconnection of ordinary
devices (M2M communication), which can then perform intelligent decisions. These
devices gain abilities to hear, see, and sense, and that makes them smart. Paper [56]
mentions an important function of these devices: ”The IoT links the objects of the real
world with the virtual world... ”. This feature becomes especially important in case
of cyber attacks, which are no longer only virtual, but can influence the real world as
well.

Two additional definitions contradict the previous ones by including humans: ”(IoT)
refers to a world where physical objects and beings, as well as virtual data and environ-
ments, all interact with each other in the same space and time” and ”(IoT) allows people

10Available: https://github.com/P4-vSwitch
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and things to be connected Anytime, Anyplace, with Anything and Anyone, ideally using
Any path/network and Any service” [56]. While these definitions are conflicting with
the previous ones, the second one adds a new key concept: heterogeneity in supported
devices and communication protocols. The last important IoT concept was mentioned
in this description [56]: ”(IoT) can be deployed also in inaccessible, or remote spaces
(oil platforms, mines, forests, tunnels, pipes, etc.) or in cases of emergencies or haz-
ardous situations (earthquakes, fire, floods, radiation areas, etc.)”. Such deployments
can potentially save lives and resources.

The importance of IoT has been recognized relatively early even by politicians. In
2009, during a speech about IoT, Chinese prime minister Wen Jiabao presented the
following equation: ”Internet + Internet of Things = Wisdom of the Earth” [56].

All the mentioned definitions prove the extensive boom of IoT, which is now ubiq-
uitous. Almost all new devices in IT have Internet connectivity options and they can
be labelled as IoT devices. IoT is becoming integrated into more and more fields of
cyber and physical life.

State of Internet of Things

According to the first definition, IoT originated in year 2011, when the number of
connected devices overtook the number of living people on Earth [57]. Since then, the
number of connected devices has been expanding rapidly. In 2013, it increased to 9
billion and by 2020 it is expected to be between 24 billion [57] to up to 50 [53] or even
100 billion11 [56]. This significant increase will present a considerable challenge for the
current Internet infrastructure, which needs to evolve correspondingly.

According to [58], the current IoT systems are isolated and do not address scalability
and manageability of devices. Lack of use of a common model brings compatibility
issues, which can lead to privacy and security problems. Moreover, every solution is
built independently on each other, making portability and interoperability the most
complicated and deployment of each solution costly.

An ITU report [59] identified the most important IoT challenges as: standardization
and harmonisation, privacy implications, and socio-ethical issues. The ICTAG working
group [60] identified the main challenges as:

• Edge technologies - smart sensors attached to real world objects and RFIDs.

• Middleware systems - to bring abstraction for cooperation of heterogeneous
devices, networks, and sensors.

• Networking technologies - to support bidirectional communication via wired
and wireless links with high availability.

• Platform services - effective management of enormous number of devices with
scalability, high availability, safety, and security in mind.

2.3.1 IoT Architecture

There are currently several architectures in IoT, however there is not yet a single
accepted reference model. The key elements of every IoT architecture are: scalability,
modularity, extensibility, flexibility, resiliency, security, and interoperability between
heterogeneous IoT devices [56, 58, 61]. Such an architecture must not be locked to a
single OS, programming language, or communication protocol and should use open-
source solutions. It should also support device search, discovery, and peer networking.

11These sources are using different estimation methodologies.
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Figure 2.4: Three-layer IoT Architecture

Three-Layer Architecture

The most basic architecture, which is commonly accepted [62], is the three-layer archi-
tecture shown in Figure 2.4. This architecture is composed from the following layers
[55,61]: perception, network, and application.

1) Perception Layer

The perception layer contains ”things” - real and physical entities, which exist in space
and can be identified [56]. These things are able to ”sense” - collect and monitor data
about environment. They can be divided into three categories [56]:

• Ultra low cost - have no power source and very limited functionality. Things
contain only necessary identification data. Other functionalities are performed
in data centres with IoT applications. The typical example of ultra low cost
devices are RFID tags, which can be read from up to 15 cm (new versions up to
7 meters) [59]. They are used in the following applications [59]: retail (automat-
ic payments, automatic refiling), infotainment (provide additional information
in galleries, cities, museums, etc.), lifestyle (chips for persons identification dur-
ing sport events, chips used for special payments - in casinos, etc.), food safety
(expired or infected food), etc.

• Low cost - they have sensing ability and their own memory for storing a limited
amount of data. Some or most of the data, and application logic, is still imple-
mented in data centres. These devices include smart materials (a carpet with
integrated motion detectors), smart wearable (able to detect owner’s physical
status), etc. [59]

• Smart - are devices with a completely embedded system in the device itself.
Gathered data is stored locally and devices can perform all advanced IoT func-
tions - including sensing, monitoring, and data management. These devices typ-
ically include smart appliances (oven, fridge, camera), HVAC (heat, ventilation,
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air conditioning) systems, smart vehicles, and robots [59]. In laboratory condi-
tions, smart devices can be represented by SBCs (Single Board Computers) like
Raspberry Pi or Arduino, equipped with appropriate sensors.

2) Network Layer

The network layer connects sensors with the data destination. The first part of this
layer is the access layer network, which connects perception layer devices and gateways.
This network has the following parameters [56]: topology (star, mesh, single/multi hop),
size (number of supported nodes), coverage, connectivity (continuous, occasional, spo-
radic, manual), lifetime, mobility factor, energy constraints, cost, nodes heterogeneity,
and communication type (radio frequency, acoustic, optical, etc.).

The second part of the network layer abstracts different communication technolo-
gies of sensors and processes the data into the common IP network. Typical devices
used in this part of the layer are gateways, which can be realized by specialized switches,
routers, or just SBCs.

The third part is the traditional IP network, responsible for reliable and fast
delivery of data. This can be a challenge, as large amount of traffic can be generated
by sensor devices. Use of QoS and virtual traffic separation can help.

The network layer can perform data processing as authors of the paper [61] sug-
gested. In that case, an infrastructure, able to cope with the amount of data, must be
implemented. An ideal technology for storage and processing similar quantities of data
is cloud. Unfortunately, future research in advanced processing in this area is needed
[61]. The network layer should ideally support the following features [56]:

• Anonymous networking - to ensure sensors’ privacy.

• Autonomous networking - self-configuration, self-optimisation, and auto-
recovery.

• Caching and synchronization of messages - as some IoT devices can lack
permanent network connectivity (goods marked with RFID chips, interferences,
limited battery).

• Information sharing between IoT devices - should be controlled by an
authorization.

• Mobility of IoT devices - devices can dynamically change their position with
various speeds.

• Password and identity distribution mechanisms - at the network level.

• Scalable communication - power awareness with an option to turn on/off links
based on current traffic.

3) Application Layer

The application layer performs IoT functionalities based on processed data from the
network layer. It can provide APIs to the variety of devices - the most common ones,
used by regular users, will be smartphones, tablets, or laptops. Using this interface,
users can gain insight into the monitored area and can control its properties. This is
achieved by devices called actuators, which perform actions in the real world. They
can be controlled either manually by users (devices like a climate control, heating, door
locks, etc.), or automatically by IoT applications (devices like sprinkle system, alarm,
horn, door locks, etc.). Smart behaviour of IoT is achieved by autonomous performing
of these functionalities in reaction to real world events.
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IoT-A

IoT-A (Internet of Things - Architecture) [58] is a document, which tries to achieve in-
teroperability amongst various IoT platforms. In order to do so, the document presents
a reference model and reference architecture.

The reference model describes basic concepts of IoT to provide a common un-
derstanding of the technology. The model consists of the following sub-models:

• Communication model - it provides abstraction for interaction with various
heterogeneous devices and communication protocols.

• Domain model - includes IoT devices, services, virtual entities, and it defines
relations between these instances.

• Functional model - it groups functionalities of the domain model and allows
interaction with IoT instances.

• Information model - it provides information about the IoT system. It stores
data in defined structures.

• Trust, security, and privacy model - it is responsible for security elements
of the IoT system.

The reference architecture describes basic building blocks of IoT and design
choices to fulfil the conflicting requirements of IoT systems: performance, ease of de-
ployment, and security. It contains the following elements (ordered by layers):

• Application - the top layer contains logic of an IoT system.

• Management - this layer uses FCAPS (Fault, Configuration, Accounting, Per-
formance, Security) framework, which is also used in smart grid (SG) applications
[63]. This framework is extended to support IoT systems and not only pure net-
working solutions, which are the primary goal of the framework.

• Service organization - it connects various sub-groups and includes service com-
position, service orchestration, and service choreography. It also supports pub-
lish/subscribe communication model.

• IoT process management - contains process modelling and it connects exe-
cuted applications to appropriate services.

• Virtual entity - it provides functionalities to subscribe and unsubscribe to data
published by an IoT device. It also allows reading and writing of values into
entity attributes.

• IoT service - it provides services for discovery, look-up, name resolution, and
other functionalities.

• Security - it contains the following components: authentication, authorization,
key exchange and management, trust and reputation, and identity management.

• Communication - it provides a common interface to many different IoT pro-
tocols. It contains three layers of communication: hop-to-hop, network, and
end-to-end.

• Device - the bottom layer contains the physical IoT devices.

40



The architecture also describes four information exchange models: push-pattern,
request/response, subscribe/notify, and publish/subscribe. There are also three de-
ployments options for an application: on smart objects (for lightweight services), on
gateways (for a more complicated code), or in the cloud (for advanced availability, if
latency is not an issue). The application can also store data locally, remotely on a web,
or locally with a web cache (hierarchical structure).

2.3.2 Other IoT Architectures

According to [61], several other IoT architectures exist, including tailored and clean
slate architectures. Tailored architectures are integrated with other technologies,
or use only a specific protocol. They include: IETF protocol suite (IEEE 802.15.4,
6LoWPAN, CoAP), SENSEI project (ended in 2011), CASAGRAS project (defines
three layer architecture), Server-Based IoT Architecture (for IoT devices with extremely
limited computational resources), and network virtualization (for enhanced security).

Clean slate architectures include: BRIDGE (Building Radio frequency IDen-
tification solutions for the Global Environment - ended in 2009), IDRA (Information
DRiven Architecture - for low performance WSNs), EPC (Electronic Product Code -
communication between different types of networks), Cloud based approach (storage
for data), and Social IoT (concepts from social relationships). Detailed description of
these architectures can be found in the paper [61].

2.3.3 Future of IoT

It is expected, that IoT would evolve in various fields, and that it would acquire new
functionalities like self-aware and self-organizing networks, and adaptive security [56].
These features could be achieved by SDN. The two most important technologies, which
are expected to be soon connected with IoT are 5G networks and Tactile Internet.

5G

The major change in IoT communication technology is expected from 5G networks,
which should arrive in 2020 [64]. According to [65], the 5G should become the backbone
network for IoT as it should be able to carry about 1000 times more data traffic than
cellular systems (4G) in 2015.

5G networks should provide low latency (around 2 ms [64]), authentication, high
bandwidth, and reliability. If the technology becomes widespread, it could also solve the
heterogeneity problem as it could be deployed in all communication scenarios. These
features make the technology perfect for IoT.

The 5G white paper [66] summarizes the key use cases for 5G networks (stated data
rates are using the following order: downlink / uplink speed):

• Broadband access everywhere - with expected minimum data rates of 50 /
25 Mbps and latency under 10 ms available anytime and anywhere.

• Broadband access in dense areas - supporting even bandwidth demanding
applications like video, cloud services, and smart offices. Expected data rates are
1 / 0.5 Gbps and latency under 10 ms.

• Broadcast-like services - for high-demand events and news distribution, with
data rates of up to 200 Mbps / 0.5 Mbps and latency under 100 ms.

• Extreme real-time communication - for Tactile Internet (explained below),
with data rates 50 / 25 Mbps and extremely low latencies under 1 ms.
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• Higher user mobility - providing stable connectivity even during high speed
of users (trains). Expected performance is the same as in the broadband access.

• Lifeline communication - for reliable nature disaster warnings and informa-
tion.

• Massive IoT - supporting large scale sensor networks, mobile video surveillance,
and smart wearables. Expected performance in this category is low as the support
of large number of devices and energy efficiency is more important. Data rates
can be between 1 - 100 Kbps with the expected amount of traffic approximately
one message per few hours.

• Ultra-reliable communications - for public safety and e-health services (in-
cluding remote surgeries). This area can have data rates under 10 / 10 Mbps,
but low latency - under 1 ms.

It is expected, that 5G networks will provide consistent user experience, with stable
data rates and latencies (achieved in 95% areas and at 95% of time). Specific environ-
ments can have their own requirements. An example can be office buildings, where
expected data rates can be up to 1 Gbps (while in normal outdoor areas, the data
rate might be only 50 Mbps). Expected latency for the normal applications should be
below 10 ms, while for high demanding applications, it must be under 1 ms. Moreover,
these latencies must be ensured even during clients’ movement. This will provide high
mobility with seamless connection transitions.

Security is also an important part of 5G design, as it will be required by different
applications used in these networks. Critical services like public safety and e-health
will require guaranteed security. 5G will therefore use strong authentication, based on
4G solution, but with an option to implement single sign-on services. Comparing to
4G, 5G should provide better security with the same overhead. 5G will also include
protections against typical security threats like eavesdropping, identity theft, and phys-
ical layer attacks. Privacy will be also covered as part of security features, both for
users, machines, and all types of communications. The last area of security will be mo-
bile networks, which have to be protected from the potentially harmful smartphones of
users. These devices can be infected by malware, or can use dangerous applications to
attack 5G networks and other devices. [66]

Other features of 5G networks include [66]: efficiency (cost, energy, and opera-
tion), ease of innovation and deployment, flexibility and scalability, and instantaneous
network monitoring.

Tactile Internet

Tactile Internet (TI) is defined as ”Internet network combining low latency, a very short
transfer, a high availability and high reliability with a high level of security” [67]. After
success of the mobile Internet and IoT, it is expected to be the next digital revolution.
The key applications for TI are still to be researched, but nowadays, the most expected
ones are [67–69]:

• Augmented and virtual reality - small mobile devices with limited perfor-
mance (glasses) will use pre-processed content from the TI. These devices will
be used for assistance, information systems, and other applications (using the
concept ”see what others see”).

• Autonomous driving and traffic control - continuous low latency communi-
cation between vehicles, and between vehicles and infrastructure will allow safe
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and efficient autonomous driving. Traffic lights will not be necessary and cars
can drive in close groups (platooning) to save fuel / electricity.

• Education, culture, and therapy - multi-modal human-machine interfaces
with visual, auditory, and haptic interactions will allow remote learning and
training in realistic simulations.

• Healthcare - remote diagnosis, rehabilitation, and even surgery should be pos-
sible with usage of tele-robots. These robots will provide audio and video infor-
mation, and haptic feedback. The technology will allow remote participation of
doctors on healthcare related tasks, as though they are physically present.

• Other applications - include the following expected use cases: industry au-
tomation (high frame rate sensors), smart grids (as they have very similar laten-
cy and reliability requirements), robotics, telepresence, gaming, and real-world
simulations.

The most important technology for the TI will be 5G networks with their low
latency connections. In IoT comunication, mobile networks present up to 90% of total
latency [68]. TI will require latency under 1 ms, which cannot be delivered by today’s
mobile networks, which have the typical latency about 50 ms [68].

Other important technologies will be NFV, SDN, and fog computing (FC). Espe-
cially important will be SDN and its ability to manage the network centrally. This will
be used for self-organizing networks, simplified management, organization of network
flows, increased network capabilities, and network virtualization with guaranteed QoS.
FC (further described in section 3.4) will be used to bring data analysis closer to the
network edge in order to decrease latency. All cloud data centres are limited with
transmission latency. A signal propagates near the speed of light and 1 ms latency is
therefore achieved after 299.792 km. In practice, that means that when a two-way path
and processing delays on transition devices are considered, the recommended distance
between any device and the cloud centre should be under 100 km. [68,69]

2.4 IoT Application Domains

IoT spans a broad range of application domains, including the following [55,56,70,71]:

• Aerospace and aviation - it focus mainly parts classification and monitoring.
Use of genuine components can improve safety and security. Typically, RFID
tags are used for this purpose. Tags can be also utilized in areas like passenger
and crew identification systems, and luggage and cargo systems.

Critical airplane parts can be monitored online - by observing their properties
(temperature, pressure, vibration, etc.), service inspections can be more efficient-
ly managed. This can lower maintenance cost and improve safety.

• Agriculture - traceability of animals can detect an escaped animal, theft, and a
non-typical health condition. This can reduce disease detection time and there-
fore can save animal lives as well as reduce unnecessary expanses.

• Automotive systems - allow complete car monitoring and control via a large
amount of sensors and advanced intelligence. A car can assist the driver, or even
perform an autonomous driving. The car systems are also able to communicate
with each others (V2V) and with infrastructure (V2I).
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• Business environments - includes smart and interactive offices with integrated
face-to-face interfaces, linked documents, and real-time information about pro-
duction data.

• Education - interactive school classes with remote conferences can increase
learning quality. Additionally, pupils location can be monitored, which makes
schools safer.

• Environment monitoring - safety and security of population can be improved
by continuous and automated monitoring of nature events like tsunami, earth-
quakes, fires, floods, storms, and man-caused events like pollution, gas leaks,
radiation leaks, etc.

• Health and aged care - patients’ location within a building and their health
status can be monitored by small wearable sensors (often implanted in a body).
A smart building can react accordingly to ease patients movement (automatic
door opening, lighting control, etc.). Early warning can be issued, if a patient’s
health status changes. Another application in health care can track, check, and
label drugs use.

• Industry - any industrial process can benefit from IoT implementation. Moni-
toring of critical activities (oil or gas drilling, nuclear power generation, etc.) can
help with preventing accidents and improving productivity and efficiency.

• Information providing - electronic tags (NFC, Bluetooth, and QR codes) can
be placed on objects, or places of interests. Camera devices (drones) can be used
to gather and provide real-time video footages.

• Insurance - objects like cars, mechanical devices, or even houses can be insured
more effectively, if a monitoring device is attached to them. This will help in-
surance companies to verify an insurance event. It can also benefit users with
cheaper insurance cost and faster compensation after an event. Example can
be a car system like LittleBox 12, which uses GPS and motion sensors to detect
various driving parameters. Based on the calculated driver score, insurance price
can be determined.

• Product life cycle management - a product can be labelled and monitored
during its entire life cycle. This helps to check its functionality, manage mainte-
nance, and perform its disposal (recycling) at the best time.

• Smart retail, logistics, and supply chain - allows real-time monitoring of
goods and stocks with RFID tags. Every item can be monitored - from industrial
parts to food. Logistic processes and production can be therefore simplified and
optimized. Recent initiatives by Intel [72, 73] target retail stores and vending
machines, in order to improve inventory accuracy, enable low inventory alerts,
optimize product placement, offer dynamic pricing (based on expiration dates,
customers, loyalty programs, coupons, and advertisements), provide integration
with social media, and introduce new user interfaces (gesture recognition, touch
screens, etc.).

• Smart buildings - improved energy consumption and user comfort can be
achieved by energy metering, monitoring, smart automation, and optional us-
er control. Sensors inside buildings can also monitor user locations, and detect
and react on any anomalies (health issues, burglary, fire, etc.).

12More information: http://www.admiral.com/black-box-insurance/
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• Transportation - more efficient transportation of people and goods can be
achieved by advanced screening systems, RFID tags, and intelligent transport
systems.

• Waste management - status of all waste containers (fullness, air quality) can
be monitored to achieve their efficient emptying. Disposal of electronic and dan-
gerous waste, as well as collection of recyclable materials, can be monitored with
RFIDs.

2.4.1 Smart Cities

A smart city (SC) can be defined as a city, which can ”effectively process networked
information to improve outcomes on any aspect of city operations” [74]. The main
tools to accomplish this are: Internet, IoT, and web technologies. Another definition
[75] states, that a SC is ”connecting the physical infrastructure, the IT infrastructure,
the social infrastructure, and the business infrastructure to leverage the collective in-
telligence of the city”. Probably the most descriptive definition is however this one
[76]: ”smart city is a seamless integration of personal, residential, commercial, munic-
ipal, private and public devices, equipment, buildings and systems for various safety,
efficiency and convenience services for its citizens”.

Significance of the SC concept is becoming more and more important, as people
tend to move into cities. According to [56], it is expected, that by 2050, 70% of Earth’s
population will live in cities. This will result in creation of mega-cities with population
of dozens of millions of inhabitants. Such an enormous growth will make a high demand
on city infrastructure, resources utilization, traffic congestion, and many other areas,
which can be solved by the SC concept. Even cities in 2010 were responsible for
75% of worldwide demand for energy and they produced over 80% of all greenhouse
gas emissions [77]. As paper [78] states, a SC is ”a strategy to mitigate the problems
generated by the urban population growth and rapid urbanization”.

The main technologies of SCs are [74,77]:

• Buildings - are responsible for 40% of all used energy worldwide and they in-
clude airports, hospitals, office buildings, public buildings, and homes. The key
to reduce their power consumption and to increase their utility value, is smart
automation. This includes safety systems (fire detectors and sprinklers, cameras,
locks), climate control (temperature, humidity), lighting, and building-specific
equipment (for example intelligent escalators, elevators, baggage systems, infor-
mation systems, etc.).

• Government - online tools like virtual city hall, reservation systems, financial
systems, and many others - often called eGovernment, are expected in modern
cities. These virtual solutions provide an effective and convenient way of improv-
ing city productivity (faster response time and reduced commuting). The typical
cost savings, depending on the solution, can be in a range of around 25% [77].

• Public safety - with an increased number of citizens, this area is more important
than ever. The risk of terrorism, nature disaster, or other incident is increasing
rapidly. Each such incident can, in turn have an even greater impact. Surveillance
systems interconnected with tools for quick warning (city speakers, city lights,
mobile phones, social media) can help reduce the threat impacts.

• Resources - to support increased demand, modern cities will have to be more
efficient in dealing with various resources like electrical energy, water, gas, and
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even waste management (from the city perspective, waste management units can
be considered as a resource). Real-time power consumption data can help with
efficient generation and distribution, while smart sensors can detect any leakage.
In combination with actuators, leakages can be greatly reduced.

• Transport - includes public transport, private transport, and also access for spe-
cific vehicles (emergency, supply, maintenance, repair, etc.). An efficient trans-
portation system is the critical component for a city’s productivity and energy
consumption. Preferred use of public transport can be encouraged by intelli-
gent systems, which can provide: current transport location, useful information
(traffic, weather, news), and dynamic and automated payment.

• Venues - concerts, congresses, conferences, and sport events attract enormous
numbers of people and SCs must dynamically adapt to these conditions. This
may include infrastructure extensions (mobile and Wi-Fi networks capacity, ad-
ditional power sources, implementation of QoS, etc.) and implementation of
information boards, adaptive traffic control, and safety and security systems.

Smart City Applications

Applications of a SC are responsible only for very specific tasks. Each application
should manage its own devices. According to [76,79], a SC should support the following
applications: smart lighting, smart energy, smart security, and smart health.

Smart Lighting

Smart lighting (SL) systems are composed from the following components [76]: smart
lamps (for example OSRAM13, or Telensa14), networking infrastructure (wireless /
wired), and a control system.

A SL system can use various types of smart lamps to achieve better energy consump-
tion, lower light emissions, precise energy consumption monitoring, failure reporting,
and additional services. The lower energy consumption is especially important as the
used energy of traditional lights is enormous - in 2005 it reached 19% of global electric-
ity used worldwide and was responsible for 6% of global emissions of greenhouse gases
[80].

The lower energy consumption is achieved by modern LED (Light-Emitting Diode)
systems, which by itself are about 70% more efficient, while having 3 - 4 times increased
lifespan [81]. Moreover, the illuminating colour and intensity of these lights can be con-
trolled, which can save energy even more. There are existing solutions, which propose
to dim the lights during late night hours, if no nearby movement is detected15. This
would also lower light pollution, which is becoming a problem in modern mega-cities.
Finally, by controlling the colour and intensity, a SL system can adapt to the current
weather conditions and make the traffic infrastructure safer.

Another advantage of SL is the ability to report real-time data about each light.
This includes accurate information about energy consumption and also notifications,
if a light fails. The cost savings for repair teams, which can be dispatched only when
needed, can be significant.

13More information: https://www.osram.com/ls/light-for/smart-city/index.jsp
14More information: http://www.telensa.com/smart-lighting/
15Example of such a solution is CitySense. More information: https://www.tvilight.com/

citysense/
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Smart lamps can be also equipped with devices providing additional services. This
can include solar cells (which can reduce the energy consumption even more), Wi-
Fi access points (providing the Internet connectivity), and various sensors (cameras,
motion detectors, climate sensors, parking sensors).

Smart Energy

Smart energy can utilize Virtual Power Plants (VPP), which is a program allowing
participating of customers in energy generation, exchanging of price information, and
sharing of energy demand data. The main goal of distributed energy resources is load
reduction during peak hours. The system is composed from three components [76]:
distributed generation (preferably a renewable energy source), energy storage systems
(ESS), and information and a bi-directional communication system. ESS store excess
energy and its state-of-the-art examples can be: Tesla’s Power Wall (13,5 kWh /
unit16), Powervault (2 - 6 kWh17), and many others.

There are also studies [82–84], which propose to use electric vehicles (EVs) as ESS.
If such a vehicle is not in use (and its use in the near future is not planned), its battery
can be used as an ESS. During high demand hours, the energy from the battery can
be given to the grid (for some revenue for the owner). The battery can then be later
charged back (during low demand hours). EVs have batteries with relatively large
capacities (up to 100 kWh18) and part of this capacity can be therefore used without
sacrificing mobility.

Smart Security

Smart security combines smart emergency plans and crime prevention systems. Combi-
nation of various types of CCTV (stereo cameras and vehicle license plate recognition),
heat sensing, tracking and other smart sensors, can improve responses of emergency
units during various security threats. A security system, composed from the mentioned
sensors and managed by an integrated system, can help in search for missing persons
and can prevent: murders, robberies, sex crimes, arsons, thefts, etc. [85] The key part
in these scenarios is effective data processing. An integrated management system must
be able to handle a massive amount of input data and process it in a minimal time.

On the other hand, massive deployments of these sensors affect citizens’ privacy.
According to study [86], such surveillance technologies are generally accepted only
in public places (stations, public transport, malls, parks), but not in private places
(schools, pubs, cars, homes).

Smart Health

Smart health is a platform for improving quality of healthcare services. Smart fitness
devices can collect data about activity, walked steps, sleep patterns, and heartbeat.
Other sensors located in clothes can provide additional information, mainly about ac-
tivities, behaviours, and environment. The gathered data can then be used for faster
emergency response and more accurate treatment. An ideal use case for deployment of
these sensors is for elderly care. Smart sensors can detect anomalies and automatically
call emergency.

16Source: https://www.tesla.com/en_GB/powerwall
17Source: https://www.powervault.co.uk/choose-your-powervault/
18Source: https://www.tesla.com/models/design
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Another part of smart health is data integration between different health care cen-
tres and hospitals. All approved staff (doctors and nurses) should have access to patients
data in real-time.

2.4.2 Smart City Domains

SC domains present complex systems, which are part of general IoT. They can also be
part of a SC, where they can be interconnected with the management system. These
domains will be described in more details in the following subsections.

Smart Buildings

Smart buildings (SBs or also intelligent buildings) are integrated into a SC with goals
to reduce consumption of resources, integrate security mechanisms, and offer intelligent
environment monitoring and (remote) control. The most important technology of SBs
is a HVAC system for controlling the SB environment, while reducing energy demands.
The system relies on smart metering devices, which give accurate information about
consumed resources. A modern trend in this area is a cloud analysis tool, which can
predict energy demands based on statistics, usage patterns, habits of employees, and
expected weather. HVAC systems are used mostly in smart offices and smart factories.
According to [87], other SB scenarios include smart schools and smart healthcare.

Smart schools use mostly environment and resource monitoring sensors to detect
air quality, carbon dioxide levels, and consumption of electricity, water, and gas. This
can help schools to ensure a safe environment. Another application is security via
real-time students tracking and on-demand access for authorized personnel. Students
can have special tracking objects (smart cards, chips, etc.), which can provide access
to certain locations, manage student accounts, and interact with: other IoT devices,
dining facilities, and library equipment.

Smart healthcare includes hospitals, retirement community housing, and similar
health care centres. SB solutions can be used to lower operation costs, which can be
important especially in these areas. Implementation of innovative IoT technologies can
also monitor the health status of patients and automatically alert someone in emergency
situations.

Smart Grids

Smart grid (SG) is a concept of integration of the traditional power grid with an
information network [88]. SG can be defined as: ”... an electric system that us-
es information, two-way, cyber-secure communication technologies, and computational
intelligence in an integrated fashion across electricity generation, transmission, sub-
stations, distribution and consumption to achieve a system that is clean, safe, secure,
reliable, resilient, efficient, and sustainable” [89]. SG is composed from many hetero-
geneous technologies, and it can therefore be referred to as the ”system of systems”
[90]. According to [91], the main goals of the SG are:

• Energy usage information for customers.

• Facilitation of plug-in EVs and other energy storage options.

• Improved resiliency to disruptions with self-healing capability.

• Incorporation of distributed energy sources.

• Increased power reliability.
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• Optimized resources (using more optimal peak capacity).

• Reduction of greenhouse emissions.

The key concept of SG is a two-way information flow between energy suppliers and
consumers. Using smart end devices like smart meters, smart thermostats, and other
appliances; consumers can actively participate in controlling their power usage and
therefore potentially reduce their energy fees and increase the grid stability.

According to [92], SG is one of the most important areas of IoT. Electricity con-
sumption of modern society is increasing, and there are limits of how much energy can
be generated at a given point in time. Moreover, even while a majority of electrical
energy comes from the most ecological sources (nuclear being the first, and renewable
resources second), during peak periods, traditional coal power plants are still being
used. SG can motivate users to flatten out this peak consumption by dynamic usage
of their devices.

Another SG advantage is improved reliability of the power grid. Unlike the tradi-
tional power grids, the modern ones are more widely distributed, have much higher peak
demands, and use new energy generation sources with unpredictable performance. All
these revolutionary steps require timely and precise information to support the system
automation. Slow manual processing by a human element is no longer an option. Slow
response times of the traditional grid during unexpected events were proven during
various blackouts. The most serious ones were:

• India, 2012 - The blackout started with a line tripping of 400 kV circuit breakers,
which caused shutdown of a major transmission section and consequently affected
several power stations. The following day, a relay problem caused additional
power stations to go offline [93], affecting over 620 million people. According to
the United States Agency for International Development [94], the blackout could
have been prevented by implementation of SG with its automated fault detection
and self-healing abilities.

• Canada, 2003 - a fallen tree and a failed alarm, caused a cascade of failures,
resulting in the most serious blackout in North American history. The blackout
was responsible for 11 deaths, estimated damage cost was $6 billion, and it caused
50 million people to be without electricity for two days [95].

• Italy, 2003 - a storm and insufficient trimming of trees near power lines caused
a failure of the main power line between Italy and Switzerland. Afterwards, an
increased load on the rest of the grid network caused two power lines between
Italy and France to fail. This cascading effect cut Italy from two main energy
exporting countries. The traditional grid was unable to compensate the sudden
drop in frequency and the following blackout affected over 50 million people. [96]

Smart Homes

Smart home (SH) can be defined as a HAN connecting smart devices, which can be
remotely controlled, most often from portable devices like smartphones or tablets. G.
Bryant [97] adds to the definition: ”a home must seamlessly interconnect diverse de-
vices, services and things so the home becomes perceptive, responsive and autonomous”.

Popularity, use, and sales of SH devices are growing rapidly. In 2016, these devices
were responsible for almost 2/3 of all connected IoT devices and it is expected, that by
2020, there will be 13.5 billion of them [98]. These devices include entertainment devices
(smart TVs, wireless speakers, game consoles, voice assistants), smart thermostats,
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smart appliances (fridges, ovens, kettles), smart lighting (including control of curtains
and shutters), smart electrical outlets (with remote control, scheduling, and monitoring
functionality), smart security devices (locks, surveillance systems, motion detectors),
energy monitoring devices, cleaning robots, fitness devices (smart scales), electric car
systems, etc. According to [99], the most popular type of devices is entertainment,
followed by smart thermostats, security devices, and lighting systems.

The key technology of SHs is an integration system, which allows controlling of all
devices from different vendors within a single platform. This is a difficult challenge -
for example Intel in [100] managed to integrate only three distinct lighting solutions
(Phillips Hue, Cree, and Osram), while stating, that with a wrong firmware, the solu-
tion can ”go awry”. More complex integration solutions are Apple’s HomeKit19 and
Samsung’s SmartThings20. These can be controlled from mobile applications, or voice
assistants. Voice-activated speakers like Google Home21, HomePod22, or Amazon Echo
Dot23 can be controlled exclusively by voice. In April 2017, Google released SDK for its
assistant technology [101], so more companies are now introducing their own versions of
voice-activated speakers. The same assistant can be even experimentally implemented
on SBCs like Raspberry Pi. These assistants integrate artificial intelligence and con-
nected SH devices can be controlled by voice commands like ”set the temperature in
living room to 20 degrees”.

2.4.3 Smart Mobility

Smart mobility (SM) or C-ITS (Cooperative Intelligent Transport Systems) is an area
targeting an intelligent traffic management, most often in complex SCs. This includes
public and private transport and all related areas (road conditions, parking lots, etc.).
SM covers all types of V2X communications, where X can be vehicle, infrastructure,
road, or any other entity. In addition to the requirements of standard IoT, this domain
has also specific demands on node mobility.

SM can increase quality of life and productivity. Shorter transportation times,
option to use efficient public transport (where commuters can work on their mobile
devices), and less chance of delays are just some of the examples. Also, by minimizing
traffic jams and optimizing traffic flows (no need to circle around looking for a parking
place), produced emission, noise and consumed petrol / electricity are reduced. Con-
gestions cause increased pollution, lower productivity, and also pose a security hazard
(slower access for emergency vehicles). The optimisation can be achieved by dynamic
traffic control systems - traffic lights, roads with adaptive traffic lanes, digital traffic
signs (variable speed limits), etc. Another advantage is accurate prediction of users
arrival time, independent of used type of transportation. SM can also significantly
improve road safety. As [102] states, 1.2 million lives were lost globally in 2015 due to
road traffic incidents. These incidents are the major cause of deaths amongst people in
age group between 15 - 29 years24.

SM covers mainly the following applications:

19More information: https://www.apple.com/uk/ios/home/
20More information: https://www.smartthings.com/uk
21More information: https://store.google.com/product/google_home
22More information: https://www.apple.com/uk/homepod/
23More information: https://www.amazon.co.uk/Amazon-Echo-Dot-Generation-Black/

dp/B01DFKBL68
24Unfortunately, most of these deaths happened in less-developed countries, where SM is not

expected to be implemented soon. Moreover, the most affected groups are pedestrians, cyclists
and bikers, whose protection is the most complicated.
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• Mobility-as-a-Service - is a concept of transporting people from one point to
another in the most efficient way [103]. The concept is based on public trans-
portation and (in the future) self-driven shared vehicles. Integration of digital
platforms with smart sensors can provide effective transit services across various
transportation forms. Users can pay with their smartphones and other payment
devices (smart watches, special cards, NFC chips, etc.).

• Smart parking places - equipped with sensors detecting the place status. Sen-
sors can be based on electromagnetic or proximity detectors and cameras. Data
can then be used for parking place reservation, navigation, dynamic pricing, and
lower traffic congestion - according to [104], up to 30% of traffic congestion in
urban areas is caused by circling drivers searching for a free parking place.

• Smart traffic management - can lower congestions, which drastically influence
the quality of city inhabitant lives. Traffic conditions can be detected by many
sensors (in-vehicle, street, licence plate readers, CCTV cameras, mobile phones,
etc.), and managed by a centralized system, which can control traffic lights,
digital dashboard signs, and can provide notification in online applications. The
traffic can be dynamically routed based on weather, road works, and accidents.
Transit of priority vehicles can be sped up by dynamic adjustments of road signs.
Collected traffic statistics can also be used for the future road re-constructions
and for city expansion planning.
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3. Related Work

This section describes related work in the SDN area. Firstly, general SDN research is
described, followed up by research in more specific areas of IoT. Security, performance,
and other important issues are considered as well.

3.1 General SDN Research

SDN is nowadays a highly active area of research. There are a lot of conferences tar-
geting the SDN research like: IEEE Conference on Network Function Virtualization
and Software Defined Networks1, The Symposium on SDN Research2, Open Networking
Summit3, International Conference on Network and Service Management4 and many
others. These conferences cover different aspects of SDN. According to [6], the cur-
rent SDN research efforts can be generally divided into the following categories (more
detailed explanation of each category with additional links can be found in the same
source):

• Controller platforms - focus on hierarchy levels between distributed con-
trollers. This covers eastbound / westbound APIs, controller modularity, load-
balancing, consistency, and high availability.

• Migration and hybrid deployments - in order to deploy SDN in a tradi-
tional network, migration techniques have to be used. Hybrid SDN is a concept
covering these migration techniques by various ways: deployment of SDN only
on some devices and ports, or using OpenFlow features to combine SDN with
traditional networking. This allows SDN interaction with existing legacy devices
and protocols.

• Performance evaluation - is focused on CPU load bottlenecks, latency of
reactive flow rule insertion, benchmarking tools, and controller placements. Most
of the work is unfortunately conducted using only simulation tools, or analytical
modelling, and not a real hardware.

• Resilience - focus mostly on utilization of the control plane and on comparison
between SDN and traditional IP networks. Many papers describe protection
schemes to ensure low latency recovery times during various failure scenarios.

• Scalability - address mainly overhead of the control layer (when the flows are
processed in SW) and latency between a flow creation and insertion into the
flow table. Less targeted issues are scalability in distributed architectures and
mechanisms for consistency of these architectures.

• SDN for ISPs and cloud providers - SDN advantages makes the technology
ideal for dynamic and complex networks of ISPs and cloud providers. These
advantages, explored in many papers, include: fast recovery, efficient network-
ing, adaptive traffic engineering, simplified fault-tolerance, performance isolation,
easy resource migration, improved capacity usage, higher reliability, and cost re-
duction.

1More information: http://nfvsdn2016.ieee-nfvsdn.org
2More information: http://conferences.sigcomm.org/sosr/2016
3More information: http://goo.gl/gZiJ2S
4More information: http://www.cnsm-conf.org/2016
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• SDN in Software-Defined Environments - fully programmable IT infras-
tructures - Software-Defined Environments (SDEs) - are based on dynamic and
effective reconfiguration. SDEs include four Software-Defined blocks: Network,
Storage, Compute, and Management. SDN comes as the latest block to fill the
missing gap for a fully programmable network.

• Security and dependability - security of the SDN is an issue which still needs
to be further explored and researched. Except for the same attacks as in tradition-
al networks, SDN is also susceptible to attacks targeting controllers, controller
applications, and SDN APIs. With SDN starting to be used in commercial appli-
cations, these topics are one of the most important areas for current and future
research.

• Switch design - covers mainly performance issues like limited flow table capac-
ity, speed of flow table modification, issues with specific switching hardware, and
possible usage of more advanced hardware technologies (GPUs, modern CPUs)
in existing switch architectures.

3.2 SDN in Internet of Things

According to [55], IoT is currently facing the following challenges, which will have to
be addressed in the near future: availability, reliability, mobility, performance, man-
agement, scalability, interoperability, security and privacy.

Most of these challenges can be solved (at least partially) by SDN. Availability
requires redundancy of critical services within an intelligent system, which can make
sophisticated decisions. SDN controller and its applications can be a solution. Relia-
bility is the availability over time and therefore it is an extremely important feature
especially in critical IoT applications. SDN using a distributed controller architecture,
can achieve this reliability. Mobility is expected in most of the deployment areas of
IoT - on a user side as well as on a sensor side. Moving sensors need to seamlessly
switch between different gateways, and caching has to be used to mitigate temporal
data unavailability. Managing this logic from a centralized viewpoint (SDN controller)
can simplify the functionality. Performance is still an area, which is not explored
thoroughly. SDN can be used to implement QoS, load-balancing, proactive flow inser-
tion, etc. On the other hand, specific features of SDN, especially related to software
processing, have to be considered, to ensure maximum possible performance. Man-
agement of thousands of connected devices via various communication technologies
can be accomplished more easily from a controller and appropriate applications. Also,
a controller can act as an abstraction layer, unifying different technologies under a sin-
gle API. Scalability by adding new features without disrupting the current services
is the key feature for dynamically evolving IoT. SDN can support scalability with its
programmability. Interoperability of many hardware and software technologies used
in IoT is one of the biggest challenges. Some of the communication functionalities
can be merged and therefore simplified by SDN. Security and privacy is very active
research topic, but probably also the most complicated one. With enormous hetero-
geneous networks and lack of a common architecture, ensuring security and privacy is
a real challenge. SDN can help with introducing dynamic and up-to-date applications
for future enhancements of security and privacy on the communication layer.

The survey [105] adds few additional requirements. A dynamic change of func-
tionalities of networking devices can be achieved by NFV (described in section 2.2.3)
in combination with SDN. This change can be performed in real-time, depending on
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the application needs. The technology also allows simultaneous execution of multi-
ple different functionalities. Node devices should be also accessible from anywhere
and anytime. This can be used for a seamless remote control. The lastly mentioned
feature is network efficiency in terms of utilized resources and consumed electrical
power. This is especially important when a large scope of these networks is consid-
ered. SDN with flow-rule-based forwarding can increase this efficiency. As the servers
can be dynamically turned on or off, depending on the utilization, the flow rules can
automatically adjust.

On the other hand, even if SDN is utilized, IoT still presents a significant challenge.
According to [106], the biggest issue is managing IoT heterogeneity. This results in
various requirements on the network from specific IoT devices. These requirements
(reliability, latency, jitter, bandwidth, and throughput) have to be optimized, often
simultaneously. This presents a much more difficult deployment than in other areas - for
example data centres (where typically only the maximum bandwidth, or the maximum
link utilization is required).

SDN-based IoT Networks

The survey paper [105] divided SDN-based IoT networks into the following four aspects
(more detailed description with links can be found in the paper):

• Edge network - includes sensors and actuators, which collect data. This re-
quires an unified system for collection, effective aggregation, and processing.
Most research in this area targets WSNs (Wireless Sensor Networks). Anoth-
er big domain is network monitoring. SDN can effectively replace the traditional
monitoring approaches (for example sFlow5).

• Access network - incorporates gateways and access points (APs), and its main
functions are integration of various access technologies, dynamic resource alloca-
tion (to provide QoS), and support of multiple vendors (via an integrated archi-
tecture). The current research in the area focuses mostly on optical networks.
Several integration solutions for different access technologies (wireless and opti-
cal) were introduced, together with architectures for publisher-subscriber type of
communication, or a more effective QoS (for example via a rule caching).

• Core (backbone) network - is responsible for routing of traffic between the en-
tire IoT network and therefore it requires mostly a reliable flow classification (for
QoS). The current research in the SDN area addresses this issue only very briefly
and only a few QoS applications are presented (via load-balancing and traffic
monitoring). The security aspect of core networks is practically non-existing, or
it combines SDN with traditional IDSs (Intrusion Detection Systems) [105].

• Data centres - they process and store data collected from connected IoT devices
and the IoT network. The biggest concerns are efficient flow handling (long and
short-lived flows) and issues connected with VMs (traffic awareness, mobility,
energy-efficiency, over/under-subscriptions). Some research papers introduced
SDN-based cloud architectures, routing approaches for clouds, and solutions for
VM migrations.

5Available: https://sflow.org/
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3.3 SDN in Specific IoT Areas

SDN research can be further divided by areas where SDN is deployed. These areas
include: IoT (smart cities, smart grid, smart homes, smart mobility), data centres,
and clouds. Each of these areas and the current state of the research will be further
described. As mentioned in [106], the work in specific IoT areas is isolated and without
a common layered SDN methodology. Moreover, most of the work ignores security
issues.

3.3.1 SDN in Smart Cities

Implementation of IoT within a SC domain requires connecting up to millions of sensors,
using predominantly wireless communication technologies. A general SDN architecture
for implementation within a SC was proposed in [107]. Unfortunately, this architecture
only briefly describes four basic layers of general SDN: data, network, control, and
application layer. A more specific SDN architecture for achieving high bandwidth and
lossless connection for sensor devices using IPv6 and 6LoWPAN [108], was proposed
in [109]. This paper however proposes only a conceptual and simplified view on the
architecture, with no real implementation conducted.

So far, only a very brief attempt to propose a conceptual utilization of SDN for
securing SCs was done in [110]. Authors, in the two-page-long paper, proposed a
secure IoT architecture for SCs. Unfortunately, this paper is only theoretical and does
not describe the proposed solution in any detail. Their architecture suggests to use
four following blocks:

• Black networks - are access networks for IoT nodes, where entire message en-
cryption should be used. This would ensure confidentiality, integrity, and privacy,
but due to high overhead, it is often impossible to implement.

• Key management system - is a centralized entity, which manages distribution
of symmetric keys for all layers of communication protocols.

• Trusted SDN controller - a controller is viewed as a single entity, which
routes messages between nodes and supports two routing modes for nodes with a
limited transmission time: synchronized wake times (keeps track of nodes wake-
up times and creates according dynamic routes), or random (it routes randomly
over currently awake nodes).

• Unified registry - is a system, which unifies various heterogeneous technolo-
gies used in IoT - including communication protocols, physical protocols, and
addressing schemes. Such a solution is however very unlikely to be built in the
near future as the complexity of such a task is enormous.

More detailed security issues were addressed in the following two papers. The first
one [111], focused on reliability (which can be considered to be a part of security) via
reduction of network failure risks. Authors proposed a method to reduce the network
overhead by implementation of a distributed network management. They utilized a
fog-based SDN controller in an emulated network of a SC.

The second one [112], introduced a solution focused on mitigating application lev-
el DDoS (Distributed Denial of Service) attacks. The authors proposed the ProDefense
framework for lightweight, scalable, and easy to manage detection of these attacks. Un-
fortunately, the framework was described mostly from a theoretical point of view, and
the paper does not contain any specific implementation details. Moreover, the frame-
work was not validated, so there are no practical results from testing. On the other
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hand, authors described classification of DDoS attacks and categorized the following
five attack detection techniques: entropy, machine learning, traffic patern analysis, con-
nection rate, and SNORT6 combined with OpenFlow. Authors also provided a list of
possible mitigation actions: drop packet, block port, redirect (the legitimate traffic to
a new IP), control bandwidth (QoS), reconfigure the network, deep packet inspection,
change of MAC/IP of the attacked device, quarantine, and isolation.

Smart City Networking Requirements

The survey paper [76], did a research of SCs literature and identified the main require-
ments of SC networks and usefulness of SDN solutions to accomplish these requirements.
Configurability and management can be effectively achieved by SDN’s centralized
architecture and complete overview of the network. Heterogeneity and interoper-
ability can be covered by SDN only on networking appliance level (not on end-user
devices, nor communication protocols). Privacy and security of current SDN so-
lutions still suffer from several issues, which are mentioned in section 3.3.2. QoS
requirements can vary by specific domains within a SC, but most of the time, minimal
latency and end-to-end delay are preferred. Certain areas like automated vehicles will
require ultra-low latency links (under 1 ms), or so called ”zero-latency connectivity”,
which are expected to be delivered with 5G networks [113]. There is a justified concern
about SDN introducing an additional latency into the network [76]. This is further
described in the following section 3.3.2. While it is generally true, this latency can
be minimized with the proactive flow rule insertion and use of distributed controllers,
configured for load-balancing. Reliability in the SDN area still needs more work [76].
Scalability can also be an issue in SDN as the amount of traffic of a typical SC can
be enormous. The high number of flows can easily fill up flow tables of modern SDN
devices. Approaches such as more general flow rules, tunnel encapsulation, or traffic
separation can mitigate this problem.

3.3.2 SDN in Smart Grid Networks

Typical SG networks use MPLS technology, which was proven to be reliable and most
importantly conforms to NERC’s Critical Infrastructure Protection Standard (CIP-
002) [114]. MPLS also has additional useful features like: traffic engineering, VPNs,
QoS, and fail-over mechanisms. On the other hand, in order to support MPLS and all
its features, relatively expensive networking devices have to be used.

Sydney et. al [115] presented, that by replacing MPLS by OpenFlow, a similar
level of features can be achieved with potentially lower cost. In the experiment, they
successfully implemented and tested an automatic fail-over mechanism, load-balancing,
and basic QoS guarantees using OpenFlow. Moreover, this work was implemented
on the GENI (Global Environment for Network Innovations) platform [116] within
a limited timeframe of two weeks. This has proven the agility of SDN technology
deployment.

Similar findings are shown in paper [117], where authors compared MPLS and OSPF
with SDN solution. SDN handled the same features as these two protocols. Moreover,
SDN achieved a more effective behaviour in case of an additional network load, when
recovery time had to be minimized. SDN, unlike the traditional protocols, also gives an
option for adding future functionalities. This was confirmed by the results presented
in [118]. Authors of this paper demonstrated, that if OpenFlow rules are inserted
pre-emptively, network performance can be higher than if MPLS is used.

6Available: https://www.snort.org/
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Another area where SDN can be successfully used is multicast, which is often used
in SG networks (for more effective communication, especially between sensor devices).
The paper [119] proposed a suite of algorithms for fast packet loss detection and fast
re-routing, using pre-computed backup multicast trees. Goodney et al. [120] proposed
a multi-rate multicast solution for more effective data delivery - it reduces the amount
of unnecessary traffic.

SG networks in substations are often built on L2 and are therefore using technologies
like VLANs (802.1Q). VLANs are a popular technology, but they have their limits in
the maximum number of supported virtual networks (4096), which can be a bottleneck
in SG scenarios. This issue was also addressed by SDN in [121].

Security Concerns of SDN in SG Networks

SG is a technology, which requires reliability, resiliency, and security. Unfortunately,
impact on security, when SDN is deployed in a SG network, has not yet been fully
explored. The research in this field is either theoretical only [122, 123], or focused on
very specific experimental areas. Theoretical research [122] classifies possible threats
into three categories: compromised network switches, compromised grid devices, and
compromised SDN controller or its applications. The second theoretical paper [123]
summarises the main advantage that SDN can bring to security: provide perfect isola-
tion and separation of different traffic. This isolation was already mentioned in [121],
where authors implemented a solution mitigating the maximum number of VLANs
limitation. Another experimental concept used to increase security is through use of
load-balancing, which in the case of Man-in-the-Middle (MitM) attacks, limits the
amount of captured data [124].

Further security concerns are practically unexplored. Many authors [117, 118, 125]
claim that the following areas need further research: improving reliability of the SDN
controller, understanding the effect of network latency on SG reliability, vulnerability
of the control network via switches and intelligent end devices, integration of SDN’s
security mechanisms, and compliance to QoS and security standards. These authors are
also very well aware of the complexity of research in this area, which requires knowledge
across a broad range of fields.

Latency Issues of SDN in SG Networks

A specific concern for SDN in SG scenarios is SDN’s impact on latency. High priority
messages such as GOOSE (Generic Object Oriented Substation Event) and SV (Sam-
pling Value) require latency to be lower than 3 ms [126]. Such a strict requirement
is difficult to accomplish with existing SDN technologies, such as OpenFlow [127]. In
the OpenFlow’s default state, flows are inserted reactively, in response to an incoming
packet. This packet has to be initially forwarded to a controller, which will then de-
termine, what to do with the packet and install appropriate flow rules into the switch.
Evidently, this process introduces additional latency, potentially exceeding the latency
requirements of the aforementioned protocols.

Multicasting at L2 represents another challenge. Current switching devices cannot
handle L2 multicast, resulting in incoming traffic being flooded across all interfaces.
This significantly increases the amount of traffic within the network, resulting in con-
gestion and additional latency. A number of works [119, 120, 128] have advocated the
implementation of L2 multicast behaviour in a way, which reduces latency and network
utilization. However, these experiments [119, 128] are conducted using emulators and
therefore do not necessarily provide an accurate picture at these levels of granularity.
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Further reductions in latency can be achieved, if the traditional STP is replaced
by an SDN application [129,130]. However, these concepts still require further investi-
gation. The authors of [129] compare their solution to traditional STP and the more
advanced TRILL (Transparent Interconnection of Lots of Links). The authors show
that in the case of high network utilization (2,500 simultaneous flows), their solution
can still deliver almost 100% of the frames, whilst TRILL delivers around 92% and
STP only 31%. On the other hand, these results are based only on simulations in
OMNeT++ (Objective Modular Network Testbed in C++)7. The authors of [130]
claim that their solution can, in specific conditions, lower latency by up to 60% when
compared to the standard STP implementation in the RYU controller. This is due to
the slow convergence of a network when using default STP timers. Further work [131]
suggests that even the speed of more advanced protocols like rapid STP (RSTP), or
TRILL can be limiting in the context of SG.

3.3.3 SDN in Smart Homes

IoT within a SH generally shares the Internet connectivity with user devices like laptops,
smartphones, tablets, and TVs. This creates an additional challenge in prioritizing the
traffic, in order to ensure reliable and efficient functionality. This issue was addressed
in [132], by using an SDN router to measure link capacity and to shape the bandwidth
for transmitted data. Such utilization of a home router is, at least, questionable. While
the benefits of such a solution are limited (similar functions can be achieved without
SDN), there are also significant disadvantages. The home router would have to support
SDN technology, which currently makes the router substantially more expensive. The
router would have to receive commands from an SDN controller located (most probably)
in an ISP network. This would mean, that these instructions would be sent via the
same medium as the standard traffic, which is not recommended from security and
performance perspectives. Finally, by making the router remotely controllable, there
are additional privacy and security issues.

3.3.4 SDN in Smart Mobility

SDN in this area is not widely used, and if it is, it is not considering security in any
detail. The paper [133] theoretically describes the benefits of using SDN in this domain:
improved management, higher performance, and faster network innovations.

A review of the current work in SM was presented in [134]. Authors describe several
initiatives of SDN deployments: Software Defined Wireless Networks (virtualization),
Odin (light virtual AP abstraction), OpenRF (self-configurability), SoftRAN (mitigat-
ing suboptimal LTE), OpenRAN (virtualization), AnyFi (a controller manages all home
APs), CellSDN (real time routing decisions), SoftCell (improved overall performance),
Heterogeneous Cloud Radio Access Network (suppress of co-channel interferences), Dis-
tributed SDN Control Plane - DISCO (resilient inter-domain SDN topology), and a few
other unnamed techniques for providing IP mobility (mainly for real-time applications).
Authors summarize the advantages of SDN as: ”SDN-based solution can dramatical-
ly enhance performance of inter-connected moving terminals while providing minimum
delay and latency to satisfy IoT mobility” [134]. Another mentioned advantage is re-
duction of specific technology headers (VLAN tags, MPLS labels, etc.) - they might
be omitted in the SDN solution.

7Available: https://omnetpp.org/
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3.4 SDN in Data Centres and Clouds

A data centre is a place housing computer systems (servers) in order to provide compu-
tational performance, storage capacity, and associated networking connectivity. Cur-
rent data centres are typically using virtualization to allow dynamic resource allocation,
lower cost, and simplified management.

Cloud is a data centre, providing on demand shared computer resources typically
over the Internet. In order to do so, cloud uses high availability Internet connections
and virtualization technology. Cloud is closely linked to IoT. If an enormous amount
of data is generated in IoT, cloud is a perfect solution for storing this volume of data.
Cloud is also suitable for effective analysis of so called Big Data8.

From the SDN deployment perspective a private cloud is viewed as a data centre
with several specific requirements, depending on the cloud type and usage. For this
reason, the thesis does not differentiate between SDN deployed in a data centre or cloud.
A public cloud typically cannot be used for SDN deployment, as it often provides only
a limited access to its infrastructure.

SDN Deployments in Data Centre Environments

Traditional data centres are built using the three layer hierarchical design based on
L2. This design has several limitations which are becoming more apparent with growth
of data centres complexity, number of supported users, and links capacity. The most
important limitations caused by L2 are:

• Large amount of broadcast traffic - L2 topology contains single broadcast
domain, where all broadcasted traffic is picked up by every device. This traffic
includes ARP (Address Resolution Protocol) and DHCP (Dynamic Host Congu-
ration Protocol) requests and it presents performance and security issues.

• Large number of MAC addresses - switches have a limited amount of memory
for storing learned MAC addresses. This memory can get full relatively easily in
data centre environments. In this case, the switch has to flood all the incoming
traffic, resulting in poor performance of the network and possible security issues.

• Limited number of maximum VLANs - only 4096 VLANs are supported.
This can be a limiting factor especially if the VLANs are used to separate different
tenants of a data centre. In this case, no more than 4096 isolated tenants could
use the cloud.

• Redundant paths creating loops - these loops are managed by L2 protocols9,
which are generally much less advanced than L3 routing protocols. This includes
slower failure recovery, and lack of specific features (load-balancing, specific rout-
ing).

Implementing SDN into the three layer architecture can solve the mentioned issues,
if all the switches are SDN-enabled and therefore centrally controlled. This approach
was described in [135]. The traditional L2 protocols can be replaced by SDN solutions,
which can achieve much faster recovery and higher efficiency [117]. The maximum
number of learned MAC addresses is not important for SDN - only the size of the
FIB table matters. Fortunately, a single switch can have multiple FIB tables and a
software implementation of the FIB table can have practically unlimited size. If the

8Big Data is a term for large amounts of data generated from various devices.
9This includes protocols like STP, RSTP, Multiple Spanning Tree Protocol, and TRILL.
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FIB table size is still an issue, multiple FIB entries can be merged into more general
rules, which save the space. Another approach is to use tunnelling technologies, which
use addressing only on their virtual end points [136]. Work [137] enabled to utilize up
to 1 million virtual machines with full support of 64 000 tenants in a single data centre.
Those tenants could be completely isolated and could therefore use independent IP
addressing and utilize all VLAN assignments. By isolating the users, the amount of
broadcast traffic is automatically reduced as well.

The paper [138] mentions other advantages of using SDN in a data centre: bet-
ter monitoring using advanced tools like sFlow and a more effective troubleshooting
using the push event notification model. The book [136] adds two more advantages:
a more effective rapid deployment (via flexible adding, relocating, and removing of
components), and predictable recovery times after a failure (unlike in traditional data
centres, where this time is non-deterministic).

The majority of research in data centres targets performance. Temporal data con-
gestions, resulting in increased latency and reduced QoS, can be limited, or completely
mitigated using Scalable Congestion Control Protocol deployed in [139]. This protocol
uses OpenFlow with a slight extension to control bursty flows (by adding three new
action types).

Load-balancing, based on congestion, was further described in [137], where authors
used a number of flows on a link. In their work, they were also able to achieve av-
erage failure recovery time of 100 ms (with injected monitoring packets). A different
load-balancing method, based on large flows, was also described in [138]. Paper [140]
confirmed, that by SDN deployment in a typical data centre using L2 topologies, per-
formance can be increased by up to 45%. This increase is made possible by using
intelligent decisions to fully utilize redundant links, common in these networks.

On the other hand, approaches replacing the traditional three layer design by more
advanced topologies also exist. The paper [141] compares the traditional three layer
design with the fabric topology. The fabric topology achieved a slightly higher total
bandwidth, but it supported up to 13 times more hosts.

SDN Deployments in Cloud Environments

One of the most recent areas of research concerning SDN deployments in clouds, es-
pecially with connection to the IoT, is edge / fog computing (FC). One of the FC
definitions is ”... a highly virtualized platform that provides compute, storage, and net-
working services between end devices and traditional Cloud Computing Data Centres”
[142]. The concept of moving processing resources closer to the end devices (IoT sen-
sors) brings the following advantages: lower latency, support for mobility, real-time
interaction, and on-line analytic. All these features can be achieved much more easily
than in the traditional cloud, where the distance between end devices and the cloud is
much longer and the network performance is therefore more dependent on the under-
lying infrastructure and its current state.

The paper [133] mentions SDN related architecture to support FC. In this archi-
tecture, a new logical element called road side unit controller (RSUC) is added. The
RSUC connects several road side units (RSUs - devices deployed alongside roads and
responsible for communication with vehicles) and is managed by the centralized con-
troller. RSUCs store local road system information and perform selected services, so
they are considered to be fog devices.

An even more recent subtopic of FC is mobile edge computing (MEC). According
to [143], MEC provides: ”an IT service environment and cloud-computing capabilities
at the edge of the mobile network, within the Radio Access Network (RAN) and in close
proximity to mobile subscribers”. According to the same source, MEC is one of the key
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technologies for 5G networks - together with NFV and SDN. The paper [144] tries to
fuse these three key technologies in order to enable the IoT wide deployment. The
paper uses modified architecture proposed in [145], where the network layer contains
Software-Defined Fog-Enabled Gateways. These gateways are responsible for merging
different communication technologies of end devices and for providing fog computing
functionalities. The final addition is the usage of distributed controllers for achieving
high scalability.
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4. Thesis Objectives

This section describes main objectives and contribution of the thesis. Firstly, the main
aim of the thesis is defined via an analytical approach.

4.1 Finding SDN Research Gap - Security

SDN itself is, despite its relatively young age, a well researched topic. There are many
published papers regarding SDN (already described in chapter 3) and also master’s
[23,146,147] and dissertation theses [148,149]. However, as described above and also in
[6, 117, 118, 125], some areas of SDN - mostly security - need more attention and have
a higher potential for future research than others.

The security aspect of general modern networks is unfortunately an extremely wide
topic. One of the most promising areas on which to focus the SDN research are IoT
networks. But even this specialization does not narrow the scope much. As was already
described in section 2.4, IoT can cover many application domains, which contain many
different devices. For these reasons, it is necessary to narrow the scope even further.

4.2 Narrowing Research Scope

So far, the main identified thesis topic connects three areas: SDN, security, and IoT.
The next step analyses IoT application domains for their applicability to utilise SDN.

4.2.1 SDN Applicability in IoT Application Domains

IoT application domains were described in detail in section 2.4. The following part lists
these domains and discuss the possible SDN utilization in every domain. The summary
of the SDN applicability is shown in Table 4.1.

• Aerospace and aviation - networks for aircraft parts tracking are scattered
around the globe and therefore present a very difficult scenario in which to im-
plement an SDN solution. On the other hand, networks for people and cargo
identification are part of a LAN (typically an airport), but they have special
requirements, mostly on security. Typically, in these environments, all deployed
technologies must be verified by a security institute and certified for compliance
with the given requirements (aviation). For this reason, deployment of every new
technology is a slow and difficult process. In the SDN deployment, it would re-
quire development of a specific solution, which could not be used anywhere else.
These factors make the deployment difficult and expensive.

• Agriculture - cattle monitoring is typically bound to a LAN, which uses a
special radio transmission (non-IP). In this scenario, traditional SDN utilizing
OpenFlow cannot be used. In a case of multiple geographically separated places,
data transmission will most probably be conducted via an ISP network, where
SDN cannot be used.

• Automotive systems - data networks inside cars must be optimized for special
conditions, which a moving vehicle produces. This presents unique requirements
on latency, reliability, and resiliency. A special hardware has to be used as well.
It must be as small and light as possible, it should consume only necessary power,
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and at the same time, be maximally reliable and cheap. Deployment of SDN in
such conditions is not feasible.

• Business environments - from the SDN perspective, business environments
are part of SBs, which can be integrated into a SC infrastructure.

• Education - have the same applicability as business environments.

• Environment monitoring - sensors for environment monitoring have to be
connected via a MAN, most often integrated within a SC network. In this case,
it is an ideal domain for SDN deployment.

• Health and aged care - these domains typically cover only closed LANs, or uti-
lize an encrypted connection into a cloud (via a VPN). SDN cannot be therefore
effectively deployed in such scenarios.

• Industry - most often, it uses a private LAN with restricted network access,
making the SDN deployment not suitable.

• Information providing - QR readers and surveillance cameras (stationary or
mobile) have to be connected to a network via gateways (GWs), to provide
information into a centralized service. This connection can be integrated with a
MAN of a SC.

• Insurance - dynamic data from sensors placed on insured objects (cars, houses),
or data from smartphone applications is typically transferred via different ISP
networks. Therefore, SDN deployment is not feasible.

• Product life cycle management - product tracking uses various technologies
with different network types scattered around the world. These networks typi-
cally use several different ISPs. An unified implementation of SDN is therefore
not possible.

• Smart retail, logistics, and supply chain - logistics (product life cycle man-
agement) is typically scattered around the world and therefore not feasible for
SDN. Smart retail and supply chains can be integrated as a part of a SC, if they
cover data from local shops and use nearby warehouses. In this case, SDN can
be used as a part of a SC.

• Smart buildings - they can be a part of a SC, where SDN can be applied in a
MAN.

• Transportation - infrastructure for smart transportation is a part of a SC and
therefore applicable for SDN deployment.

• Waste management - IoT sensors for waste management are implemented
within a SC’s MAN and therefore applicable for SDN deployment.

There are domains, where SDN cannot be utilized at all. This includes domains,
which use non-IP networks, where OpenFlow is not supported. SDN also cannot be
used in large scale networks, which use infrastructure of an ISP(s). From the domain
owner perspective, this part of the network is not under his / her management and
SDN cannot be therefore used in the entire network.

The second category are domains, where SDN can be deployed, but with a very
limited scope. This includes the aerospace, aviation, and industry domains. Although,
SDN can be used, the application will be strictly focused only to applicability in these
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Table 4.1: SDN Applicability in IoT Domains

Domain Applicability Note

Aerospace and aviation Limited Specific solutions only
Agriculture No Non-IP / ISP’s networks
Automotive systems No Specific requirements
Business environments Yes SC (smart buildings)
Education Yes SC (smart buildings)
Environment monitoring Yes SC
Health and aged care No LAN only / VPN
Industry Limited Specific solutions only
Information providing Yes SC
Insurance No ISP’s networks
Product life cycle manag. No Scattered networks
Smart retail / supply chain Yes (local) SC
Smart buildings Yes SC
Smart transportation Yes SC (smart mobility)
Waste management Yes SC

Data source: own analysis

domains. This is caused by specific requirements of this area. An SDN application
deployment would therefore be very costly, not re-usable and potential advantages
might not be worth the effort.

The last category are domains, where an SDN solution can be deployed, and where
its deployment is effective. All of these domains utilize networks with a larger geo-
graphical scope: MANs and WANs. From the SDN perspective, deployment in these
networks makes more sense, as the solution can be more robust and can cover a larger
amount of traffic and various demands. Moreover, all of these domains can be a part
of a SC.

4.2.2 Smart City as Area of IoT

All the identified domains, convenient for an SDN application deployment, were iden-
tified as potential parts of a SC. A SC network is typically a MAN type, managed by
a single administration. This is an ideal platform for an SDN deployment. If multiple
SCs use the same management system, with the same architecture, they can be oper-
ated within the same administration domain. In this case, their network type would
be WAN, and SDN could be used to cover all of these SCs.

4.2.3 Aim of Thesis

The SDN applicability analysis revealed, that the most ideal area of IoT for SDN
deployment, with security in mind, are SCs. The thesis therefore focuses primarily
this area and covers the following domains of a SC: smart buildings, smart grid, smart
homes, and smart mobility.
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Figure 4.1: Deployment Scope of SDN in SCs

SDN Deployment Scope in SCs

It is important to mention, that SDN within a SC can be deployed only in the IP part
of the network. The possible deployment scope is shown in Figure 4.1. The main part
of a SC consists of different sensor devices, which use heterogeneous access protocols
(these protocols are described in section 5.2). Data from sensor devices are received
by gateways and encapsulated into a common IP frame, which can then be matched
by OpenFlow. SDN can therefore manage aggregated data from all SC domains - SG,
SHs, SM, and from various general sensors and nodes. SDN can be also interconnected
with NFV functions used in data centres of the SC. This could further extend the
functionality of these networks.

SDN can be further deployed within the SG part of a SC. In this case, SDN would
probably be used inside transmission and distribution substations. These networks
have the most strict requirements on latency, reliability, security, and privacy. It is
therefore very unlikely, that the SDN used in this domain would be integrated with the
SDN of the SC.

4.3 Thesis Motivation

SCs are nowadays becoming very popular and their use is expected to grow. Improving
their security is therefore important. Moreover, new security legislatives and laws (such
as General Data Protection Regulation - GDPR [150]), targeted on privacy protection
of citizens data, are being implemented. To comply with these regulations, security of
new technologies will have to be on an adequate level. The main advantage of SDN
- programmability - allows SC networks to gradually evolve, in order to cover these
changing demands. Once SDN is implemented in the network, introduction of new
legislatives does not pose an existential threat to the network, as it can be updated
just by a software modification. This is contrary to traditional networking, where such
a change could require to buy, configure, and deploy a completely new networking
infrastructure.
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4.3.1 Traditional Networks Security Approach in SCs

SC networks based on traditional networking technologies use legacy security protection
methods combined with modern techniques of protection like cloud and virtualization.

Legacy protection methods use combinations of multiple dedicated hardware
boxes (IDSs, IPSs, and FWs) and software tools (ACLs on any ISR) to achieve a com-
plex protection. These independent systems offer highly specialized functions. They
can typically perform only a very limited scope of functionalities, but on the other hand,
they can perform them very efficiently. The efficiency is supported by HW-accelerated
circuits (HW boxes) and by highly specialized programming (SW tools).

Modern security techniques utilize mainly cloud principles. The main ad-
vantages of this principle are seamless updates and instantaneous hardware scalability.
These are especially important criteria for security applications. These applications
often need to keep a threat database as up-to-date as possible. Other advantages are
connected with reliability. Cloud uses a redundant hardware, which can be seamlessly
swapped even during operation. It also allows utilization of advanced backup solu-
tions. Cloud can be also more effective against availability attacks like DoS. During
these attacks, utilized hardware can be dynamically scaled according to the load. All
these functionalities can be effectively managed from a centralized system. Additional-
ly, most of these functions can be executed automatically, which significantly decreases
any potential application downtime.

The second modern concept is network virtualization (NFV). This can be tightly
connected with SDN, but it can be also utilized as a standalone solution. Virtualized
network functions allow dynamical implementation of new security features. This can
include access control, antiviruses, encryption solutions, IDSs / IPSs (Intrusion De-
tection / Prevention Systems), etc. Most importantly, NFV allows a logical network
segmentation, which can significantly increase the network security.

Protection techniques of traditional networks can be classified into three main lay-
ers: end devices (PCs, laptops, tablets, smartphones, printers, all-in-one devices, etc.),
network access layer (typically the first networking devices, providing connectivity to
end devices), and network distribution and core layers (the rest of the network).

End Devices Security

• Antivirus and antimalware solutions - they are software programs deployed
on end devices. The main purpose of these tools is to analyse files in use and
to detect any potential threats. This includes files originating from the network,
as well as local files, and files on removable devices. It is the main protection
against internal threats, which are already within the network boundary.

• End-point data loss prevention - these software applications are deployed on
workstations, where they monitor all outgoing data. If the data is sensitive and
should not leave the workstation boundary, the communication is blocked. This
solution therefore prevents against sensitive data leaks during the entire life cycle
of the data. These applications can also control the workstation access to other
services of the company - printers, servers, etc.

Network Access Layer Security

• Access control - this hardware, or software system allows definition of security
policies to limit users’ access to certain services, or parts of the network. It also
provides a single point awareness of users’ behaviour. Most often, the system
controls the access layer of the network (wired and wireless links), but it can be
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also used on VPN connection endpoints, or on any other tunnelling technologies.
The main purpose of the system is to contain any threats within the affected
area.

• Mobile devices security - this software application allows management of
mobile devices like smartphones, tablets, and laptops. It can support various
OSs like Android, iOS, Chrome OS, OS X, Linux, Windows (including Windows
Phone and Windows S), etc. It is used for monitoring and managing of mobile
devices and it has remote functions for localization, locking, and erasing of a de-
vice. It can also enforce set security policies (for example used wireless network
encryption) and limit access to a certain content (applications in stores, web ser-
vices, games, etc.). These systems are becoming more common as the number of
mobile devices increases and popularity of concepts like ”bring your own device”
rises [151].

• Wireless security - traditional wireless security protection methods (encryp-
tion, MAC filter, hidden SSID, etc.) can be accompanied by an additional system
implemented in an AP, or as a dedicated module, which can be connected to an
AP. The system can typically provide intrusion prevention, connected devices’
localization, and monitoring of radio spectrum for rogue APs.

Network Distribution and Core Layer Security

• Behavioural analytics - is a tool, which analyses traffic patterns and network
data and learns typical behaviour of the network. If there is a significant deviation
from these parameters, the tool can quickly identify a potential threat and gives
notification about it.

• Firewalls (FWs) - are systems, which monitor incoming and outgoing traffic
and they act as the first line of defence. They can be SW-based or HW-based.
Typically, SW-based FWs are used mostly on end devices. These FWs can be a
part of an OS. Unfortunately, in a SC area, most of the end devices have limited
hardware performance and minimal OSs, which make the implementation of these
FWs impossible. The HW-based FWs are deployed at network boundaries, where
they can monitor most of the traffic. They can be also integrated as a software
within an ISR (Integrated Services Router).

There are many types of FWs, from the most simple ones, which can monitor
only L4 and lower (stateful inspection) to the next-generation FWs, which can
scan the application layer, and can integrate the IPS functionality.

• IDS, IPS - both of these types of devices scan network traffic for threats, but
they have different areas of deployment. IDS is typically deployed as an end
node and is connected to the network via a SPAN (Switched Port Analyzer)
port, which mirrors all the traffic. If it detects a threat, it gives a notification
about it, but it cannot take any pre-emptive action. IPS, on the other hand,
is typically deployed as a gateway device on the network boundary. It analyses
traffic online and if it detects a threat, it can stop it immediately.

• Network data loss prevention - similarly to end-point data loss prevention,
the goal of this system is to prevent sensitive data leaks, but at the network
boundary. These systems can be implemented as a software service running in a
GW, or running in a dedicated box.
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• SIEM (Security Information and Event Management) - these tools col-
lect information about network and therefore allow identification of a threat more
quickly and respond to it more effectively. SIEM as a software can be implement-
ed in a dedicated hardware box, or on a server. Collected data about nodes in a
SC includes: device ID, IP addresses, location, authentication status, group, de-
vice information (MAC address, connection method, manufacturer, model) and
software information (firmware version, antivirus information, running services).

• VPN - provides communication encryption, most often on public links. It can
provide secure connectivity via virtual tunnels, between two remote networks, or
between an end device and a network. In SC scenarios, connectivity between two
networks is more common, as end devices often do not have a sufficient hardware
performance to support resource-demanding VPNs.

• Web security - is a software tool for protecting publicly available websites. It
can run on servers, networking devices, or on virtual machines. In a SC, these
tools can protect SC websites, mobile applications, and APIs.

4.3.2 SDN Security Approach in SCs

The main advantage of an SDN-based application for securing IoT networks is, that
such a solution can be integrated within a single system. The complete solution can
therefore run on a single hardware device - a server with SDN controller (although
to achieve high reliability, this device is typically redundant or virtualized). When
compared to traditional network approaches, where multiple software and hardware
solutions have to be integrated into the network, the single device greatly reduces the
network complexity and cost, and makes the management easier. If SDN is already
deployed in the network, integration of new security features depends only on the
application. No changes to hardware, or networking infrastructure are required. This,
together with other mentioned benefits of SDN (programmability, innovation, vendor
independence) makes the deployment highly effective.

SDN can provide security at access, distribution, and core network layers. The
only condition is, that OpenFlow-enabled networking devices are located at these lay-
ers. SDN can then perform most of the security functions like traditional networking.
This includes: access control, behavioural analytics, firewall, IDS, IPS, network data
loss prevention, and VPN. Other security features of traditional networking need spe-
cific applications (mobile devices security, SIEM), or a specialized hardware (wireless
security). Nevertheless, even these solutions can be integrated with the SDN network.

The only layer, which is not covered by SDN is the end devices layer. Standard
protections at this layer use software tools (antivirus, antimalware, and end-point data
loss prevention systems) installed on end devices. However, these tools can be used as
standalone systems even in SDN.

4.4 Thesis Goals and Contribution

Based on the performed analysis, this section defines the thesis goals and contribution.

4.4.1 Thesis Goals

The main goal of the thesis is to propose a blueprint for implementation of security
improving SDN applications, into SC networks. This blueprint is based on an extensive
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analysis and some of its key concepts are verified in a use case application. Together,
these areas form the three parts of the thesis.

1. Analysis of Smart Cities

The first goal of the thesis is to perform an analysis of SCs. This section firstly covers the
general concept of SCs - including their architecture and commonly used communication
protocols. Following the introduction, security analysis is conducted. Detailed steps of
the analysis include:

• SCs general architecture and architectures of SC domains.

• Commonly used SC communication protocols.

• Security analysis of SCs and relevant issues.

2. The Blueprint

The main goal of the thesis is to propose a blueprint for implementation of SDN appli-
cations into SC networks. The blueprint is based on the performed analysis from the
first goal, so it reflects up-to-date findings from the area.

The blueprint proposes a development process for SDN-based SC applications with
focus mostly on security. It gives a step-by-step guide, with the most important sections
described in detail. Some of the key assumptions of the blueprint are then verified on
hardware devices. The blueprint section includes:

• The application development process with security life cycle.

• List of application requirements and specific security threats protection.

• Practical verification of several assumptions of the blueprint.

3. Use Case Application

The last goal of the thesis is to verify the proposed blueprint on a use case application.
The application covers selected parts of a SC and integrates several mechanisms from
the blueprint. In the last part, the functionality of key features of the application is
verified. The use case application section includes:

• Definition of a use case topology of a fictious smart city.

• Description of the application.

• Model of the application, including architecture and UML diagrams.

• Implementation of the application, including description of functionalities.

• Verification of key parts of the application.

4.4.2 Thesis Contribution

To my very best knowledge, nowadays, there is no exhaustive blueprint for deployment
of SDN applications into a SC domain. As the SC concept is more commonly used, its
applications are becoming a part of a citizen’s life. These applications should therefore
be secure, effective, and reliable. A properly designed blueprint can help to achieve
exactly that, if it is implemented correctly.
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The main contribution of the thesis is therefore in proposing such a blueprint. The
blueprint defines step-by-step process for the application development with emphasis on
security life cycle, application requirements, and recommended protection procedures
against specific attacks. The blueprint can be used mainly for applications focused on
security, but it can cover applications targeting other areas of functionalities as well.
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5. Analysis of Smart Cities

This section has several parts which cover the analyses of Smart Cities. It starts
with a description of SC architecture, including all related domains. Following, the
most commonly used communication protocols are analysed. The third part analyses
security issues related to SCs and their domains. The last section explores requirements
for SC applications, which does not have to utilize SDN. Any related issues, which might
negatively impact deployment of an SDN-based application are described as well.

5.1 Smart Cities Architecture

Current SCs are built independently without a clearly defined architecture. For this
reason, no fixed architecture is presented in this work. The only common principle is
two-method approach to the SC backbone network. This network can contain dedicated
links for every type of the SC domain (SG, SH, SM). Alternatively, traffic can be
integrated within a single (logical) link. The similar concept was introduced in SG
networks [152]. These two methods have the following properties:

• Dedicated links - each application domain has its own links. This will guarantee
a dedicated link capacity for every domain and maximum security. On the other
hand, the deployment is more expensive, requires multiple ports, has a higher
power consumption, and complicates the wiring (multiple cables).

• Integrated link - a single physical link is shared amongst traffic from all SC
domains. This method saves money and electrical energy, but requires an ad-
ditional configuration. When properly configured, this method is more efficient
in link utilization, but there is a risk of interferences between applications from
different domains.

Regardless of the selected method, the final architecture is always composed from
interconnected individual architectures of each domain. These individual architectures
are described in the following sections.

5.1.1 Smart Buildings Architecture

SBs can integrate all types of electrical equipment located in the building. Most of
these devices would require an interface to connect into an IP network. Devices can
then communicate with a management system - they can collect data, be controlled
from the system, or do both. Collected data can then be analysed and the building can
perform an intelligent behaviour. These procedures can optimize resource utilizations
of typical buildings up to 25% [153]. A typical SBs architecture includes four layers
with the specified systems [153]:

1. Edge devices - it includes nodes, sensors, and other connected devices such
as: an intelligent lighting (typically controlled from management applications, or
by movement detection sensors), elevator and escalator systems, energy meters
(data can be used for detailed analysis and more efficient resources usage), fire
and alarm detectors (they can be integrated with the management system for
faster response and better efficiency), and security systems (they control access
to specific parts of the building and monitor and log security events).
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2. IP network - provides connectivity between edge devices and a middleware
platform.

3. A middleware platform - uses an information management platform, which
provides an abstraction to all edge devices and provides APIs to overlaying ap-
plications.

4. Overlaying applications - they can control specific parts, or the entire SB. The
examples of these applications are: infrastructure monitoring, management appli-
cations, mobile management applications (with a limited scope of functionalities
- they can allow users to control climate, environment, and access specified ar-
eas of the building), and smart metering applications (precise information about
energy consumption from smart energy meters).

Smart Building Network Requirements

SB LANs use the Ethernet standard, built on top of fiber optics, or twisted-pair copper
cables. For the user convenience, the network also often provides a Wi-Fi connection.
SB networks typically integrate data traffic of the building’s users with traffic of all
edge devices.

The standard ISA95, described in [154], defines a five layer architecture for integra-
tion of control systems in enterprise networks. These layers separate traffic from office
LANs, control processes, monitoring applications, sensors, and other edge devices. This
provides better security and performance, and it can be achieved by implementation of
QoS.

A SB network is either connected to an ISP, or straight to the SC network. Ac-
cording to [155], such a connection can be realized via LTE. A more common approach
is to use a wired technology (Metro Ethernet, cable, xDSL), which offers better per-
formance and reliability. Utilization of these networks can vary significantly during a
day. It mostly depends on working and non-working hours, but also on other specific
conditions and dates. For this reason, it is necessary to design these networks with
such a behaviour in mind. The network should be over-dimensioned to handle these
traffic peaks.

5.1.2 Smart Grids Architecture

The conceptual architecture of SG is shown in Figure 5.1. This architecture defines the
following five main building domains [156]:

1. Generation - represents large-scale power generation utilities. This typically
includes power plants (nuclear, coal, gas, hydro), large photovoltaic systems, and
wind farms. These utilities are connected to a transmission system and controlled
by a generation management system.

2. Transmission - is an infrastructure for transporting generated electricity over
long distances.

3. Distribution - is a grid network connected to the transmission grid via substa-
tions. It transports electricity to the customers.

4. Distributed Electrical Resources (DERs) - are small-scale power genera-
tion units (solar panels, wind turbines). The generated power of these units is
typically between 3 - 10 000 kW [156]. These units are connected directly to the
public distribution grid.
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Figure 5.1: Smart Grid Conceptual Architecture

5. Customer premises - this includes end users of electricity - homes, offices,
industrial premises, and commercial establishments. Users typically consume
the energy, but they can also generate their own electricity and give it back to
the grid. Customer premises might contain small scale generation units including
solar cells, wind turbines, and EVs.

SG also defines a so called microgrid architecture, which includes only distribution,
DER, and customer premises. The main goal of a microgrid is to make power generation
and consumption as local as possible. This eliminates the need for a transmission system
and therefore noticeably improves reliability and reduces the distribution losses.

Smart Grid Data Centres

A SG data centre is the main point for management of the entire grid network. It is
connected to substations, field devices, electric systems, DERs, market systems, and
back offices. For redundancy and more efficient management, multiple interconnected
data centres are typically used. The most important system of a data centre is SCADA
(Supervisory Control And Data Acquisition). This system monitors, collects, process,
and logs real-time data from the entire grid, including data from substations. It al-
lows the control of specific devices. SG data centres also use traditional management
applications like ERP (Enterprise Resource Planning) systems, management systems
(for meter data, energy, and distribution), and information systems (customer and ge-
ographic). A more detailed description of these systems and other ones used in IEC
standards can be found in [63,88,157].

Smart Grid Substations

Modern SG substations are built according to IEC 61850 standard [158], as all-digital
systems, and are therefore the most important component of SG for the potential SC
integration. If this domain has the same administration, it can be integrated with
the SC system, provided, that sufficient security requirements will be fulfilled. A SG
substation is typically composed from the following components:
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• Ethernet switches - they are in most cases represented by traditional industrial
L2 switches with support of QoS, advanced redundant link protection protocols
(RSTP, TRILL), and VLANs. These devices are now becoming replaced by
L3 switches. Newer devices can utilize advanced routing protocols, which can
achieve faster convergence times during the network change, or an equipment
failure. If SDN is expected to be implemented into the SG substation network,
these devices must support OpenFlow protocol.

• Intelligent Electronic Devices (IEDs) - these devices are responsible for
monitoring and control of a grid equipment. They typically sample phase voltage
signals and current signals. Depending on an event severity, IEDs transmit data
to centralized applications, or they can process them locally, if an immediate
action is required. A critical component of every IED is a GPS receiver. This
receiver provides a precise time synchronization [159].

• Merging Units (MUs) - they collect and process analogue data from the pro-
cess layer. Data is then digitized and sent via a process bus (which uses an
Ethernet connection) to a control application [160,161].

• Non-conventional instrument transformers - these devices have analogue
sensors and they generate low voltage signals, which are sent to MUs [161].

Smart Grid Network Requirements

Networks in SG substations use a switched Ethernet. As [160] states, the main advan-
tages of implementation of Ethernet networks into substations are lower costs. These
costs include: installation (by utilizing a single, converged network), equipment (lower
number of devices), maintenance (easier configuration), equipment migration (differ-
ent brand of devices are compatible), extension (easy extendibility), and integration
(an unified network with already deployed networking devices). Another advantage is
flexibility of Ethernet, which can support implementation of new networking features.
Additional benefits can be achieved by implementation of SDN, which is built on top of
an existing Ethernet network. This can include additional expandability, programma-
bility, improved security, easier manageability, and faster configuration. [162]

A typically used network topology is ring, which achieves redundancy via two in-
dependent paths. Nowadays, these links are most often realized via 1 / 10 Gbps fibre
optic links (as they are immune to electrical interferences present in substations) [160].

SG substation networks have strict requirements mostly on low latency (which
can be achieved by QoS features) and on high availability. High availability can be
delivered by use of the traditional RSTP. This protocol can provide network convergence
time in hundreds of milliseconds during a network change. The modern approach to
high availability is to use fast L3 routing protocols (or L3-like protocols as TRILL)
in combination with redundancy protocols like Hot Standby Router Protocol (HSRP),
Virtual Router Redundancy Protocol (VRRP), and Gateway Load Balancing Protocol
(GLBP).

Switches provide connectivity to IEDs, MUs, substation servers, and to external
networks. A substation network must also provide a time synchronization for all de-
vices, which require it. Critical components of a substation might be redundant (as
is typical for some IEDs). Specific details of the substation network architecture can
be found in the IEC 61850 standard [158]. This standard defines the following basic
requirements on substation communications:

• Auto-configurable and flexible configuration support.
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Table 5.1: Smart Grid Networks Latency Requirements

Communication Type* Maximum Latency*

IED action required, command msgs. 3/10 ms or 20/100 ms
Medium transmission speed required 100 ms
Slow speed control functions 500 ms
Continuous IED communication 3/10 ms
Large files transfer 1000 ms

Communication Type** Inside / Outside Substation

Information protection 4 ms 8-12 ms
Monitoring / control 16 ms 1 s
Operations / maintenance 1 s 10 s
Text transfer 2 s 10 s
Audio / video transfer 1 s 1 s
Other files transfer >10 s >30 s

Data sources: *[152], **[163]

• Guaranteed latency times for certain traffic types - listed in Table 5.1.

• High availability supported by redundant links.

• High speed communication (especially between IEDs).

• Multi-vendor interoperability.

• Network support through the utility enterprise.

• Security and based on standards.

• Support for sampled data (voltage, current) and transfer of large files.

5.1.3 Smart Homes Architecture

There is no standardized architecture, but generally, the main part of a SH is a Smart
Home Energy Management System (SHEMS / HEMS) [84]. This system is integrated
with a SG via an Energy Services Interface (ESI) [164]. SHEMS is composed from the
following parts (multiple names are sometimes stated, as these systems are often called
differently in various sources):

• Energy Management Center (EMC) [165], or Home energy gateway
[166] - is responsible for SH monitoring, logging, control, management, and alarm
functions.

• Energy Management Panel (EMP) - is an interactive interface, most often
in a form of a real-time display. It allows users to control all of the EMC func-
tionalities over a single device. Most typically, this device utilizes a touch-screen
with standard control options.

• Smart meters - they measure energy consumption data and use a two-way com-
munication with EMC and SG. This communication also contains information
about the current energy tariff.
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• SH devices - they can be represented by almost any device, which is able to
connect to the SH network. They can be classified into the following categories
[84]: manageable (their operation can be interrupted and usage time planned),
unmanageable (they should not be interrupted, but their operation time can be
planned), non-interruptible (they cannot be interrupted and must run in defined
time periods), and others (air conditioning, ESSs, and EVs).

Smart Home Network Requirements

A typical network of a SH uses a single access device, which combines functionality
of an AP, switch, router, firewall, and modem. Connectivity within a SH is realized
via wired (Ethernet) and wireless technologies (802.11 standard family). According
to [167], it was predicted that the most common Wi-Fi standard in 2018 would be
802.11ac. At the end of the year 2017, this standard was already supported by 83% of
sold APs.

The 802.11ac standard has sufficient throughput and latency for all current appli-
cations used within a SH network. 802.11ac works in 5 GHz band and it utilizes MIMO
(Multiple-Input Multiple-Output) and wider channel bandwidth to achieve data rates
over 1 Gbps. Depending on the configuration, an AP’s theoretical maximal data rate
can reach up to 6.9 Gbps (with 8 spatial streams, 160 MHz channel bandwidth, and
256-QAM). [168] It can transfer demanding applications such as video in high resolu-
tion (4K), video-conference, and online gaming. At the same time, it can still provide
a reliable connectivity for smart meters and other SH’s sensors. These devices can be
connected via older standards (802.11n or 802.11g) and use the more common 2.4 GHz
band. This might be required, because these devices often do not support the most
recent standards (as they can be older and optimized for low cost). The 2.4 GHz band
offers slower data rates, but due to a longer wavelength, it has better coverage and
range. Most of the current APs support simultaneous operation of both 2.4 GHz and
5 GHz standards via dual band operation.

The biggest drawback of the wireless technology are interferences. This can be
especially evident in the 2.4 GHz band, which is also used by many non Wi-Fi devices
(wireless devices like keyboards, mice, headphones, or baby sitters). Unfortunately,
even appliances like microwaves can generate a noise signal in the same band. This
noise can completely jam the legitimate Wi-Fi signal for a short time period. Such a
temporal unavailability might not be an important issue for normal applications, but
can cause problems to devices, which require high availability. Other sources of interfer-
ences are neighbouring wireless networks, which use the same band. Although 802.11g
and 802.11n (in 2.4 GHz band) define up to 13 different channels, these channels do
overlap. As a result, the maximum number of non-overlapping channels is 3 (if the basic
20 MHz channel width is used). In typical cities, where residential areas are composed
from multi-storey buildings with lots of flats and offices, the number of overlapping
wireless networks can easily reach dozens or more. Three non-overlapping channels are
clearly not enough (especially if some APs use a 40 MHz channel width). Resulting
interferences then cause transmission errors and significantly lower the network per-
formance. In these scenarios, it might be necessary to use a different transmission
technology for critical traffic types.

5.1.4 Smart Mobility Architecture

The two most important devices used in SM are RSUs (Road Side Units) and OBUs
(Onboard Units). RSU is a stationary device, which communicates with OBUs and
acts as a gateway to the traditional network. OBU is a unit located inside a vehicle.
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It communicates with other OBUs and with RSUs [169]. Additionally, SM uses the
following supporting technologies:

• Big data analysis - sensors from connected infrastructure gather a large amount
of data, which must be analysed using advanced processing tools. Only these
tools can process the data with sufficient speed and efficiency.

• Connected infrastructure - covers communication of vehicles, infrastructure,
sensors, and transport system (collectively referred to as V2X). For V2V com-
munication, a dedicated short-range technologies (in 5.8 - 5.9 GHz bands), or
radio networks are used [103]. V2I communication uses e-Call, Wi-Fi, or mobile
networks. Infrastructure sensors can be installed in street lamps, traffic signs,
traffic lights, and gates.

• Digital payments - this can include payments for road tolls, parking, and
transport fares. These payments can be done by a specialized hardware such as
e-tags, RFID readers, and licence place readers (in combination with pre-paid,
or post-paid accounts). Another option, suitable mainly for public transport, is
payment on the move with digital accounts. Such a payment can be executed by
smart mobile devices.

• Mobile IoT networks - are important for certain sensor communication. Their
new generations (5G) will support a large number of parallel connections, high
bandwidth, extremely low latency, and very low power consumption.

Architecture of SM communication is composed from the two main components:

• Wireless Access in Vehicular Environments (WAVE) - is defined by [169]
and it operates on L3 - L7. It uses IPv6 on L3 as the only protocol.

• Dedicated Short-Range Communications (DSRC) - it operates on L1 - L2
and its most well-known protocol is IEEE 802.11p.

Smart Mobility Network Requirements

Networks for SM must comply with specific requirements of this type of communication.
They include reliability, interferences resiliency, low latency, security, and minimal guar-
anteed transmission speed. According to [170], IEEE specified maximum latency limit
in vehicular networks to be within 50 - 100 ms (depending on the specific usage area).
SM uses two distinct communication networks, which have different requirements:

• V2V - is a safety-related communication, which requires low latency and high
reliability. The maximum latency must be under 100 ms (50 ms for pre-crash
sensing), with the minimum frequency of transmitted messages being 10 Hz.
The communication includes: vehicle status warning (emergency electronic brake
lights, abnormal condition), vehicle type warning (emergency vehicle, slow vehi-
cle, motorcycle, vulnerable road user), traffic hazard warning (wrong way driving,
stationary vehicle, traffic condition, signal violation, roadwork), and dynamic
vehicle warning (overtaking vehicle, lane change assistance, pre-crash sensing,
co-operative glare reduction).

• V2I/I2V - is mostly a non safety-related communication with not so strict re-
quirements. This type has the maximum latency specified to 500 ms (except for
optimal speed advisory for traffic lights and intersection management - which
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require latency below 100 ms) and minimum frequency of messages being 2 Hz.
The communication includes: traffic management (speed limits, optimal speed
advisory for traffic lights, intersection management, co-operative flexible lane
change, electronic toll collection) and infotainment (point of interest notification,
local electronic commerce, media download, map download and update).

Details about these communications can be found in [171]. Furthermore, [172]
specifies coverage and typical data rate requirements for the following three application
types:

• Active road safety applications - this area is critical for road safety and has
the most strict requirements. Latency must be under 100 ms and data rates
between 1 - 10 Kbps with the coverage from 300 m to 20 km.

• Cooperative traffic efficiency - data from this area only increases productivity
and efficiency, so the delivery is not critical. Latency should stay under 200 ms
and expected data rates are 1 - 10s of Kbps with the coverage range from 300 m
to 5 km.

• Infotainment - this area only increases user comfort by providing Internet access
and additional information. Latency can be up to 500 ms, but expected data rates
can be in a range of 10s - 100s of Kbps with unlimited coverage (over cellular
networks).

While most of these requirements do not appear to be too strict, it is necessary to
consider variable environment, weather conditions, and radio frequency congestion. A
large number of devices and traffic sensors, in combination with periodic messages, can
present a significant amount of data traffic. The paper [171] gives an example of 30
cars in a limited area: in peak conditions, these cars produce up to 750 Kbps of traffic
(with 256 bytes long messages).

5.2 Analysis of SC Communication Protocols

This section analyses communication protocols used in SCs on data link layer (L2),
application layer (L7), and security layer.

5.2.1 Smart City L2 Protocols

SC networks use mostly IP as a L3 protocol for communication [166]. IP acts as an
abstraction layer for the underlying protocols. This allows use of various L2 protocols
in two main categories - wired and wireless. This section describes the following most
commonly used protocols in both of these categories.

Wired protocols [166]: Ethernet, G.hn, HomePlug, Insteon, and X10.
Wireless protocols [166, 173]: 6LoWPAN, Bluetooth, Cellular networks (CSD,

GPRS, UMTS, LTE), DASH7, EnOcean, LoRa, ONE-NET, SigFox, Weightless, Wi-
Fi, WiMAX, Zigbee, and Z-Wave.

Ethernet

The most common L2 protocol is Ethernet, defined by the IEEE 802.3 standard [174].
The protocol is widely used in today’s LANs. The standard supports a large number
of different variants for copper and fibre links with various speeds (from 10 Mbps up
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to 100 Gbps). Nowadays, the most common variant has a speed of 1 Gbps and range
of up to 100 meters per segment.

A widespread deployment of Ethernet makes this technology cheap, well supported,
and easy to deploy. For these reasons it is an ideal protocol for SHs, SGs, and SC
backbone networks.

G.hn (ITU)

G.hn is the home networking technology, which utilizes various types of wires - tele-
phone lines, coaxial cables, and power lines. It can achieve data rates up to 1 Gbps and
can be easily integrated with IPv4 and IPv6 networks. The technology uses Orthogo-
nal Frequency-Division Multiplexing (OFDM) modulation with a parity check code and
forward error correction. Additionally, it uses a 128-bit Advanced Encryption Standard
(AES). This encryption is used for confidentiality and message integrity. G.hn can also
provide authentication and key exchange via X.1035 [175].

The most typical use of G.hn are SH and SG deployments. A G.hn network in
a SH can complement a Wi-Fi network and is suitable for static devices (IPTV), or
devices which require an additional security (NAS). G.hn is an ideal communication
type for AMIs (Advanced Metering Infrastructure) used in SG networks as it utilizes
the existing infrastructure.

HomePlug

HomePlug is a protocol, which uses power lines for communication. Depending on the
quality of lines and HomePlug specification, it can achieve data rates from 14 Mbps
to 500 Mbps with a range of about 300 meters. The protocol is also relatively well
adopted and supported.

This technology is especially convenient for SG networks, where power lines are
already in place and additional networking can therefore be avoided. On the other
hand, it has two main disadvantages: interferences and range only within the same
power circuit (so it cannot be deployed within a SG substation). Moreover, HomePlug
does not support any encryption, so it is not suitable for critical networks. If security
is required, a secure higher layer protocol (TLS) should be used.

Insteon

Insteon is a protocol developed specifically for IoT networks and it can utilize both wired
(power lines) and wireless (RF communication) networks. It supports low-performance
devices (which can have only 80 bytes of RAM - light switches, smart lamps, etc.) and
it has an error correction to improve reliability. The wired version can reach up to 3
km, but it has low data rates - maximally 13 Kbps. The wireless version uses 902 - 924
MHz frequency bands and can reach up to 45 meters, if there is a direct line-of-sight.

Insteon adoption rate is moderate and recently, it has started to support modern
devices like Amazon Echo and Apple’s HomeKit (including Apple Watch). From these
devices a SH can be controlled via the Insteon Hub.

X10

X10 is a protocol specifically designed for home automation and most of the time it
uses power lines (but it can also use RF). The protocol achieves relatively low data
rates - maximally 60 Kbps with range of up to 300 meters. This makes it ideal only
for non-demanding applications like lights control.
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Similarly to other power line technologies, X10 suffers from interferences, and infor-
mation losses, which highly depend on the line quality and amount of message collisions
(it does not use CSMA/CD or CSMA/CA). Other limitations of X10 are: only basic
functionality (standard defines only a limited number of required control messages,
while additional messages are optional), slow speeds, and lack of encryption.

6LoWPAN

6LoWPAN is a wireless protocol, which allows transmission of IPv6 packets over low-
power and low bandwidth networks, such as 802.15.4. This is possible by IPv6 header
compression, which reduces the header size from 60 bytes to 7 bytes [166]. The protocol
can achieve speeds of up to 40 Kbps (in the 915 MHz band), or up to 250 Kbps (in the
2.4 GHz) within a 75 meters range [166]. The protocol is relatively well supported by
the industry.

The technology is ideal for SHs (lighting, thermostats, and smart meters) and de-
vices running on a limited battery power. The protocol can run on devices with 8-bit
CPUs and with only 32 KB of flash memory. The protocol also supports an optional
security mode, which uses the 128-bit AES encryption [176].

Bluetooth

Bluetooth is a transmission technology for WPANs (Wireless Personal Area Networks)
and it is defined by the IEEE 802.15.1 standard [177]. Bluetooth has currently five
main versions, which are not fully compatible (only backward-compatible) and have
many differences. Bluetooth specification also defines two main forms: basic rate and
low energy. The basic rate can achieve speeds up to 2.1 Mbps (54 Mbps if 802.11
mode is enabled), while low energy typically achieves only 125 Kbps. Both of these
forms work in the unlicensed 2.4 GHz band and unlike most of the wireless technologies
in this band, they use frequency-hopping spread spectrum (FHHS) modulation. This
modulation is more resilient against narrow band interferences (because it hops between
79 different frequencies). [178]

Bluetooth has three topology options [179]:

• Point-to-point - it supports both forms of Bluetooth and it is ideal for device-
to-device communication (speakers, in-car systems, fitness devices, or PC periph-
erals).

• Broadcast - is a one-to-many type of communication and is available only in
low energy form. This topology is ideal for beacons in SC deployments (points-
of-interest, item-finding, and way-finding).

• Mesh - is many-to-many communication and it is also available only in the low
energy form. Mesh is ideal for large-scale networks like SCs, SG, SBs, WSNs,
and asset tracking.

Bluetooth is an ideal technology for connecting SG nodes within a SH [180].

Cellular networks

CSD (Circuit Switched Data) is the original transmission technology of GSM (Global
System for Mobile Communication). The main difference between CSD and more
recent technologies is, that CSD creates a virtual circuit for every connection. The
circuit guarantees a default transmission capacity of 33.8 Kbps. The transmission uses
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encryption and reliability mechanisms, so the maximum usable data transfer speed is
only between 1.44 - 9.6 Kbps and it further depends on signal quality [173]. This
technology was superseded by GPRS and is not being used any longer.

GPRS (General Packet Radio Service) is a packet oriented transmission technology
of GSM. Unlike CSD, GPRS uses the best effort delivery (which is the typical technology
used in most modern data network protocols). The transmission is more effective
than CSD, because QoS is not guaranteed (but latency and throughput can therefore
vary). GPRS can theoretically achieve speeds up to 114 Kbps, but in a single slot it
typically reaches only 21.4 Kbps [173]. Latency of GPRS communication is about 150
ms [181]. GPRS was superseded by EDGE (Enhanced Data Rates for GSM Evolution)
and UMTS.

UMTS (Universal Mobile Communication System) is the third generation GSM
standard for mobile communication and it is maintained by [182]. UMTS is not com-
patible with GPRS as it uses different frequencies and requires new base stations (and
therefore also explicit support from end devices). UMTS includes several transmission
protocols with various data transfer rates. The most recent HSPA+ (Evolved High
Speed Packet Access) can reach up to 42 Mbps with latency of 50 ms, while HSDPA
(High Speed Downlink Packet Access) can achieve 7.2 Mbps with 100 ms latency [181].

LTE (Long-Term Evolution) is the UMTS successor. It uses several frequency
bands in a range 0.7 - 2.7 GHz with bandwidth between 1.4 - 20 MHz. The theoretical
maximum speed of LTE, when a single transport channel is used, is 75 Mbps [183].
Latency of LTE was also greatly reduced, when compared to previous GSM generations,
and is typically around 20 ms [181].

LTE is well suited for non-safety related communication and for communication,
which does not require minimal latency - typically V2I communication. In some extreme
scenarios, where a large number of end nodes must communicate, special technologies
may be necessary. The example is eMBMS (evolved Multimedia Broadcast/Multicast
Service) coming in LTE-A Cat. 9. This technology is optimized for point-to-multipoint
communication, but unfortunately it is designed only for static communications (con-
certs, theatres, sport stadiums). It does not specify details about handovers between
different mobile cells, or between service providers. Additionally, the LTE modems are
not certified for usage in safety and critical scenarios, such as use in Advanced Driving
Assistance System (ADAS) - this system can, for example, provide information about
current allowed maximum speed [171].

DASH7

DASH7 is a complete networking stack defined on L2 - L6. It fully supports bi-
directional communication, mesh architectures, and multi-hop links. A single gateway
can connect to thousands of devices, while it achieves very low latencies, when com-
pared to technologies like LoRa (described below). It also utilizes LAN features like
indoor localization with 1 meter precision and supports OTA (Over The Air) updates,
roaming, and strong security via the AES 128-bit encryption. [184]

DASH7 supports two classes of communication with maximum data rate of 200
Kbps [185] and uses the 433 MHz band [186]. It has a range of 5 km and devices can
be typically powered for year from a single battery.

EnOcean

EnOcean is a transmission technology, which utilizes an electro-dynamic energy con-
verter to harvest energy from motion, light, and difference in temperature. EnOcean
uses ultra-low power radio (EnOcean standard ISO /IEC 14543-3-10 [187]), but it is

81



also prepared for support of IEEE 802.15.4. The EnOcean standard uses sub 1 GHz
bands (the specific band depends on the country of use) and achieves data rates of up
to 125 Kbps, while it typically uses only 50 µW for a single message transfer. The com-
munication distance can be up to 30 meters inside a building and up to 300 meters in
a direct line- of-sight. The technology also includes authentication via a unique 32-bit
ID and uses the 128-bit AES encryption. [188]

The technology is suitable for ultra-low power devices and devices with a prob-
lematic connection to traditional power sources. These problems can include sensors
placed over large areas (forests, gardens, water areas), sensors monitoring a structure
integrity (buildings, dams, bridges, tunnels), and various SC devices. A possible usage
within a SH is control of a lighting system via buttons powered by kinetic energy [188].
Nevertheless, EnOcean is not a widespread technology [166].

LoRa

LoRa is the physical layer technology for low power WAN (LPWAN) long-range com-
munications. LoRa operates in 867 - 869 MHz frequency in 10 different bands. LoRa
has a maximum range of about 5 km in urban areas and up to 15 km in open space
[189]. It supports 8 different data rates in a range of 250 bps - 50 Kbps. The used
data rate can be configured on a GW and it is a trade-off between transmission speed,
range, and power consumption. [190]

The maximum supported packet size is 250 bytes and security is supported by
the 128-bit AES encryption with key exchange. The LoRa architecture uses several
keys: application key, network session key, and application session key. For end nodes
identification, IEEE EUI64 ID is used.[191]

LoRaWAN is networking stack, which is build on top of the LoRa physical layer
specification and it is defined mostly on L2 with some elements from L3. Except the
LoRa, LoRaWAN can also use different physical layer specifications like frequency shift
keying (FSK). LoRaWAN specifies used network topology as the star-of-stars, where
nodes are connected to a GW. The GW is typically connected to a wired network,
where a centralized server is located. Nodes communicate with the GW via a single
wireless hop [189].

LoRaWAN also defines three main operation classes [190]:

• A (receiver initiated) - a sensor can transmit data at any time. The transmis-
sion is detected by all GWs in the range. A GW can respond only in two fixed
slots (typically after 1 and 2 seconds). This mode is ideal for nodes running on
a limited battery power. A typical life-expectancy of the battery in this mode is
10 years.

• B (coordinated listening) - it adds pre-programmed slots for communication
from GWs to nodes. This mode is ideal, when communication to nodes is much
more frequent.

• C (continuous listening) - nodes and GWs can transmit at any time. This
mode is ideal only for devices with unlimited power supply as their radios are
active all the time.

LoRa has a wide variety of possible usage in SCs, but only for certain applications.
Due to the regulation limitations, time on air of every node is very limited - in Europe
it is maximally 1%. This makes LoRa ideal only for applications with low frequency
of messages. Moreover, relatively low transmission speeds predetermine LoRa for use

82



with non-real time applications. Ideal use cases are therefore smart lighting, smart
parking, smart waste, and weather sensors. [189]

Although LoRa is becoming widely used, there are concerns about its applicability
in modern SCs [184]. The most notable ones are: incompletely defined networking
stack, mainly one-way communication model, slow performance (high latency, low data
rates), insufficient security, and no support of OTA updates. These flaws can signifi-
cantly limit LoRa’s use in modern SC architectures, where especially strong security
and ability of OTA updates are a necessity. Despite these flaws, LoRa is currently
deployed in more than 250 cities worldwide and has over 40 operators [192].

ONE-NET

ONE-NET is an open-source wireless transmission protocol for home automation, avail-
able under the BSD licence. Its implementation, written in C language, can be down-
loaded from the official website1. ONE-NET can achieve speeds in a range of 38.4 -
230 Kbps and reach up to 70 metres indoors and 500 meters outdoors [166]. Because
the protocol is open-source, it can be deployed on various off-the-shelf microcontrollers
and radios, but despite this, it is still not a widely deployed technology.

Sigfox

Sigfox [193] is a unique technology, because it is the first global network for connecting
IoT devices. Sigfox’s coverage is managed by regional network operators. Sigfox is
currently used in 26 countries and it is planning to expand to 60 countries by the end
of 2018 [192].

Sigfox uses ultra narrow band frequency of 200 kHz for long-range and low power
transmission. A typical node’s battery lifetime can be up to 20 years and transmission
can reach up to 50 km (in rural environments), or 10 km (in urban environments).
On the other hand, data transfer rates are very slow - between 100 and 600 bps. A
message payload size is also very limited - maximally 12 bytes for uplink and 8 bytes
for downlink. [193]

Sigfox uses the star topology, where a node message is broadcasted and captured
by every base station in range. To improve the message resiliency against noise, the
message can be transmitted multiple times in different frequencies. There are 400
channels in total, while the default number of transmissions is 3. Nowadays, Sigfox
supports two-way communication, but downlink is very limited as the legislation allows
sending only of 4 messages per day per device. [194]

Very low data rates and small message sizes limit Sigfox to be used only in very
specific applications. Within SCs, it can be environmental sensors, which are scattered
across large areas and their data payload sizes are small. These sensors can be used
for detection of earthquakes, forest fires, floods, etc. However, the lack of encryption
in Sigfox messages must be considered.

Weightless

Weightless is a set of three standards for LPWAN IoT communication. It is managed
by the Weightless Special Interest Group and it is optimized for low throughput and
not latency sensitive applications. Currently, it is defined for specific unlicensed and
licensed bands in a range of 138 MHz - 923 MHz [195]. Weightless standards include:

1Available: https://sourceforge.net/projects/one-net/

83

https://sourceforge.net/projects/one-net/


• Weightless-N - is the most energy efficient version. It supports data rates of up
to 100 Kbps with a range of up to 3 km in urban areas. Payload of the messages
can have 20 bytes. Unlike other Weightless standards, this version supports only
one-way communication [194].

• Weightless-W - uses TV white spaces in the frequency range between 470 -
790 MHz. It supports data rates of up to 10 Mbps and can reach up to 5 km
in urban areas. The minimal defined data length is 10 bytes. The problem of
Weightless-W is in used frequency bands, which are available only in specific
regions [194].

• Weightless-P - uses two-way communication and two non-proprietary physical
layer standards. It supports data rates of up to 100 Kbps with a range of up to
2 km in urban areas [194]. It also supports OTA updates, message acknowledge-
ments and three types of message delivery: unicast, multicast, and broadcast
[196].

All the Weightless standards support 128-bit AES and use the star topology. Weight-
less-P also optionally supports AES with 256-bit encryption. [194]

Wi-Fi

Wi-Fi is currently the most popular and widespread wireless technology for LANs. It
is based on the IEEE standard 802.11 [197], which contains over 10 different physical
layer protocols. Wi-Fi can operate in various frequency bands, most often 2.4 and 5
GHz, although the most recent versions use even higher frequencies (up to 60 GHz) to
achieve faster speeds. In the most widespread version (802.11n), Wi-Fi can achieve up
to 300 Mbps and reach up to 100 meters (in the 2.4 GHz frequency band) [166].

Wi-Fi is nowadays used in almost all devices with a connectivity ability. This in-
cludes laptops, smartphones, tablets, smart watches, smart TVs, game consoles, fitness
devices, and even most of the SH equipment. Wi-Fi can use WPA2 encryption (Wi-Fi
Protected Access 2), which uses AES, and which is even nowadays considered relatively
secured. Older encryption technologies like WPA, or WEP (Wired Equivalent Privacy)
contain found vulnerabilities and are therefore not recommended to be used. Unlike
the previous technologies, Wi-Fi is not focused on low-performance devices and it is
therefore the most versatile technology for connecting all-purpose devices. The disad-
vantage of Wi-Fi is paradoxically in its widespread use. Because it is such a common
technology, used frequency bands are often over-utilized and the transmission suffers
from interferences. This is especially true in city environments and 2.4 GHz frequency
bands.

WiMAX

WiMAX (Worldwide Interoperability for Microwave Access) is a wireless communica-
tion protocol based on IEEE 802.16 standard [198]. WiMAX acts as the last mile
technology and it is therefore a wireless alternative to digital subscriber line (DSL), or
cable modem connections. WiMAX is classified as a WMAN (Wireless Metropolitan
Area Network) with range of communication up to 50 km. WiMAX uses different fre-
quency bands in range of 2 - 11 GHz and can reach theoretical speeds of up to 70 Mbps
[180]. Such speeds are, however, not achievable in a real world usage. This was tested
in an experimental measurement [199], where authors achieved average speeds of 4.8
Mbps with varying distance between 0.5 - 20 km.
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WiMAX can be used for AMIs, where it can utilize its advantages like long range,
fast transmission speeds, interferences resiliency, and security. On the other hand, the
most problematic issue of WiMAX is propagation of high frequency signals (over 10
GHz). Such a signal is not able to penetrate most obstacles and can be therefore
used only in direct line-of-sight applications. This might be a problem for AMIs.
Another issue is the required dedicated hardware equipment, as WiMAX uses different
frequencies than most of the common wireless protocols. [180]

Zigbee

Zigbee is the complete IoT solution for meshed networking. It provides the application
layer (libraries) for interoperability between various specific devices, and network pro-
tocol stack (Zigbee PRO 2015) for connectivity. Its radio layer uses IEEE 802.15.4-2011
[200] in the 2.4 GHz frequency band. It can reach speeds of up to 250 Kbps with a range
of 100 meters indoors, and 300 meters in the line-of-sight [201]. It uses the 128-bit AES
encryption on the network layer with an optional encryption on the application layer
[202].

Zigbee is a unique technology for its mesh architecture. It supports meshed networks
containing up to 65 000 inter-connected devices and the communication is optimized
for low-power consumption [201]. The Zigbee devices can operate up to 10 years using
only batteries [166]. Zigbee is a widespread technology and it supports a wide range
of SH devices from various domains (lighting, HVAC, alarm and security systems,
green power devices, and others). Zigbee is defined as one of the standards for SG
residential networks (within a SH) by NIST and was also identified as the most suitable
communication technology for this deployment [203].

Z-Wave

Z-Wave is another meshed network technology, but unlike Zigbee, it uses the sub-1 GHz
frequency band. The lower frequency implies slower speeds, but it makes the Z-Wave
more power efficient and less prone to interferences. It can reach speeds between 40 -
100 Kbps with range of up to 35 meters. Every Z-Wave network can contain up to 232
devices. [204]

Z-Wave is widely used, especially in low-performance devices such as light switches,
HVAC appliances, security sensors, and remote controls [166].

5.2.2 SC Domain Specific L2 Protocols

Additional L2 protocols are deployed in specific domains of SCs. These protocols will
be only briefly described in the following sections.

Smart Grid Substation L2 Protocols

The typical SG substation contains the following protocols, which are defined in the
IEC 61850 standard [157,158,160]:

• Abstract Common Services Interface (ACSI) - is a service, which maps
several protocols into a general abstracted format. These protocols are typical-
ly MMS (Manufacturing Message Specification) and FMS (Field bus Message
Specification). The IEC 61850 standard defines abstract services, which must be
supported [205].
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Table 5.2: SG Substation Communication Traffic Patterns

Traffic type Frequency Msg. size Data rate

SV 4800 Hz 126 B 4.6 Mbps
Control signals 10 Hz 200 B 15.6 Kbps
File transfer 1 Hz 300 KB 2.3 Mbps
Status signals 20 Hz 200 B 31.3 Kbps
GOOSE messages Variable 200 B Variable

Data source: [162]

• Generic Object Oriented Substation Event (GOOSE) - is a connection-
less protocol for messages originating from IEDs. The messages are mapped
directly into Ethernet frames and therefore do not use MMS [160].

• Generic Substation Status Event (GSSE) - is a similar protocol to GOOSE,
but it has a simpler message format for faster delivery. It is also mapped directly
to the Ethernet frame to make the process more efficient. GSSE uses IEEE 802.22
[206] and it is typically utilized for transfer of real-time data between substations
and control centres [207].

• MMS - is a standard [208], which interconnects SG devices (IEDs, PLCs - Pro-
grammable Logic Controllers, etc.) with their control systems. It does so by
mapping objects of the IEC 61850 standard. Each MMS object has its own
unique reference composed from a string of values. These values typically in-
clude: logical device name, logical node name, functional constraints, data, and
attributes [160].

• SMV (Sampled Measured Value) - are messages used on the process layer of
a SG network. Like GOOSE, SMV is also designed for critical messages with low
delay requirements (they are therefore mapped directly into Ethernet frames).
SMV messages are typically sent via the same network as GOOSE messages -
in this case, at least a Gigabit Ethernet connectivity is recommended due to a
possible high traffic load [209].

• Time synchronization - is critical for certain parts of SG. Most often, Simple
Network Time Protocol (SNTP) [210] is used. This protocol uses UDP as the L4
protocol and therefore does not utilize MMS mapping. Version 4 supports both
IPv4 and IPv6. SNTP can achieve time accuracies between 1 - 50 ms [210]. This
is typically sufficient, if the protocol is combined with GPS. If a higher precision is
required, Precision Time Protocol (PTP) [211] can be deployed. This protocol is
designed for LANs and can achieve nanoseconds precision. This might be needed
for Phasor Measurement Units (PMUs), which have the most strict requirements
on time synchronization [152].

The paper [162] summarizes typical traffic patterns within SG substation networks.
These values are shown in Table 5.2. Stated data rates are calculated as frequency *
message size and apply for a single device using the specified traffic type.

Smart Mobility L2 Protocols

Two main SM communication networks (V2V and V2I) were described in section 5.1.4.
V2I uses LTE communication, which was already described in section 5.2.1. V2V is
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then classified as DSRC and has strict safety-related requirements. Core protocols for
DSRC are: IEEE 802.11p (L1 - L22), IEEE 1609.3 (L3 - L4), and IEEE 1609.4 (L2)
[212]. The most used protocol is IEEE 802.11p.

IEEE 802.11p is the communication protocol for V2X, but it is mostly used in V2V
applications. It operates in the 5.9 GHz frequency and uses the 75 MHz bandwidth.
Use of 5.9 GHz frequency band offers higher transmission speeds, but as the study
[213] verified, the maximum transmission range is significantly lower than in sub-1
GHz bands. Effective range with 90% reliability in a SC environment is 150 meters for
802.11p, while sub-1 GHz band can reach up to 250 meters. Also, the 802.11p is more
susceptible to line-of-sight obstructions. This makes it less convenient for complicated
SC scenarios. The protocol was approved in 2009 and it is therefore well tested and
widely-deployed. 802.11p is the most suitable protocol for V2X applications, unlike
cellular networks. According to [171], even LTE is not suitable for low latency and
high mobility use cases of V2V. Compared to cellular networks, typical latencies of
802.11p, in real-world scenarios with speeds of vehicles between 30 and 170 km/h, are
around 1.5 ms [214]. On the other hand, there are experimental studies [172], which
verified, that even 802.11p latency can be insufficient in SC situations with high traffic
density. This was confirmed in [215], where stated latency of this protocol was 60 ms.

IEEE 802.11p supports the following data rates: 6, 12, and 24 Mbps (optionally also
9, 18, 36, 48, and 54 Mbps) [216]. Such transmission speeds are however unrealistic in
real usage. A simulation under a real-world conditions [217], tested various parameters
of 802.11p features and come to the following results (classified by area of deployment):

• Cities - maximum throughput 220 Kbps, delivery ratio 80%.

• Highways - maximum throughput 230 Kbps, delivery ratio 78%.

• Rural areas - maximum throughput 125 Kbps, delivery ratio 95%.

It is expected, that the 802.11p networks will stay the dominant technology for
V2V communication, while future 5G networks can become the major technology for
non-safety related V2I communication [171].

5.2.3 Smart City L7 Protocols

The application layer protocols (L7) have to be considered only if a deep packet in-
spection is required (data cannot be matched by OpenFlow). In that case, an SDN
controller can inspect the payload section of packets to verify, if the content is legiti-
mate. However, if the payload is encrypted, the controller will be unable to perform
this inspection. This section briefly describes the most commonly used L7 protocols
within SCs. A summary of these protocols is displayed in Table 5.3.

• AMQP (Advanced Message Queuing Protocol) - is a binary protocol,
which sends data in a stream of bytes. It supports publish-subscribe and point-to-
point communication schemes. It uses TCP and therefore guarantees reliability
and message ordering.

• CoAP (Constrained Application Protocol) - is a specialized lightweight
protocol for resource-constrained devices and networks. The protocol functional-
ity is similar to HTTP, but it is greatly simplified (it uses binary format and only
necessary functions). The protocol is designed to be used on devices with small

2It uses the lower L2 sublayer - MAC.
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sizes of RAM, ROM, and can be even used on low-power 8-bit microcontrollers.
Its ideal deployment is on low throughput (Kbps) networks with a limited size of
datagrams (6LoWPAN). It minimizes the need for fragmentation and it is there-
fore often used in M2M (Machine to Machine) applications. The protocol uses
UDP, but optionally supports reliability, security, and multicast communication
[218].

• DDS (Data Distribution Service) - is a machine-to-machine protocol de-
signed to support real-time applications. It supports the publisher-subscriber
model and focuses on minimal overhead and predictability. These features are
achieved with QoS, which can be user-configured. DDS does not use an L4 pro-
tocol and therefore operates straight on the IP layer.

• HTTP (Hyper Text Transfer Protocol) - is a stateless request-reply protocol
with the client-server architecture and it uses TCP (default port 80). It utilizes
URL for resource identification and it is widely used on the Internet and also in
IoT, M2M communication, and automation.

• HTTPS (Secure) - it adds encryption implemented over TLS (TCP port 443)
to the standard HTTP. HTTPS is based on PKI (Public Key Infrastructure),
which uses two types of keys - public (everyone can use it to encrypt a message)
and private (only the valid receiver can decrypt the message). HTTPS over SSL
should not be used, as it contains several security flaws [219,220].

• MQTT (Message Queue Telemetry Transport) - uses the publish-subscribe
architecture, is a lightweight and open-source, and is therefore ideal for IoT
and M2M communications. The protocol’s architecture includes publishers, sub-
scribers, and a centralized server called the message broker. The main advantage
of this architecture is the fact, that it can be deployed in networks, which con-
tain a firewall. Sensor devices (publishers) establish communication only with the
broker and not with (potentially hundreds of) applications - subscribers. Such a
traffic pattern can be easily allowed in any firewall [54]. Messages can be delivered
by three approaches: at most once, at least once, and exactly once. The proto-
col also supports an extensive security, conforming to the NIST Cyber Security
Framework [221]. This includes lightweight cryptography (AES), authentication,
encryption and privacy (TLS, VPNs), and detection of compromised clients and
servers. [222]

• UPnP (Universal Plug and Play) - is an architecture composed from multi-
ple protocols. These protocols provide: devices discovery (SSDP - Simple Service
Discovery Protocol), service detection (GENA - General Event Notification Ar-
chitecture), action execution (SOAP), and event reports. UPnP is based on an
extended HTTP and it can therefore use both TCP and UDP. It also supports
both unicast and multicast communications. [54]

Security can be ensured by the SOAP (Simple Object Access Protocol) protocol
- the UPnP is then referred to as UPnP Security. This protocol can then provide
identification, integrity, authentication, and authorization [223].

• XMPP (Extensible Messaging and Presence Protocol) - it uses an inter-
mediary server(s) for message delivery (as MQTT) and it can therefore span fire-
walls. It supports the publish-subscribe model, request-response, asynchronous
messaging, event subscription, and delayed delivery [224]. This is achieved by
its distributed client-server architecture. The protocol is ideal for environments,

88



Table 5.3: Summary of SC L7 Communication Protocols

Protocol L4 Protocol Communication Encryption

AMQP TCP P/S, P2P Optional
CoAP UDP R/R Optional
DDS - (IP only) P/S No
HTTP TCP R/R No
HTTPS TCP R/R Yes
MQTT TCP R/R, P/S Optional
UPnP TCP/UDP P2P Optional
XMPP TCP R/R, P/S Optional

Note: R/R = Request/Response,
P/S = Publish/Subscribe, P2P = Peer to Peer
Data sources: [54, 218–220,222–224,226–228]

where a real-time delivery (which can benefit from optional QoS) and/or bidirec-
tional communication is required [54]. This includes areas like V2I and M2M.

The protocol is very flexible. It uses XML for data encoding, but it can be
replaced by EXI (Efficient XML Interchange), if the minimal message size is re-
quired. On the other hand, XML is easy to encode, decode, parse, reuse, and
debug. Several extensions of the protocols also exist - they are called XMPP Ex-
tension Protocols and they are managed by XMPP Standards Foundation. Cur-
rently, there are nearly 200 of these extensions3. The transmission uses clients’
authentication via passwords and usernames and it is conducted over SASL (Sim-
ple Authentication and Security Layer) or TLS. On top of the authentication,
the protocol also supports confidentiality via TLS. [225]

5.2.4 Smart City Security Protocols

SC networks can also use security protocols, which can spread across several networking
layers. The purpose of these protocols is to secure communications, provide authen-
tication, and ensure data integrity. The most common security protocols used in SC
scenarios are:

• DTLS (Datagram Transport Layer Security) - is a protocol designed to be
similar to TLS in both the security and code reuse. The main difference between
DTLS and TLS is, that DTLS can be deployed over UDP networks. The current
version of DTLS is 1.2 and most of its specifications come from TLS 1.2. These
two protocols have the same cipher mechanisms, except for the new authenticat-
ed encryption with additional data cipher suites and replay protection. DTLS
also has a built-in protection against DoS attacks - specifically against multiple
handshake initiations and server reply message amplification [229]. DTLS is an
appropriate protocol for delay sensitive applications like voice, video, and SG
substation data. It can be therefore effectively used in SC networks.

• IPsec (Internet Protocol Security) - is a network suite, which contains many
security protocols and it provides authentication and encryption. Unlike TLS,

3The complete list of XMPP extensions can be found in: https://xmpp.org/extensions/
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IPsec works on the L3. IPsec is most often used to provide a VPN connection
between two networks, or between a network and a client (but a host to host
connection can be used as well). The current version of the framework is IPsec-
v3 and it is composed from two main protocols: ESP (Encapsulating Security
Payload) and AH (Authentication Header). The core specification of IPsec and
the list of additional RFCs (Request for Comments) describing the framework
can be found in [230].

• SRTP (Secure Real Time Protocol) - adds encryption and message authen-
tication to the RTP [231] and RTCP (control) protocols. These protocols can
be deployed within a SC network, if VoIP or video conference are demanded.
These protocols utilize UDP for the minimum latency delivery. It also supports
both unicast and multicast communications, and it uses AES for encryption and
SHA-1 (Secure Hash Algorithm) for message integrity. [232]

• TLS - is the most widely used protocol for securing network traffic. It creates
a connection-oriented secured channel, but it must operate on top of TCP. The
main disadvantage of TLS is, that it cannot secure unreliable traffic types (UDP).
TLS uses symmetric cryptography via AES or RC4 encryptions, and checks data
integrity via SHA-1. [233]

5.2.5 Summary of Analysis

The analysis confirmed, that a SC can use a large number of heterogeneous protocols.
From the SDN-deployment perspective, low-level details of these protocols and their
implementations are not important, if they are used only on the access layer. In this
case, data from each protocol is re-encapsulated into the standard Ethernet datagram
on the first receiving device (a GW). This datagram can then be normally processed by
the OpenFlow protocol. On the other hand, it is important to consider various specifics
of these protocols. Especially their power requirements, maximum transmission speeds,
use of encryption, and expected times of node connection establishment (initial, and
on a node wake-up). These specifications can influence the target (SDN) application
and will therefore be described in more detail. Specific data from the described wireless
protocols is summarized in Table 5.4.

Power requirements specify, if a device has a limited power source, or not. If it
has, the communication must be kept to minimum and no redundant, or unnecessary
messages should be transmitted. In this case, the SDN application might need to
utilize a message caching - a message to a node can be transmitted only in specified
time intervals.

Maximum transmission speed of a protocol indicates required bandwidth of
a connection. The stated value is valid only for a single communicating device and
total required bandwidth is therefore calculated as n * bw, where n is a number of
end devices and bw is maximum transmission speed of a single device. This value can
be used as a guideline for designing sufficient capacity for distribution and core layer
links. It can also indicate requirements on networking devices and an SDN controller.
In most cases, the calculated maximum bandwidth does not need to be achieved and a
much lower value will be sufficient. In typical networks, not all the devices transmit at
the maximum speed at the same time. Additionally, the controller can be configured
for QoS, based on the calculated value and number of devices.

Encryption is important mainly for two reasons. Firstly, it increases the packet
size. This might cause problems on links with a low MTU (Maximum Transmission
Unit). In this case, packets need to be fragmented, which introduces an additional
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Table 5.4: SC Wireless Communication Protocols

Protocol P Max. speed Encryption Node E/W

6LoWPAN M 250 Kbps AES (O) > 5 ms*1

802.11p L 54 Mbps (A)2 > 1.5 ms*
Bluetooth L 1 Mbps AES, block cipher 3/3 s
EnOcean L 125 Kbps AES in ms*
LoRa L 50 Kbps AES Class dep.
Sigfox L 0.1 - 0.6 Kbps No 20 s3

Weightless L 0.2 Kbps - 10 Mbps AES 4-8 s4

Wi-Fi M 300 Mbps WPA2 2/1 s
WiMAX H 50 Mbps AES, 3DES, EAP 100/100 ms
Zigbee L 250 Kbps RC4 30/15 ms
Z-Wave L 100 Kbps AES (O) 1-2 s

P = power rating (Low, Medium, High), E/W = establishment/wake-up times
O = optional, A = via an addition, * minimal latency of the technology
1 = in the unsecured mode
2 = with IEEE 1609.2TM-2013 for WAVE networks, source: https://www.

standards.its.dot.gov/Standard/405

3 = window size for downlink messages, source: https://ask.sigfox.com/

questions/2966/message-latency.html

4 = source: https://www.ubiik.com/lpwan-comparisons
Other data sources: [166,176,178–180,188,190,191,193–195,202,204,216]

overhead and complicates the application’s functionality. Secondly, it makes the mes-
sage payload unreadable to the controller. This becomes a problem, if the application
layer inspection is required. The application can then use only data from unencrypted
headers of the message.

Node connection establishment times are a good indicator for maximum net-
work latency of any given communication. An SDN application should respect these
values, and if required, use the proactive flow rule insertion method. Complying with
these limits will ensure, that each node will be correctly registered by the network.
Loss of just a few of the connection initiation packets could result in a total loss of
connectivity between the node and the application.

5.3 Security Analysis of Smart Cities

Attacks on SCs can use the same types as general IoT attacks. Nowadays, most of
the SC’s solutions are implemented without too much emphasis on security. SC is a
new concept and therefore it does not have sufficient and proven threat model, testing
procedures, security recommendations, and established response teams [234]. Interest-
ingly, so far, there have been only a few attacks on SCs, but that can change literally
every moment as SCs are becoming more and more widespread.

This can correspond to a similar rise in attacks focused on critical infrastructure.
In the U.S. alone, the number of these attacks rose from less than 200 in 2012 to almost
300 in 2015 [235]. One of the most recent attacks on SCs happened in Dallas on April 8,
2017. The city’s siren system was hacked and emergency sirens, used mainly for severe
weather warnings, went off during the night. This caused panic amongst many residents
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and overwhelmed the city’s emergency 911 telephone lines. As a response to the attack,
the system was shut-down for 48 hours [236]. While no serious incident or damage was
reported, in case of an emergency, the warning system would be unavailable.

General Types of Security Threats

Security threats can be generally classified into the two main categories [88]:

• Unintentional threats - they are not caused purposefully by an attacker. Most
often, they represent a naturally occurring event like equipment failure, safety
system failure (improperly implemented redundant power supply), supporting
infrastructure failure (power outage, connectivity loss), and climate control fail-
ure. Equipment failures can be also caused by natural disasters like floods, fires,
earthquakes, etc. System threats can also be caused by an operator’s carelessness
(configuration mistakes, missing configuration of redundant and high availability
technologies, insertion of an infected removable device, or use of default or too
simple user credentials).

• Intentional threats - they are performed by an attacker with the purpose to
cause damage, or steal data. These threats can include all types of attacks
performed by unsatisfied / former employees, hackers, vandals, terrorists, and
even malicious entities like viruses and worms.

It is important to mention, that most security solutions are targeting the intentional
threats. For this reason, protection against these threats is typically at a high level and
system operators are well aware of these threats. On the other hand, unintentional
threats are often left without consideration and without a proper response plan. They
can then have much more serious consequences. For this reason, the application must
consider these threats right from the initial development phase. This will allow creation
of a robust architecture, which can cope with analysed threats.

The following sections are focused mostly on intentional threats.

5.3.1 Attacks on SC Applications

Attacks can be classified into three categories: by types of attackers, by targeted ele-
ments of SCs, and by attacked data.

Types of Attackers

In general, a SC can be attacked from three different groups of attackers [237]:

• Service providers - this category includes ISPs, cloud providers, companies
responsible for smart metering, providers of location-based services, and gov-
ernment responsible for the SC. These entities have access to various SC data
collected from different systems. The most typical attack is to re-use this data
for other purposes (theft or trade).

• Involved parties - it includes various system manufacturers and software de-
velopers, responsible for certain sub-systems of the SC. The examples of these
sub-systems can be smart lighting solutions, SM devices, cameras, smart cards,
etc. Manufacturers of these devices and software developers are authorized to
access these devices. This access might be necessary to ensure future software
updates, or battery replacements. On the other hand, potentially sensitive data
of these devices can be stolen, or these devices might be compromised. There is
also a risk of hidden backdoor access being implemented into the component.
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• External attackers - this category includes all other persons, which might not
have any connection with the SC infrastructure, and which do not have any initial
access to the system. They can however misuse any potential weakness of the
SC to gain unauthorized access, steal data, target availability, or cause any other
damage.

Attackable Elements

IoT-A [58] defines elements of an IoT network, which need to be protected. The
following list summarizes elements, which are applicable in a SC environment and
adds SC-specific systems. They are sorted by their operational domain in SCs (from a
data centre to users).

• Backend services - include all SC applications located in server farms. They in-
clude services for data collection and analysis, management systems, and systems
providing APIs to operators and users. These systems must be protected against
application layer DoS attacks and unauthorized access. If an unauthorized ac-
cess is gained, the complete SC can be vulnerable as this centralized system can
control all the components of a SC.

These services can be also deployed in public cloud data centres. This means,
that the devices are accessible to practically anyone. The service can be therefore
much more susceptible to DoS and brute force attacks, and security would mostly
depend on the cloud company’s policies. Moreover, if the cloud is not a private
one (owned by the same company as the entire SC), an integration with an SDN
solution is often not possible.

• Infrastructure services - include all functions, which provide basic connec-
tivity and advanced networking functions. This covers: device discovery, device
lookup, DNS (Domain Name System), routing protocols, loop-prevention mecha-
nisms, etc. These functionalities are critical for a SC communication and must be
accordingly protected with tools like authorization, authentication, encryption,
identity management, key management, and trust and reputation systems.

• Communications channels - this includes all physical and virtual links of a
SC network. They should be protected by encryption to ensure data integri-
ty and prevent eavesdropping, tampering, and replay attacks. Correct security
of communication channels also prevents routing types of attacks (black hole,
worm hole, depletion, etc.). A SC network cannot be considered to be a closed-
network as it spans a wide area and utilizes various services, nodes, and connec-
tion technologies. Protection is therefore required and its level depends on used
communication channels.

• Intermediary devices - this includes all networking devices like switches, rou-
ters, GWs, APs, security devices, etc. They are vulnerable especially to DoS
and manipulation attacks. The protection starts with physical security and de-
vice hardening. Remote access to a device should use secured protocols like SSH
(Secure Shell), with appropriate security policies (warning messages, secure pass-
words, limited number of login attempts, automatic logout on inactivity, logging,
etc.).

• End devices - this includes sensors, actuators, tags, and all other end devices
used in a SC network. These devices might have different requirements on pro-
tection, according to their capabilities and performed actions. In general, their

93



integrity (SW and HW) should be ensured, as well as physical protection. Imple-
mentation of effective, but demanding protections might be problematic on low
performance and low power devices.

End devices also include potentially dangerous physical systems. Examples are
SG systems, which utilize extremely powerful, yet sensitive equipment, located
in power plants, distribution grid networks (with very high voltage), and electric
substations. An attack on these devices can therefore result in physical damage
and also possible injuries, or even deaths.

• SC users - people using SC applications can be vulnerable to various threats
and they therefore need protection as well. The level of this protection depends
on the user role in the application. While a typical SC user is mostly a data con-
sumer (gets information about traffic, weather, etc.), or uses non-critical systems
(smart parking, public Internet connectivity), some of the users might require
critical availability. This can include e-health applications, which are responsible
for users’ health monitoring and automatic responses to dangerous situations.
Any issue could have fatal consequences. Another example is SM, which utilizes
high-speed vehicles. If the system is compromised, it can pose a serious threat.
Additionally, this category includes users’ privacy, as a lot of used information
might be sensitive.

The most common communication platforms include mobile applications and
social media. Mobile devices can be misused to gain unauthorized access to the
SC network, act as DoS initiators, or become a spying device. Attackers can
also use social media for spreading false information (for example to cause mass
panic), or to gather sensitive data.

The SC domains can be attacked as well:

• Smart grid networks - the Ethernet protocol brings advantages in wide sup-
port, low cost, and worldwide standardization; but on the other hand, also neg-
atively affects the security. Moving from proprietary and closed industrial pro-
tocols to a widely used Ethernet makes the network vulnerable to a much wider
scale of attacks. In these modern networks, security must be taken more seriously
than in the legacy approach, when ”security by obscurity” applied [88].

Complexity of a SG system is very similar to SCs and IoT systems - it also
contains a lot of heterogeneous technologies, devices, and protocols. This makes
implementation of a single security solution, which would solve the security for the
entire system, impossible. This was proven during the famous attack in Ukraine
in 2015, where BlackEnergy malware was used to gain access to control centres
of the SG, resulting in a massive power outage, influencing 225 000 customers
[238].

The standard IEC 62351 [88] identified the most crucial threats of SGs as: critical
availability, nodes with limited performance, specific links, PLC (Power Line
Communication), and dangerous cyber-physical systems.

• Smart homes - are a specific area of SCs as they are typically managed by
owners of the house. The most typical deployment of SHs uses a single networking
device for creating a small LAN (AP combining wireless gateway, modem, switch,
and router). This device can be owned by the house residents, or only leased
from an ISP. If this device is compromised, the entire SH network, including all
connected devices, is vulnerable. The easiest way to perform an attack is via an
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unsecured wireless network, or an unsecured remote connection with default user
credentials.

• Smart mobility - contains mainly a large number of end nodes like sensors and
traffic control devices. Protection of these devices mostly from accesss attacks is
very difficult and must be done separately.

Attackable Data Sources

According to [237], an attack in a SC can be performed based on four different data
sources:

• Leaked data - originally data, which should stay private, but was leaked and
accessed by an attacker. The leak can happen via a software bug, security vulner-
ability, misuse, unauthorized access, theft, or social engineering. It is impossible
to prevent all types of these attacks, but correctly implemented security policies
can lower the chance of such attacks.

• Observable data - this includes mainly data, which was transferred over openly
accessible links (wireless, or PLC). In these networks, an attacker needs only to
be in the physical coverage area to freely access the data. If no encryption is
used, complete messages can be read (including payload). An attacker can also
access common wired networks (Ethernet), but this is much more difficult and it
requires physical access to the cable. A special tool must then be attached to the
cable - most often a passive wiretap. This tool then transmits duplicated cable
signals to the attached device.

• Published data - the attack misuses publicly available data (traffic information,
video footage, weather information, information about users, etc.). By data
analysis and correlation techniques, an attacker can examine aggregated data to
get information about individual users.

• Repurposed data - original data, which was gathered by legitimate means, is
then used for other than intended purposes. This might be a usage, which is in
contradiction with agreed terms. An example can be telephone numbers of users,
misused for advertisement calls.

5.3.2 Privacy Issues

SCs can collect a large amount of sensitive information about citizens. Data from pub-
lic cameras, mobile phone locations, and credit card usage can precisely track users and
map their habits. Sensitive medical information can be also part of a SC, especially
if fitness devices are used. This data can cover not only physical appearance informa-
tion (smart scales can measure detailed physical values), but also healthy information
(sleeping patterns, walking habits, and heart beat statistics). SHs also collect a signifi-
cant amount of data about the living patterns of families - when they are at home and
when the house is empty, at what time the family usually sleeps, and what devices they
use. This data can improve quality of life, but it also presents a considerable privacy
issue. A significant percentage of this data can be freely accessible and therefore easily
misused by an attacker.

Proper protection techniques are therefore critical. One way is to anonymize data,
but this is not always possible. It is clear, that this data must be collected and stored
securely, especially when it is sent to a cloud. Moreover, it is important to consider the
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cloud location. If the data spans a country boundary, different laws and legislatives for
data protection can apply.

Security vs. Privacy Problem

IoT-A [58] mentioned an interesting problem with security and privacy in IoT systems.
One of the most important security features is trust. Trust allows an entity to prove,
that it is really the one, it claims to be. On the other hand, forcing an entity to prove
its identity brings a privacy problem. By providing its information, the entity has to
reveal certain sensitive data. With this data, the entity might be traced. In this case,
all users of the system can see, what actions the entity performed.

IoT-A [58] favours prioritizing trust over privacy. Authors in [58] recommended
to use a signed trust-certificate for each entity, but require the verification only for
interactions with sensitive data, resources, or services.

Trust Entity

Certain IoT applications can require a higher level of privacy, while achieving the same
trust. In this case, the solution is to use a trust entity. This trustworthy system
binds various pseudonyms of entities to root IDs. Each time an interaction has to be
verified, a new unique trust value is generated. Unfortunately, this system has two
main disadvantages and it is therefore not recommended by [58]:

• System bottleneck - a large number of end devices in most of the applications,
and frequent trust validations would have too high demands on the verification
system.

• A single point of failure - a single verification system could be targeted by
DoS attacks, or even worst, compromised by an attacker. If this would happen,
the attacker could reveal identity of all the entities, or freely manipulate with
their identities (for example replacing fake ones with legitimate ones).

Note about SDN: the two mentioned disadvantages are valid ones, but they pose
the same type of problem as is already present in every SDN deployment. An SDN
controller is already a single point of failure and can potentially become a system
bottleneck as well. Therefore by solving these problems in an SDN application, it
can be solved for the trust verification system as well. The easiest approach is to use
a distributed architecture of SDN controllers. Multiple controllers would provide an
additional performance via load-balancing and the architecture would be more resilient
against attacks. On the other hand, especially synchronization between controllers
complicates the system design.

Data Communication and Privacy

Study [237] identified several potential weaknesses of data communications, which could
cause privacy violations:

• Wi-Fi hotspots - they often use insufficient encryption, or no encryption at
all (open systems), so the communication can be easily captured. The captured
traffic can reveal visited sites, traffic type, and even login credentials (especially
shared token keys). Tools for capturing this information are publicly available
even for smartphones, so an attacker does not need any sophisticated knowledge.
The protection is to use strong encryption (WPA2) and secured web protocols
(SSL/TLS).
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• Metadata - header information in network messages are typically not encrypted,
but they can reveal sensitive information. They contain information about who
communicates with whom, when, and for how long. There are techniques for
anonymous communication, but they require usage of a specialized software.

• Fingerprinting - much information used in communication remains static (MAC
address, used browser, OS’s parameters) and can therefore identify a user. Pro-
tection methods include frequent randomization of these parameters, but this
technique cannot be used in all cases.

• Mobile devices - mobile operating systems can be compromised by malicious
hardware and software. Every mobile device is composed from various hardware
modules, which can run their own software (OS / firmware). If this code contains
a vulnerability, a data leak may occur. An operating system of mobile devices
can be also vulnerable, especially if a malicious application is installed. The main
issue is the sensitive nature of this data, as current mobile devices contain a lot
of sensors (microphones, cameras, localization chips, motion sensors, magnetic
field sensors, wireless chips, etc.), which can all be misused.

Implementation of Privacy Protections

The paper [237] describes a process of developing and operating applications for SCs,
with privacy in mind. The process contains the following seven steps:

1. Privacy by design - it includes seven principles, which are unfortunately often
too general and vague, to be effectively implemented. They are: proactive pri-
vacy protection (instead of reactive actions only after a violation), privacy as a
default setting, privacy embedded into the design, full functionality with priva-
cy protection, privacy protection during the entire data life cycle, visibility and
transparency, and respect for users privacy.

2. Privacy requirements engineering - it is a process of applying privacy to
the application in a systematic way. There are several methods of this process
- the most famous ones being PriS [239] and LINDDUN 4. The process can be
achieved with the following eight principles:

(a) Data minimization - SC systems are typically collecting redundant and
unnecessary information. For example, most of the CCTVs footage is not
useful. Mechanisms for limiting collection of this data should be imple-
mented to lower a chance of unnecessary privacy leaks.

(b) Data anonymization - data stored in databases can often identify the
owner. Unless necessary, this identifying data should not be stored, or
anonymization techniques should be used.

(c) Differential privacy - is similar to data anonymization, but it adds a
random data into the database. This way, every query returns similar
results regardless if the queried data is in the database, or not.

(d) Encryption - it ensures data confidentiality via a shared-key, or public-
private keys. Alternatively, an identity-based encryption can be used. This
type allows encryption of a message by a publicly known string (name,
address, email) and therefore does not require a pre-generated public key.

4Available: https://linddun.org/
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(e) Homomorphic encryption - is a modern technique, which allows process-
ing of an encrypted data without a need to decrypt it first. This could be
applied in SC applications, where certain entities can process sensitive data,
but can still achieve privacy. The disadvantage of this type of encryption
is high computational requirements.

(f) Zero-knowledge proofs - this method is typically used for authentication,
where it allows user verification without a need to reveal any information
(password, or login). This technique can be applied in smart metering, SM
systems (tolls, parking), and automatic payments in public transports.

(g) Secret sharing - this technique allows share of information among several
users. Each user has a secret share and a certain number of shares is
needed to reconstruct the original message (some shares can be redundant
to prevent a potential data loss). This technique can be used in a SC for
data aggregation, or distributed data stores.

(h) Anonymous / pseudonymous digital credentials - these techniques
allow users to prove facts about themselves, without revealing their iden-
tities. This principle is also called unlinkability, but legitimate authorities
can de-anonymize users to ensure accountability. This can be used for com-
munication with SC cloud providers. Another use case is blind signature,
which allows an entity to sign a message without being able to read the con-
tent. This technique has a potential use in SM, where it can be confirmed,
that the message comes from the legitimate vehicle.

(i) Secure multi-party computation - this cryptographic technique utilizes
two or more entities, which simultaneously calculate a single public function
with different data. The technique provides confidentiality and unlinkabil-
ity, but does not reveal private data and does not need a trusted third
party entity. On the other hand, computation is still very demanding and
not feasible for most of the SC applications. It can, however, be used in
healthcare and similar applications, where privacy is really important and
the number of verifications is not too large.

(j) Private information retrieval - this technique allows querying of a data-
base without revealing the query. It therefore provides confidentiality,
unlinkability, and undetectability. The simplest implementation of this
method is to reply with the entire database. But this method has an obvi-
ous disadvantage in high demand on communication infrastructure and end
device processing.

3. Testing and verification - a correct implementation of privacy protection must
be tested and verified like every other software. Testing should aim at information
leaks and program inputs and outputs. Privacy properties of used protocols can
also be formally verified.

4. Transparency - users should be informed, what data is collected, where is it
stored, and for what purpose. These practices, together with an option to opt-out
from collection, increase the acceptance level of the technology. An example of
a bad transparency was the first version of Windows 10. The system telemetry
collected sensitive data and sent it to Microsoft’s servers without user consent.
After two years and many complaints, Microsoft had finally started to inform
users about collected data. The update (Creators Update) also gave the option
to better control, what data is collected and reported [240].
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5. Consent and control - gaining users’ consent in SC applications is substantially
different than in a traditional software. A SC does not include only software parts,
but it is interconnected with physical systems as well. It is therefore impossible
to transparently allow users to view, update, or delete data obtained from SC
systems like waste monitors, CCTVs, or motion detectors. Some systems, on
the other hand, can be set to be controlled from users’ devices. In this case,
users can decide, what data is collected, stored, and analysed, for example via a
smartphone application.

6. Auditing and accountability - any SC system needs external auditing to
prove, that the data privacy is functional and in place. Accounting is important
from both users and the SC application perspective. It allows tracking of used
SC services (public transport, tolls, energy), and also detecting potential data
breaches.

7. Privacy architectures - they allow merging of different protection methods in
an effective and functional way. They guarantee, that the used cryptographic
solutions and other technologies are fully functional.

5.3.3 Security Threats

SCs are vulnerable from the threats in the following list. These threats were collected
mainly from threats of classical IoT networks. They are ordered by the level to which
an SDN can mitigate them - this level is stated in brackets. The threats also include
brief descriptions of suggested implementation of non-SDN and SDN protections (where
applicable).

• Availability attacks - DoS (SDN fully) - DoS, as the most typical availability
attacks, is at the same time one of the most common attacks in today’s networks.
An attacker targets availability of certain applications, servers, devices, or the
communication network. The goal of the attack is to make a service unavailable
for legitimate users. The three main target areas within SCs are applications, end
devices, and the communication network. Applications running on a server can
be attacked by a massive amount of requests, which exhaust the server resources
and make the service unavailable. This process includes opening TCP sessions,
or uploading / downloading large files. End devices are often nodes with a very
limited hardware performance (they are optimized for low-power consumption
and long-life operation). To overload these devices is therefore very easy, even
with common tools like ping. Both of these types of attacks can be accelerated
by use of zombie devices, which are (originally legitimate) devices under control
of the attacker. The communication network can be attacked by generating
an extreme amount of data traffic. This traffic can overwhelm data links, or net-
working devices. Use of zombie devices can also scale the attack. The physical
layer of communication networks can also be targeted, especially if the network
uses a wireless technology, which is accessible by anyone located within the net-
work’s range. This type of attack can be performed by a jamming device, or by
sending deauthentication packets.

Availability of certain components of SCs might be critical. Examples are SG net-
works. Businesses, hospitals, offices, electric transportation vehicles, and people
rely on stable and non-stop electricity distribution. Data networks, which con-
trol the SG, must therefore ensure the grid’s continuous availability and optimal
functionality. This is achieved by compliance with latency requirements, reserved
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bandwidth use, and utilization of redundant equipment and links. Performance
parameters can be achieved by implementation of QoS, but correct behaviour
during a network failure requires an intelligent control system composed from
a routing protocol, loop protection mechanism, and ideally a link aggregation
technique.

Protection against this type of attack is extremely difficult, especially if the
physical layer is targeted. If a higher layer is targeted, dynamic ACLs (which
can be implemented in SDN) can be used to mitigate the attack. SDN have
advantage in a centralized view on the entire network. Redundant links can
therefore be used efficiently and a switch-over process during the attack can
happen quickly.

• Broadcast tampering (SDN fully) - an attacker can misuse broadcast mes-
sages to transmit false data. Unlike in other attacks, the attacker does not have
to know a target’s IP address, as he can use any broadcast address. Such an
attack can result in an easy DoS, active network scanning, or distribution of
malware.

This attack can be typically prevented with authentication and use of digital
certificates with active revocation of expired ones. A protection SDN mechanism
can disable broadcast messages globally, or it can implement a specific forwarding
of these messages.

• Brute force (SDN fully) - an attacker tries to illegally access a certain service,
application, or device, by ”randomly” trying login combinations. This typically
includes a combination of username and password. In the simplest form, this
attack tries all possible combinations, but this is a highly ineffective method. To
guess a password combined from letters, numbers, and special characters can be
infeasible within a reasonable time frame (providing that the password length is
sufficient). To guess even the most common insecure passwords (owner’s name,
surname, or typical words like ”admin”, ”user”, ”root”, etc.) takes a significant
number of tries. Detection of such an attack is therefore relatively easy, as the
high amount of data traffic will be evident. Several techniques exist to make
the attack more effective. The most common one is the dictionary attack, which
uses a database of common passwords, words, numbers, and their combinations.
These sequences are then used instead of trying random characters. To guess
a typical password is then much more effective and attack might be harder to
detect and stop.

The attack is analogous to DoS - a large amount of requests is generated. The
protection methods are therefore similar.

• Cross-platform attacks (SDN fully) - a heterogeneous architecture of SCs
integrates many different IT platforms. Typically, there can be mobile appli-
cations, social networks, information portals, storage services, databases, video
portals, etc. Vulnerability of a single system can lead to attacks on other parts
of the SC.

The traditional protection method is to use VLANs. SDN can lower impacts of
attacks by providing a virtual separation of traffic between different applications.
In this case, communication of a single platform cannot influence other traffic
flows.

• Experimental features (SDN fully) - SC is still a relatively new technolo-
gy and it is therefore perceived as an opportunity for innovative research. New
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technologies can be therefore implemented into a SC network for research pur-
poses. This is a tempting concept, but experimental integration of untested (or
not properly tested) technologies into a real-world network can compromise the
security.

SDN can provide virtual separation of the SC main network from the experimen-
tal ones. This technique creates a safe environment for testing of new features.

• Malware (SDN fully) - an attacker can insert a malicious code into a message.
This code can damage the target device, steal information, or install a backdoor
access.

Detection of this attack is difficult, because an inspection on the application layer
is required. For this reason, the most common protection mechanisms are located
on end devices, where they acts as last resort protections. This includes antivirus
programs, updated applications and operating system, and also installation of
software only from trusted sources and with a signed code. A malicious code can
be also detected during the message transmission, but this detection requires a
specialized hardware or software. The most common tools are HW-based IPS and
IDS, but these devices are costly, they increase the network’s complexity, and can
limit the performance (IPS only). An SDN controller can also perform a packet
inspection, but only in software and if the data payload is not encrypted. The
disadvantage of this solution is low performance, because the SDN controller
has no hardware acceleration as dedicated, specialized boxes. Moreover, the
controller’s code is not optimized for such a task.

• Routing attacks (SDN fully) - routing protocols are critical parts of a net-
work, as they are responsible for correct traffic delivery. These protocols can
be targeted by attackers, most commonly by falsification attacks. These attacks
use a malicious router, which advertises faked information. This can include
false route modifications and corrupted, out-of-order, or delayed messages [241].
These attack types can alter the forwarding of messages according to the at-
tacker’s will. A consecutive and potentially more destructive attacks can then
be launched. Especially vulnerable types of networks are WSNs, where sinkhole
attacks, or selective forwarding attacks are often used. The second type of rout-
ing attack is overload attack, which combines routing and DoS attacks. In this
case, a router is overloaded by exchange of an extremely large amount of rout-
ing information, which can cause router’s memory overflow, making the device
inoperative.

Traditional routing protocols are well-known and their code is most often freely
available. Any potential vulnerability can therefore be easily found and exploited.
SDN, on the other hand, can be used to mitigate these attacks by implementing
its own routing mechanisms. An SDN controller has overview of the complete
network and can therefore control the routing process. This implementation can
be custom made and therefore very difficult to attack. An attacker would have to
analyse the routing mechanism first, and then modify the attack specifically for
this particular solution. This does not apply for routing mechanisms implemented
in open-source controllers, as their code is also freely accessible.

• Eavesdropping (SDN partially) - an attacker captures messages, which are
sent unencrypted. The attacker can therefore read all their content. This type of
attack is passive - captured messages are not modified, but only read. Therefore,
detection of this attack is impossible. It is also not possible to prevent capturing
of transmitted messages across the whole network.
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The only mitigation technique is encryption. But it does not prevent against
capture of the message, it only makes the content unreadable for the attacker. A
partial protection method can be implemented in an SDN controller. The chance
of the attack can be decreased (it will not eliminate the attack completely), if
traffic of the flow will be forwarded straight via the controller, instead of going
via the normal network. This will however significantly increase the controller’s
load, so it is not always possible.

• GPS spoofing (SDN partially) - manipulation with GPS data can fake loca-
tion of certain entities as well as tamper with timestamps, which are both critical
data for SC operations. Spoofing location of vehicles can cause not only financial
losses and property damage, but most importantly people injuries, or even life
losses. Similarly, manipulation with timestamps can have various consequences.

One of the prevention mechanisms is an implementation of PTP. This protocol
ensures, that the time on all network devices is current and precise. SDN can be
utilized to lower a chance of the attack by caching messages and comparing their
values. An obvious values difference between subsequent messages can indicate
the attack.

• MitM attacks (SDN partially) - an attacker intercepts communication be-
tween two devices anywhere in the path. He / she can then read, modify, and
resend (or any combination) all captured messages. The main danger of this at-
tack is the fact, that it can stay undetected for a long time. If the attacker only
resends messages, nothing suspicious would be detected on the communicating
devices.

The best protection against this attack is traffic encryption via a strong cryp-
tography. In this case, even if an attacker capture the message, he is unable to
read its content. The only readable information will be the message’s headers.
These fields are not encrypted, because networking devices need to use them for
message forwarding, loop protection, QoS, etc. By modification of these fields,
the attacker can still cause some damage. He can for example fake the message’s
source, change the destination, or cause the message discard via an expired TTL
(Time To Live) value. Similarly to eavesdropping, an SDN controller can for-
ward packets directly from the first forwarding device, to the last. This would
again decrease a chance of MitM attack, but would not eliminate the possibility
completely.

• Node attacks (SDN partially) - the attacks targeting nodes can have many
forms. One of them is to compromise a node, while staying undistinguishable
from legitimate nodes. In this way, an attacker can simply collect data, gain
access into more secure parts of the network, or perform malicious actions. The
compromised device might be very hard to detect, if an attacker does not use an
aggressive action. Another problem is, that most of the SC sensors of the same
type, come from a single vendor. Therefore, if a vulnerability is found, it is very
easy to exploit this vulnerability on all the affected devices, potentially damaging
large areas of the SC. Nodes are physically distributed across vast physical areas
and are therefore extremely vulnerable to physical attacks. Events like floods,
fires, or earthquakes, can be relatively easily faked by physical manipulation with
a sensor. Impacts of such an attack can be very serious, if an automated action
(for example evacuation) is triggered.

Most of the nodes are unable to run a sophisticated encryption due to their
limited performance - both in CPU capabilities and size of RAM. They also run
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a limited operating system with support of only the necessary protocols. Normal
encryption solutions must be therefore modified in order to be supported. This
is also the reason, why these protection mechanisms are often not used at all.
Even more powerful nodes like SH devices often have critical security flaws, as
verified by [242]. This includes NAS, where a configuration file with administrator
password can be accessed remotely. After accessing the NAS via an administrator
account, any malware, or a trojan horse can be uploaded into the system. Other
vulnerable devices are home routers, which can have a ”secret” function to allow
the ISP remote access. Some of the devices also use primitive root passwords like
”1”. Even modern smart TVs have serious vulnerabilities in ability to execute a
JavaScript code. Once a SH device is compromised, the entire HAN is vulnerable.

Lastly, most of the nodes are integrated into the network and then never updated.
These devices are therefore vulnerable to all types of found attacks. Unfortunate-
ly, even large systems are often left without updates. An example is state-of-the-
art smart building Burj Khalifa, which is still controlled by Windows XP [234].
Even when updates are issued, they are often not easy to implement. Examples
are smart devices in SHs, where users must manually download an update file
and load it into the device via a web interface. This process is, for most typical
users, very tedious and therefore not widely used. A fast and efficient way of
updates must be implemented in SCs to enable up-to-date protection against
modern threats.

To protect the network, trust management techniques can be used. These tech-
niques include use of certificates and digital signatures. To protect end devices
against local attacks, software protections like antiviruses and updates should be
used. If an attack to a node comes from the network (remote attack), it can be
stopped by an ACL, or firewall, which can be implemented in an SDN controller.
The best approach is not to allow any remote traffic to access the end devices.
Only when an end device accesses a remote service, returning traffic is allowed.
In this approach, an attacker would be unable to access the device. If this is
not possible, each new flow to a device should go via an inspection on the SDN
controller. Protection against a direct physical attack cannot be ensured by SDN.

• Personnel issues (SDN partially) - there are many different risks, that can
come from the personnel department - purposeful attacks (theft, unauthorized
action), laziness (use of a default password, turned off protection tools, leaving a
device unlocked), or simply an accident (an infected removable device, mistake).

All of these events cannot be mitigated, but a strong security policy and end
nodes protection applications can help to lower the chance of a security incident.
The personnel issues happen on the access layer and SDN can therefore not be
used for this protection. On the other hand, SDN can lower damage impacts
from these issues. It can help to stop DoS attacks and spread of an infection by
detecting and blocking suspicious traffic. It can also verify, if a secure connection
(VPN, Radius), or an approved login procedure was used. If not, it will block
such a communication.

• Replay attacks (SDN partially) - valid data is captured by an attacker using
the same method as in MitM, or eavesdropping attacks. Captured data is then
sent to the server, in order to gain access to the system.

Prevention can be achieved by implementation of session identifiers for every mes-
sage [243], or by keeping a cache with previously received messages. Additionally,
PTP can be used and messages can include encrypted timestamps, which would
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indicate a validity period. If a strong encryption, or a reliable CRC is used, the
timestamp cannot be forged and verification on the receiving side would reveal
a potential replay attack. The protection via a message caching can be also im-
plemented in an SDN controller, but that would require software processing of
each packet within a single flow. This could result in high controller load and a
higher network latency. Also, in a case of high network / controller utilization,
this protection technique may be unusable, as it would detect a large number of
false positive events.

• Specific communication links (SDN partially) - some connection methods
of SCs can be done via various technologies with specific limitations. Examples
are low bandwidth, high latency links, and links with a limited MTU. Some
connections are also composed from multiple links, where each link can have
different specifications. On these links, some specific security technologies cannot
be used. This may include VPNs, which need to add additional data into frame
headers. Omitting these technologies can compromise the network security.

SDN can partially solve the problem by using its own security solutions (like
virtual separation, virtual tunnelling, etc.), while utilizing only fields in standard
L2 - L4 headers.

• Access layer network attacks - most of the SC nodes are connected to the
network via wireless, or PLC networks. These networks are convenient, but can
be easily accessed or jammed. The level of security of these networks is therefore
significantly lower, than in classical networks. The problem is also a lack of
clear physical boundaries of these networks as the signal can propagate for large
distances.

A complete protection is impossible, but network monitoring can limit an attack
scope. SDN cannot be used for the monitoring of these specific non-IP networks.

• Collisions - collisions during data transmissions occur mostly in wireless net-
works (Wi-Fi, RFID). Although, they can be caused by an attacker (then it is the
DoS jamming attack), most often they just happen randomly. Wireless networks
have built-in mechanisms (CSMA/CA in IEEE 802.11) to cope with collisions
[197].

The default collision protection mechanisms are designed to deal with a typical
amount of collisions, which can happen during a normal network operation. In
case of a purposeful attack, the amount of collisions would be much higher. In this
case, additional anti-collision techniques can be used, but SDN cannot prevent
this attack.

• Data modification - if an unencrypted message is captured by an attacker,
the message’s content can be modified. This integrity violation can result in
unexpected consequences.

A typical protection method is a message encryption via PKI. SDN cannot deliver
an efficient protection against this type of threat.

• Masquerade and sybil attacks - an attacker pretends to be someone else by
faking an identification certificate, or by using an expired one.

PKI and a proper revocation mechanism, together with cryptography can be used
as prevention. Implementation of these techniques within an SDN application is
not feasible.
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• Timing attacks - are similar to GPS spoofing attacks, but in this case, time-
critical, or safety applications are the target. These applications are delay sen-
sitive and to work correctly, they require a precise time information. Examples
are grid protection messages, which often have to react on an event within a few
milliseconds. Any delay, or an inappropriate time setting could result in a large
scale blackout and physical damage to the grid equipment.

Protection against this attack is to use timestamps in all the messages. Moreover,
these timestamps must be protected (by a CRC, or signed with an encryption
algorithm). Use of SDN for timestamp validation is ineffective, as it would re-
quire checking of all these messages in software. Moreover, this validation would
probably be performed multiple times, as the messages would travel across the
network.

5.4 Smart City Control Applications

This section describes issues and important considerations of software applications for
control of smart cities.

5.4.1 Requirements for General SC Applications

The following requirements apply for all SC applications (not only security-related
ones, or SDN-based ones). These requirements were collected from various sources and
the requirements in specific categories might therefore overlap with requirements from
other categories.

Functional Requirements

Functional requirements describe what the system should do, without explicitly stating,
how it should be done. According to [244], the functional requirements for a general
application in a SC are (ordered from the most important to the least important):

• Interoperability - different applications often use the same data, which can
be distributed amongst multiple service providers. Data sharing with reason-
able performance must be achieved. This requires use of a generic application
architecture.

• Usability - high diversity of services used in SCs requires a unified UI for con-
venient control. This includes applications for citizens, and control and manage-
ment applications for SC operators. All of these applications should be simple
to use.

• Authentication and authorization - these basic security mechanisms must
be implemented in all SC applications (for operators and users).

• Availability - all provided services should be available at all times. This can be
a challenging task, especially when multiple isolated services are used.

• Recoverability - to ensure an overall reliability, the system must be able to
efficiently recover from any failures. A specified time frame for this recovery
should be defined.
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• Maintainability - the amount of various services and nodes in SCs is very high
and new functions are being dynamically added. An option to integrate new
services and devices is therefore important. The architecture must be able to
integrate even services, which were not existing during the original design of the
application.

• Open-source software - it is important to reduce the cost for the solution as
much as possible. Most of the SC applications (up to 83%) are not oriented to
generate an income [244], so the cost should be kept low.

• Confidentiality - according to [244], only 22% of analysed applications in SCs
use encryption, which provides confidentiality. This encryption might therefore
be only an optional feature and it should not be required.

• Performance is according to [244] not a predominant concern in current SC
scenarios. The main argument is, that nowadays, only 22% of current applications
require high performance and reliability (and these are mainly safety and health
related applications).

Non-functional Requirements

Non-functional requirements define features which the system should have, and spec-
ifications of how to achieve them. IoT-A [58] defines the following non-functional
requirements for every IoT application, which are also applicable to SC scenarios:

• Availability and resilience - these requirements are the most critical in SC
environments. The system must be able to stay fully, or partly operational
even during diverse failures. A fault-tolerant and redundant hardware must be
therefore used with high availability and load-balancing techniques. The software
must be designed for failures and must support logging, transactional consistency,
backup, and recovery.

• Evolution and interoperability - IoT and SCs are dynamic fields with rapidly
evolving parameters. It is therefore important to implement software, which can
be integrated with future extensions and can interact with new functions. The
software should use extensible and standardized APIs, apply design techniques
supporting changes (design patterns), and preserve usage of the same develop-
ment environments.

• Performance and scalability - performance requirements of current SCs are
nowadays often unclear due to heterogeneity of devices [58]. It is however ex-
pected, that these requirements will be more demanding in the future, with the
increasing amount of devices and traffic. The system must therefore support fu-
ture expansions of the infrastructure. Performance requirements can be achieved
by QoS, distributed processing, partitioning, asynchronous processing, design
choices, and by minimizing use of shared resources.

• Privacy - it includes collection of personal identifying information. To minimize
the risk of misuse, the collection should be kept to minimum and if possible, data
should be stored only locally. To protect the collected data, pseudonymization
can be used and identifying data should not be transmitted over unsecured links
(especially wireless and power lines). Data should not be accessible without an
authorization. Privacy requirements are described in more details in the section
5.4.1.
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• Security - includes confidentiality, integrity, security policies, and ability to de-
tect and recover from failures. It is also the basic building block for achieving
trust and privacy. Security is one of the most complicated requirements, as it
spans all areas of the system and requires implementation of various technolo-
gies. Some of these technologies include: definition of threat models and access
policies, infrastructure hardening, devices authentication, secure communication,
and implementation of authorization. Moreover, some less-secured technologies
such as wireless communication, PLC, or OTA updates should be used only if
necessary. Specific security requirements and issues connected with them, will
be described in a separate section.

• Trust - is especially important in M2M communications, where every participat-
ing subject must be verified. It is an especially problematic requirement for low
performance end devices, where a trade-off between performance and security
must be considered. Trust can be achieved by implementation of physical securi-
ty, accountability, tampering detection, and verification of the system integrity.

Performance Requirements

As already discussed above, some researchers claim, that the performance requirements
might not be a concern. Nevertheless, in real world scenarios, they should be considered.

In general, the most important performance parameters are latency, bandwidth,
and link quality. These requirements rise with an increasing number of devices and
supported services. Modern networks offer better performance and lower latencies (as
described in section 2.3.3, this is expected to become even better in 5G networks), but
there is always a certain latency to process a message in a centralized data centre. This
is caused by physical constraints - the data centre can be located many (hundreds) km
from an originating node. Messages, which need a faster response must be processed
closer to the originating node - concept of FC described in section 3.4. An example
use can be in SM messages (communication between a car and RSUs). If a car has a
collision, all the surrounding cars must be warned and nearby traffic lights and street
signs can be adjusted as well. These messages must be processed as fast as possible.
They typically do not require a complicated processing, so a fog server does not need
to have a very high computational performance (when compared to a full cloud server).

Expected bandwidth requirements in future SCs were given by [66]. The paper
expects, that in 2020 a majority of the traffic will be consumed by broadband access
for SC citizens (200 - 2500 devices, 875 Gbps / km2), offices in SBs (75 000 devices,
17 Gbps / km2), and by special events like music concerts, sport events, etc. (30 000
devices, 2.25 Gbps / event). This amount of traffic includes all SC applications, except
low-power sensors. The amount of traffic from low-power sensors will be negligible
when compared to the broadband access and the only concern will be therefore a very
large number of these sensors (up to 200 000 / km2).

Unfortunately, implementation of techniques like QoS, for ensuring minimal latency
and guaranteed delivery for critical traffic, might be problematic. This is caused by the
fact, that major parts of SCs use wireless networks, which might become congested,
or can suffer from interferences. In such cases, low latency and sufficient bandwidth
cannot be guaranteed. The probability of occurrence of these conditions increases if
there are multiple wireless hops on the communication route.
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Privacy Requirements

Privacy can be defined as contextual integrity - only relevant data is collected and it
stays within the related domain [245]. Privacy is closely connected with security -
without proper security, privacy cannot be achieved. This rule is particularly apparent
in networking protocols, as [237] confirms: ”the security protocols are building blocks
for privacy protection”.

Privacy is an especially important issue in SC scenarios as a large amount of sensi-
tive data is collected. Moreover, users are often not able to reject automatic collection
of sensitive data, if they are part of the city. Technologies like CCTVs, digital pay-
ments, or mobile cellular localization are practically impossible to avoid. To further
complicate the issue, some studies ([244]), do not consider privacy (nor security) to be
a major issue. This is however in contradiction with most of the current work [237],
which emphasizes the importance of privacy.

The basic privacy protection principles are: minimize, hide, separate, and aggregate.
One of the proposed approaches to achieve these goals was described in [246], where
authors discussed the following eight principles. These principles correspond to the
recommendations of ISO/IEC 29100:2011 Privacy Framework [247]:

• Minimize - the first principle states, that the amount of collected privacy data
should stay as low as possible. There can be two approaches for selecting da-
ta, which should be collected - simple collect / do not collect; or to specify the
maximum amount of collected information about a single entity. The implemen-
tation of this principle uses selection of collected data, anonymization, and use
of pseudonyms.

• Hide - any personal information should not be plainly visible. The decision
about who can see the data depends on the application. Implementation of this
principle uses data encryption and encryption of communication links, to achieve
unlinkability and unobservability.

• Separate - privacy can be improved by separating data amongst several phys-
ical locations. The complete information about a single entity cannot then be
determined without distributed processing. Implementation of this principle sep-
arates the data into several databases. These databases should not be connected
(unless it is really necessary) and whenever possible, local processing should be
preferred over cloud processing.

• Aggregate - data should be processed with the least possible detail, but while
it is still useful. Processing only aggregated data (for example over a group of
users, time, or locations) protects sensitive information about a single user. This
principle can be implemented by data fusion methods described in [248].

• Inform - users of a system must be informed, what information is stored and how
is it processed. This includes information about data protection, and potential
access of a third party.

• Control - a user should have an option to view, update, and also delete collected
personal information. This is often covered by various legislations.

• Enforce - a privacy policy must be compatible with legal requirements and must
be enforced during the system operation. Implementation includes definition of
a privacy policy document and use of systems for user control (access control
systems and privacy rights management systems).
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• Demonstrate - this principle follows up the enforce principle, but it requires
an option to verify, if the privacy policy corresponds to legal requirements. It
also includes an ability to immediately detect a privacy breach and to determine
the seriousness of this breach. Implementation of this principle includes privacy
management systems, logging, and auditing.

Quality Requirements

The standard ISO/IEC 25010 [249], recommended and analysed by [244], defines quality
characteristics for a software product. These requirements improve quality of any
software and they are particularly appropriate for any SC application:

• Compatibility - the product can share resources and common environments
with other products without negatively impacting them. It also specifies, how
well the product can exchange information.

• Functional suitability - the product covers all specified tasks and user objec-
tives with correct results and required degree of precision.

• Maintainability - contains architectural recommendations for building an ex-
tensible software. It includes modularity (modification of a single component
does not influence other components), reusability (components can be shared
with other systems and applications), modifiability (easy change of the product’s
components, without lowering quality - for example by SW flaws and bugs),
testability (effectiveness of providing tests to verify the product’s criteria), and
analyzability (ability to diagnose the product for flaws, bugs, failures, etc). This
also allows identification of components, which need to be changed.

• Performance efficiency - specifies a degree, to which various performance pa-
rameters meet defined requirements. These parameters include processing times,
throughput rates, capacity, and utilized resources.

• Portability - defines, how easy it is to modify the product to support new
hardware or software, or to deploy it in a different usage scenario. It also covers
deployment difficulty (installation and uninstallation).

• Reliability - how reliable the product is under normal conditions, and how it
behaves, when there is a fault. It also includes availability and recoverability (if
the product can restore saved data, and return to the desired state).

• Security - includes confidentiality (data available only to authorized users),
integrity (no unauthorized access or data modification), non-repudiation (per-
formed actions cannot be latter revoked), accountability (every action of an entity
can be traced), and authenticity (identity of each entity can be proven).

• Usability - specifies, how easy it is to use the product, including protection
against users’ errors, usability of the UI, and access features for people with
special needs. It also includes help functions of the product (which should provide
guidance, how to operate the program), and description, from which users can
determine, if the product meets their goals.

Apart from the product quality features, the standard [249] also defines quality
characteristics for product usage. These include:

• Effectiveness - how easily can users accomplish the specified goals by using the
product.
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• Efficiency - how much resources are needed to accomplish the specified goals.

• Satisfaction - includes usefulness (satisfaction of users with achieving their goals
by using the product), trust (confidence, that the product will continue to be-
have as intended), pleasure (ease of using the product), and comfort (degree of
satisfaction with the product).

• Freedom from risks - how the product mitigates potential risks in the following
areas: economic, safety, and environmental.

• Context coverage - specifies, how well the system performs in all the previous
areas in the defined context (initial requirements are met) and beyond the context
(initial requirements are extended with additional ones, which were not expected
during the product’s design phase).

Security Requirements

Various security standards and architectures have different requirements on security.
The following list of requirements merges proposed requirements from the IEC 62351
standard [88] and the IoT-A architecture [58]. Only requirements applicable for a SC
deployment are listed.

• Authentication - is responsible for verification of users and node devices. Au-
thentication is successful, if a user (or a node device) provides valid credentials.
The simplest form of authentication uses the combination of username and pass-
word. This is the most common type for users authentication and can be applied
to control applications of a SC (management systems, portals with public infor-
mation, and building climate control systems). For node authentication, more
advanced forms of verification are typically used (PKI with pre-shared keys, dig-
ital certificates).

• Authorization - determines, if an entity requesting access to specific functions
of a SC is allowed (authorized) to perform these functions. This can include
access to the SC network and use of certain services and APIs. Authorization is
controlled by a system, which allows definition of security policies and provides
access control, based on these policies. Security policies can be added, updated,
or deleted by system operators.

• Availability - it ensures continuous access to information for legitimate users.
This includes prevention against DoS attacks. Protection mechanisms include:
incident and vulnerability reporting, during-attack copying, post-attack recov-
ery, rate limiting, access management, backup and recovery, network and man-
agement systems, ACLs, antivirus tools, IDSs, logging, and virtual network seg-
menting.

• Confidentiality - it prevents unauthorized access. Protection mechanisms in-
clude: encryption, certificate and key management, authentication for RBAC
(Role-Based Access Control), passwords, certificates, firewalls, ACLs, antivirus
tools, IDSs, and logging. A SC network can be organized into separated segments
for each type of a smart system. This separation helps to prevent unauthorized
access between different components of the SC.

• Integrity - it prevents unauthorized data modification and theft. Protection
mechanisms for integrity are the same as for confidentiality - data must be pro-
tected during the entire life cycle. This can be a complex process in SCs with
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large networks and multiple data centres. CRC and digital signatures are typi-
cally used for protection.

• Key exchange and management - this component can be used for secure
communication between two devices, especially if a password agreement was not
conducted a priori. The method can distribute keys in a secure way, and it
registers security capabilities of each device. A secure communication can then
be established. Similarly to the trust entity, this solution significantly increases
the complexity of the SC infrastructure.

• Non-repudiation / accountability - it prevents a denial of performed actions.
The system keeps logs of all performed activities for all nodes. Implementation of
this protection might be required by current laws. It protects SCs from attackers,
malicious operators, hacked sensors, etc. It requires credential establishment and
identity establishment systems.

• Trust and reputation - it collects and calculates users’ trust levels and repu-
tations. These score metrics give information about a node behaviour. Using the
metrics, a malicious node device can be detected. To support this feature, the
system must manage nodes IDs and timestamps. A trust entity (with an identity
management system) is typically required to implement these features.

5.4.2 Other Issues

This section describes non-security related issues of SCs. These issues can negatively
influence an SDN deployment, or implementation of any security improving application.
The issues have to be therefore considered when a new application is integrated into a
SC infrastructure.

• Data acquisition - there are several different models for data acquisition in
SCs. Most often, nodes in a SC run only on battery power and they are pro-
grammed to transmit data only in certain time intervals. Some of the networks
(LoRa) even have legal requirements, which specify, how often a node can send
a message. It is important to consider these requirements and also the fact, that
the communication in this case is almost exclusively one-way only. Other models
of data acquisition use more traditional publish-subscribe, or push methods.

Another consideration in data acquisition is noisy data. A large part of collected
data within a SC is not useful. This can include duplicated data, which is often
present in IoT networks like LoRa. In these networks, data transmitted from
a node is often received on multiple gateways and then forwarded via a wired
network to the application server, which discards the duplicates. Some data also
includes a location information. Based on an application use case, only data
from a bounded physical area might be useful. Similarly, some data includes
timestamps. It might be necessary to process only the message with the most
recent timestamp, as the older ones might be outdated. Another example is data
from social networks, which needs to be thoroughly categorized to provide only
useful information. The ability to effectively and quickly find useful data can be
critical in security scenarios. This data can be marked with a QoS for a priority
delivery.

• Demanding data processing - large quantities of produced data are caused
by the large scope of SCs. There is no unified data format, which would have to
be used, so every entity can use a different one. This makes the data processing
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demanding, because data conversion is required. Data in a common format
(one of the most typical is XML) then has to be cleaned, de-duplicated, and
aggregated, in order to provide useful information. All the processing requires
significant power resources and incurs a latency. [250]

• Dynamic scalability - a SC is an always changing network of nodes, devices,
users, and data. Events like sport shows, concerts, traffic jams, emergency situ-
ations, or even weather can result in large amounts of data generated in specific
locations. The SC network and servers must be able to adjust to these changes
and process the data as effectively as during normal operations. The SC’s key
traffic must not be influenced by these events. Advanced technologies (oppor-
tunistic routing, virtual separation, and QoS) might be used to support these
requirements.

• Heterogeneity - SCs contain a vast amount of different nodes and sensors, us-
ing various access protocols. To merge the various data and to integrate it into
a unified infrastructure is demanding. This integration includes data from sev-
eral opposite domains (cars, sensors, users’ data) and from different technologies
(wired, wireless, RF, Wi-Fi). Moreover, some of the data must be effectively
shared between different applications. For example, if a suspicious car within
a SC has to be monitored, data from traffic cameras, parking lot sensors, EV
charging stations, RSUs, and automatic payment gates can be combined to track
the car. An effective coordination from a control centre is therefore required.

• Mobility of nodes - some of the nodes in SCs can be highly mobile and they
can require a continuous connectivity. This includes seamless transitions between
different connectivity options, which might require dynamic routing protocols.

• Reliability - some applications of SCs can be used for critical operations. An
example is patient monitoring in hospitals, healthcare centres, or elderly homes.
Lives of the patients can depend on the application’s reliability. This often re-
quires redundant equipment - including end devices (patient body monitoring
sensors) and networking infrastructure. The application itself must then be able
to cope with any device or link failures.

• Separate networks - some of the specific networks like SG substations can be
located in remote sites without Internet connectivity. Centralized policy man-
agement, remote access, OTA updates, or even deployment of SDN in these areas
is therefore not possible.

• Smart buildings advanced automation - this can include critical security
systems like door locks, motion detectors, security alarms, emergency systems,
HVAC, etc. Functionality of these systems must be ensured at all times. For
example in an emergency situation (fire), an alarm must sound, doors must be
automatically released, and HVAC system must take appropriate actions (limit
spreading of the fire). A failure of the system could have fatal consequences. This
automation also includes non-critical systems (lights, elevators), whose function-
ality is not critical and a failure does not typically pose a serious threat.
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6. The Blueprint

This section proposes the blueprint for deploying SDN applications into Smart Cities,
with the goal of improving security of these networks. Such an application will be
referred to as SSC-SDNA (Secure Smart City - Software Defined Networking Appli-
cation) in the following text. This application can focus on any area of security within
SCs and can use any SDN features, as long as it uses the OpenFlow standard.

6.1 Application Development Process

There are many approaches to application development. The most known are: Water-
fall Model, Prototyping, Agile SW Development, Rapid Application Development, Spiral
Model, Extreme Programming, and Rational Unified Process. More information about
these approaches can be found in1.

General SC applications can utilize any of the mentioned development process, but
in general, the process can be described in the following 6 phases:

1. Planning Phase

The goal of the first phase is to identify potentials of the project - its risks, costs and
goals (with the possibility of future extensions in mind). In an SSC-SDNA, another
important part is to identify all participating entities. This might include users, res-
idents, employees, operators, but also various sensor devices, vehicles, etc. All these
findings should be properly summarized in the project plan. The plan should estimate
the project’s chance of success, failure, time schedule, and required resources.

2. Analysis Phase

The main goal of the second phase is to gather requirements for the application. They
specify, what will the application do, what are its inputs and outputs, and how will
it operate. This phase normally includes iterative interviews with customers. This
is more complicated in the SC area, with a large number of automated entities. In
this case, the requirements must be gathered by other means as well. This includes
surveys, analyses, and use cases describing the system operations. A comprehensive
list of possible requirements for SSC-SDNAs is described in section 6.2.

3. Design Phase

The third phase specifies methods of achieving goals from the analysis phase. The main
tool for the design specification is the system’s model composed from various charts.
Typically, these charts include: class diagrams, use case diagrams, and flowcharts. Some
of the charts can have an integrated pseudo code and they can be used to generate bare
structures of the final code. A part of the design phase also includes specification of
the UI layout.

In an SSC-SDNA, this phase additionally includes:

1. Choice of a controller - use of standardized APIs ensures flexibility in terms
of used controller, but nevertheless the choice of a controller is one of the most
important decisions for all SDN applications. The selection process must con-
sider the application requirements, goals, and features. Some of the controllers

1Available: https://goo.gl/VFQNNK
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are specifically designed to cover particular areas like security, reliability, perfor-
mance, high availability or, on the contrary, simplicity and fast deployment.

2. Choice of the controller’s architecture - after the controller is selected, a
deployment architecture must be chosen. There are two options: centralized and
distributed (they were introduced in Control Plane section 2.1.4). The first one
uses only a single controller, while the second one uses multiple controllers.

The centralized architecture is simpler and faster to deploy, does not require
additional hardware, and the application functionality can be much more simple
as it does not have to deal with complex issues.

The distributed architecture utilizes multiple controllers and therefore offers high-
er availability, reliability, and performance (via load-balancing). The cost for
these features is a more complicated deployment, setting, and operation. The
biggest problems are however with synchronization between controllers and with
efficient load-balancing. It is also important to note, that not all controllers sup-
port this architecture. Currently, the only two open-source controllers, which
support it are ONOS and OpenDaylight.

3. Choice of APIs - specific southbound and northbound protocols must be chosen
for the application development.

Typically, OpenFlow will be used as the southbound protocol, as it is the most
widely used protocol and has the biggest potential for SDN applications. The
important consideration is the OpenFlow version. Needed features should be
compared to the OpenFlow switch specification [24] and the lowest version sup-
porting all the required features can be selected. This version must be supported
on the controller and on all forwarding devices. Different versions between the
controller and forwarding devices are typically not compatible. On the other
hand, on most of the devices and controllers, different versions can be config-
ured. It is also necessary to verify, that the version used in the controller and
devices supports all the features, as the optional features might sometimes not
be implemented.

The northbound protocol is nowadays mostly represented by the REST. This
interface is open, is suitable for distributed and dynamic resources, is multiplat-
form, is compatible with legacy services, and has adequate performance [251].
The choice of a northbound protocol is especially important, if additional appli-
cations like OpenStack are expected to be integrated into the system.

4. Choice of the application mode - the software containing the main function-
ality can be either deployed as an application (which uses a northbound API
for communication with the controller), or as an internal module of a controller.
In the first case, the application can potentially be migrated to a different con-
troller. This flexibility, on the other hand, is redeemed with a little bit slower
performance.

A module is developed ”within” the controller’s architecture and uses the same
language. The module uses the controller’s internal communication methods
for exchange of information with shared controller’s functionalities. The main
advantage is better performance. On the other hand, the code cannot be simply
migrated into a different type of controller and there is a higher chance of software
flaws influencing the controller’s stability. This can occur if the application is not
written properly.
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5. Security threats protections - the application should be protected from threats
described in section 5.3.3. Based on the use case scenario, not all of the protec-
tions have to be implemented. Detailed design steps to protect the application
are described in section 6.4.

4. Implementation Phase

This is typically the most time demanding phase as it includes programming of the
application. The code should be written according to the guidelines from the design
phase. The code development should progress in iterations to dynamically react to
continuous consultations with system users.

Integral parts of this phase are two types of documentations - internal and external.
The internal documentation should describe functions of the code and system inter-
faces. The main purpose of this type is to allow efficient modification of the code (if
mistakes are found) and future expansions of the application. The external documen-
tation is written for system users and describes the system’s functions, behaviour, and
tips on effective use.

The testing code of an SSC-SDNA can be deployed in an emulated environment
to speed up the implementation. This typically includes a network in the Mininet
emulator.

5. Testing and Integration Phase

In this phase, the complete product is deployed to the real infrastructure and its func-
tionality is tested by both the system’s users and system’s developers. Any found flaws
and bugs have to be corrected before the full system operation. The system’s opera-
tors should also receive training on how to use the product correctly. This should be
supported by created documentations. Other users of the system can utilize created
guides (for example in a form of a webpage).

In an SSC-SDNA, most of the testing can be performed in the previous step in
an emulated network. The real deployment into an existing network may negatively
affect the functionality (unless the system uses a completely separate network). For
this reason, the deployment should be performed only when the application is properly
tested. Another approach might be to use the hybrid SDN, which allows preserving
functionalities of the existing infrastructure and testing the new system at the same
time.

The deployment phase includes the controller(s) integration. This is composed from
the following steps:

1. OS preparation - a physical / virtual server has to be prepared to run the con-
troller. Every controller has specific requirements, which have to be fulfilled. The
chosen OS should be updated and optimized for running the controller (updated
SW, closed unused ports, secured, implemented authentication and authorization
mechanisms, etc.).

2. Installation of the controller - the selected controller should be installed
according to manufacturer’s recommendations. Any required tools and packages
have to be installed as well.

3. Settings of the controller - the controller should be launched with optimized
settings for the application. This might include running of only necessary mod-
ules, use of specific ports, and activation of appropriate protocols. Access to
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the controller should be restricted to only authorized devices and via a strong
security policy.

4. Integration of the application - the application should be installed and in-
tegrated with the controller according to guidelines from the design phase. The
integration might require setting up non-typical communication ports or net-
working protocols.

The final step is to integrate networking devices with the application. This includes:

1. Configuration of OpenFlow - a proper version, port number, destination IP
address, and other parameters must be configured on networking devices in order
to successfully establish a connection with the controller. An encryption of the
OpenFlow channel should be set up as well.

2. Configuration of SSH - SSH should be used as the only secure way for remote
access to the networking device. Secured remote connection can significantly
speed up any future configuration, troubleshooting, or modification, as a local
physical visit will not be necessary.

3. Configuration of a failover mode (optional) - a networking device can be
configured for legacy forwarding, if connectivity with the controller will be lost
at any point in the future. The fail-standalone mode can provide basic con-
nectivity even during such a failure. Alternatively, similar functionality can be
achieved with the fail-secure mode. This mode however requires specification of
appropriate OpenFlow rules in advance.

6. Maintenance Phase

The maintenance phase begins after the deployment of the finalized application. In this
final stage, the product is monitored for any potential flaws, which could be corrected.
The system performance is evaluated and parts of the system can be continuously
updated as the system ages. In an SSC-SDNA, this phase might include updates of the
controller’s code, update to a new version of an API (OpenFlow), or implementation
of new functionalities.

6.1.1 Security Life Cycle

Aside from the development process steps, there is also a security life cycle, which
ensures security best practices. The security life cycle is a five-phase iterative process -
it represents a never ending circle. Once the last phase is finished, the security process
has to start all over again. The process itself should be executed in parallel with the
previously defined development process. However, the initial phases must be conducted
during the project’s planning and analysis phases. Only if the security is considered
from the beginning, it can be effectively and systematically implemented in all layers
of the system’s architecture. Any later security modifications of the system are costly
and time consuming. Moreover, they can introduce potential bugs into the software
and can provide unauthorized access to the system.

The security phases are [88]:

1. Assessment - every asset in a company needs to be classified based on its secu-
rity requirements, attack probability, potential risks, and cost connected with a
successful attack. Security assessment needs to be conducted periodically and it
is therefore the first step in each iteration of the security process.

116



2. Policy - based on recommendations from the assessment phase, a plan with
security policies is defined. It includes policies for management, implementation,
and deployment of security within the domain. If the security assessment is
changed, the security policies must be accordingly modified.

3. Deployment - this phase includes purchase, implementation, installation, and
configuration of products and services chosen in the policy phase. This phase
also includes implementation of management procedures for auditing, logging,
and intrusion detection.

4. Training - it includes continuous education of employees about security threats,
security technologies, corporate security policies, and legal requirements. Users
need to be aware about modern threats and protections, while system adminis-
trators can learn about new security concepts. These updates can then help to
improve the security process in the next iteration.

5. Monitoring - constant monitoring can detect attacks, security breaches, and
even evaluate performance of the security infrastructure. Only if detected in
time, these issues can be mitigated, or resolved as quickly as possible. Monitoring
also includes auditing, which is typically done after an incident. It verifies, if new
protection methods are sufficient. If a flaw is detected, the security process must
be started over and improved in the next iteration.

6.2 SSC-SDNA Requirements

This section describes the applicable requirements, which are important for SSC-SDNAs.
Data is based on requirements described in section 5.4.1 and from analysis performed
in chapter 5. This data was further analysed for applicability in SDN applications. If
necessary, original requirements were merged or separated, and classified into the most
appropriate sections.

The following requirements represent an extensive list of the most common and
interesting features for general SSC-SDNAs. However, their utilization have to be con-
sidered with regards to target application needs. Every application has different goals
and not all of the requirements from the following list have to be therefore implemented.
Also, a level of importance for specific requirements will vary based on the application
goals.

Non-functional Requirements

The following non-functional requirements specify, how the system should implement
the targeted behaviour.

• Interoperability - the application should use open and commonly used south-
bound and northbound SDN APIs (and potentially westbound and eastbound,
if they are used as well). The most common southbound protocol is OpenFlow.
For modern applications, version 1.3 or newer should be used. The typical north-
bound protocol is REST with JSON format for data exchange.

• Usability - UI of the application should be consistent, easy to use, and responsive
on various types of devices (PCs, laptops, smartphones, tablets).

• Maintainability - the application should be programmed modularly. This will
allow addition of new features via extra modules. These modules can use defined
APIs, or the controller’s internal interfaces.
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• Recoverability - the application should allow creation of backup files and usage
of them for potential recovery. The process can be either manual or automatic.
The backup should contain physical data and the system configuration.

Performance Requirements

The performance requirements should be specified as explicitly as possible. Although
used requirements will significantly vary based on the application goal, some general
specifics can be summarized. The typical performance requirements should cover the
following features:

• Backup communication paths - some SC applications can be packet-loss
sensitive. In case of a link failure, data will typically get lost. To prevent this
from happening, an instant switchover, during a link failure, can be utilized.
OpenFlow 1.1 introduced a concept of group tables, which allow multiple ports to
be specified for various data forwarding. It can be used for flooding, multicasting,
and other specific forwarding. The fast failover group is ideal for implementation
of backup communication paths, as data is forwarded to the first active port
(detailed functionality was described in section 2.1.5).

• Connectivity-loss detection delay - forwarding devices and controllers are
continuously exchanging Hello messages. If these messages are not received with-
in a specified timeout interval (typically 3x - 4x longer than the interval between
Hello messages), the controller is considered to be unavailable. The forwarding
device can then transit into one of the backup modes: fail-standalone or fail-
secure. The interval settings of Hello messages and timeout for connectivity-loss
detection, should be specified according to the application needs and infrastruc-
ture capabilities. A typical default setting is 10 seconds for Hello messages and
30 seconds for connectivity-loss detection. More responsive applications might
require more frequent settings (1 and 3 seconds respectively).

• Load-balancing - if there are multiple links in the network, the application can
dynamically split traffic into them, based on predetermined criteria. Group type
select of the OpenFlow protocol can be used to perform a simple load-balancing.
This feature sends traffic to one of the links selected by an algorithm of the switch.
The algorithms are vendor specific, but typically at least hash and round-robin
are supported.

• Maximum first packet latency - this type measures latency of the first (or
first few) messages in a flow. This latency is normally much higher, than the
typical latency. This is caused mainly by ARP, which needs to resolve target
MAC addresses based on IP addresses. Another delay is caused by an SDN
controller, if reactive flow insertion is used. In this case, the controller must
firstly determine, how to forward the flow, and insert corresponding flow rules
into all forwarding devices in the path. The typical first packet latency can be2

between 30 - 100 ms.

If necessary, the mentioned additional delay can be mitigated by proactive rule
insertion. It inserts flow rules into hardware flow tables in advance, so sub-
ms first packet latencies can be achieved. The typical scenarios for this type
of forwarding are SG substation messages, or certain types of V2X messages
(accident reporting, emergency braking).

2All mentioned latency estimations depend on the topology size, used devices, utilized ser-
vices, and the current network load.
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• Maximum typical end-to-end latency - this type of latency presents typical
traffic between two end devices and can be measured one-way, or two-ways as
RTT (Round Trip Time). In both cases, it is measured after flow rules are cre-
ated (and inserted into all forwarding devices), end devices have learned MAC
addresses of other devices, and forwarding devices have built port-to-mac map-
ping. Each traffic type can have different latency requirements. The typical RTT
latency in L2 networks can be around 1 - 5 ms.

• Minimum bandwidth - it defines the amount of data transferred between two
points over a certain period of time and it is therefore stated in Gbps / Mbps.
Each flow can have different bandwidth requirements. If a single connection
is shared between several flows, QoS might be used to comply with minimal
bandwidth requirements.

• Minimum throughput - it defines the amount of usable data transferred be-
tween two points over a certain period of time. Throughput is therefore always
lower than bandwidth, which includes all data. Overhead of unusable data de-
pends on used protocols and technologies. Each ISO/OSI layer adds its own
header (and sometimes trailer as well), and therefore additional (not usable)
data. Some protocols have features, which also affect throughput. An exam-
ple is TCP and its window size (with a higher value, higher throughput can be
achieved). Encryption techniques (VPN) add even more overhead. A proper
specification of the targeted throughput therefore requires knowledge about all
used protocols and technologies.

• OpenFlow rules performance - includes characteristics such as maximum
number of supported flows, maximum latency of a flow rule modification, and
forwarding performance based on the flow table fullness.

• Statistics refresh rate - OpenFlow protocol uses the request-reply communi-
cation for collection of statistics. The request messages are sent from a controller
in defined timed intervals and forwarding devices reply with their statistics. The
interval length depends on the application needs, but typically it is in range of
1 - 60 seconds. A shorter interval can provide a more precise insight into the
network operation, while a longer interval introduces a lower overhead.

• QoS - SC traffic includes a large number of various protocols and data flows.
Each of these flows can have different requirements on performance and delivery
priority. An effective solution to support these requirements is to use QoS within
OpenFlow protocol. QoS can classify flows based on the traffic type, source,
destination, or any other parameters supported by OpenFlow. Based on these
parameters, various actions can be performed with the flow. The flow can be for-
warded, discarded, modified, or moved into a special queue. OpenFlow supports
the following types of queues [25]:

– Guaranteed minimum rates - only minimum data rate can be set (since
OpenFlow 1.0).

– Guaranteed minimum and maximum rates - minimum and maximum
data rates can be set (since OpenFlow 1.2).

– Metered queues - rate-monitoring of traffic can be used prior to the out-
put processing (since OpenFlow 1.3).
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An SDN controller can monitor utilization of forwarding devices and specific
links, and control the network based on the results. If, for example, a congestion
is detected, a lower-priority traffic can be forwarded via a slower path or discarded
immediately.

• Support of critical end nodes - to ensure, that all critical end nodes will
be able to transmit and receive data, the performance requirements should be
analysed in the application design phase and deployed in the implementation
phase. This will ensure, that even during a specific event, all important traffic
will be delivered. Optionally, QoS can help to achieve this functionality.

Privacy Requirements

Privacy requirements described in section 5.4.1 include a lot of concepts, but only some
of them can be applied in an SSC-SDNA. These include:

• Aggregation - when possible, the processed data should be aggregated, so the
identity of a specific user is not revealed. This also includes inserted OpenFlow
rules. They can reveal specific communication flows via information like source,
destination, or type of traffic. By using aggregated flow rules, the connectivity
can be preserved, but with a lower danger of privacy leaks.

• Anonymization and minimization - logging, metadata, fingerprinting, and
other techniques should be used to minimize the amount of collected data as
much as possible. If applicable, the data should be anonymized, so the users’
privacy would not be violated in case of a security breach.

• Enforcement and demonstration - a privacy policy document with clearly
specified rules and sanctions should be created and system operators should com-
ply to it. Supporting systems for privacy management, logging, and audit should
be used for detecting possible privacy breaches effectively.

• Privacy protection - depending on the application use case, privacy protection
can target various areas. The application might deal only with encrypted data
(user credentials, payload of data traffic), controller might be selected based on
privacy requirements, and all the application’s communication might be encrypt-
ed (including vertical and horizontal communications). Correct implementation
of privacy protection will ensure unlinkability and unobservability, which corre-
spond to the hide principle.

• Transparency - users accessing the system should be informed, what type of
data is collected and how is it processed. There should also be an option to
control the amount of collected data. Examples of such a notification are cookie
banners, which have been required in the European Union since 2012 [252].

• Virtualization - certain data traffic flows can have higher potential for mali-
cious content. An example is traffic from mobile devices. These flows should
therefore be virtually separated from the other traffic types in order to increase
the privacy protection. Virtual separation of traffic can also significantly reduce
infrastructure cost and safely increase link utilization. This concept is similar to
VLANs, but utilization of SDN can achieve better results (for example, there is
no limit of 4096 VLANs). This concept can also be called network overlays or
isolated networks.
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Quality Requirements

Quality requirements describe mainly usage specifics and they are highly dependent on
the application’s goals. Some of them (performance, usability, security), were already
described, or will be described in specific sections. Other important quality require-
ments for an SSC-SDNA are:

• Compatibility - the application must not negatively influence any part of the
controller’s architecture (including libraries and internal modules). This can be
ensured by using only proven northbound APIs, or internal APIs of the controller.
The application can also provide its APIs to allow external access to its data.

• Effectivity, efficiency, and satisfaction - the application should utilize only
necessary resources (HW and SW - libraries and other shared code). The UI
of the application should use typical control layouts and principles. This allows
users to control the application intuitively and to make their work efficient.

• Functional suitability - all the features defined in the design phase of the
product must be implemented and fully functional.

• Maintainability and portability - these requirements are typically automati-
cally achieved in SDN by use of standardized open protocols (REST, OpenFlow)
and controllers with modular architectures. The application should be built on
the same principles as the targeted platform, to support code reusability, mod-
ifiability, modularity, testability, and analyzability. Use of OpenFlow protocol
guarantees, that the application can be deployed on any forwarding device sup-
porting the same version of the protocol. Use of a common northbound protocol
then ensures, that the application can potentially use any controller. This also
allows updating, or changing of the controller in the future.

• Reliability - can be classified into several levels. On the most basic level, relia-
bility of the application under typical conditions is defined. The more advanced
levels include the application behaviour during a failure. These levels can sig-
nificantly increase the application complexity and might not be feasible for all
scenarios. One of the solutions is to deploy the application on multiple controllers
- on a distributed architecture. The application should also support backup and
recovery of its settings and important data. In this case, the recovery process
after a failure can be much more effective.

• Safety - the application must be safe for people to use, and it should also min-
imize the chance to cause a physical damage (economic, environmental, etc.).
This might be challenging especially in cyber-physical systems like SG. Security
and privacy requirements must therefore prevent, or at least minimize these risks.

SDN Architectural Requirements

These requirements are specific only for SDN and they were not part of the original
requirements for general applications described in section 5.4.1.

• Controller server’s requirements - an SDN controller can run on single, or
multiple servers (distributed architecture). Alternatively, a virtualization might
be used to utilize a single hardware for multiple servers. A controller must be
chosen based on the application use case, number of devices, volume of traffic,
security requirements, reliability requirements, and scalability. Each controller
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has specific hardware requirements. Typically, the more advanced controllers like
OpenDaylight and ONOS have higher requirements. According to [253], just to
run OpenDaylight or ONOS controllers, without any demanding applications, a
server with at least 4 GB of RAM is required. For the SC environment with a
large amount of traffic and demanding applications, a much more powerful device
is needed.

For a controller, the key performance criteria are: flow modification per second,
maximum number of managed switches, maximum number of processed Open-
Flow messages per second, and other application specific parameters (a database
size, maximum number of connected applications, etc.).

• Distributed controllers architecture - in most of the cases, SC applications
require high availability and reliability. To accomplish these parameters, redun-
dancy must be introduced to all critical parts of the network, including links,
forwarding devices, SDN controllers, and servers running the application. To
achieve continuous connectivity even during a fault, the distributed architecture
of controllers must be used. This functionality has been supported in OpenFlow
protocol since version 1.2 [25], and it is common in advanced SDN controllers
(ONOS, OpenDaylight) as well.

• Failover mode - even when the distributed architecture is used, there might be
a situation, when connectivity between controllers and forwarding devices will
be interrupted. In this case, it is important to determine a behaviour, which the
affected forwarding device should take. Typically, there are two possible modes,
which should be considered based on the application goals:

– Fail-standalone - when a connectivity loss is detected, all the flow rules are
removed from flow tables and the forwarding device will transit into the
legacy mode. In this case, it is important to configure the device for the
legacy forwarding, so that it will behave desirably when the fault happens.

– Fail-secure - in this mode, flow rules are kept in flow tables, unless their
timers expire. The only flow rule, which will be immediately removed is the
default one (send it to the controller). This approach allows preservation of
the same SDN functionality as before the failure. On the other hand, until
the connectivity is restored, no new flow rules can be learned. This mode
does not need any configuration of the legacy forwarding.

The decision, which mode to use, can be a trade-off between availability and
security. The fail-standalone mode can be easily configured to preserve basic
connectivity, although no traffic filtering, QoS, or any other advanced features,
implemented in SDN, will be present in the network. The fail-secure mode can
preserve these features, but there is a risk, that some less active flows can lose
connectivity (as their flow rules expire). Also, any new flows will be automatically
dropped as there will be no associated flow rule.

• Forwarding device requirements - the most critical feature for forwarding
devices is support of OpenFlow and its version. Nowadays, the minimum rec-
ommended version is 1.3. As described in section 2.1.5, the older versions of the
OpenFlow lack some important features. It is also important to check specif-
ic vendor implementations, as most of the OpenFlow features are optional and
therefore do not have to be implemented in a specific device.
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• Hybrid OpenFlow - functionality of the legacy forwarding can be combined
with SDN, if the forwarding devices support this feature. In this case, some
networking functions are left to the traditional mode of the forwarding device, and
therefore do not have to be implemented in SDN. This can significantly simplify
and speed up the application deployment process. Every incoming packet to a
networking device is firstly sent to a flow table. The table can contain rules,
which forward the traffic to legacy forwarding (normal layer).

• Management connectivity requirements - a deployment of SDN requires
connectivity between forwarding devices and controller(s). This connection is
used for OpenFlow traffic. It can be realized as in-band, where the link is shared
with normal traffic. This type is easy to implement and has no additional cost.
On the other hand, shared traffic can bring security issues and lower performance.
If this type of connection must be used, a virtual separation of traffic (via VLANs)
should be implemented.

The second option is out-of-band connection. In this case, the link between a for-
warding device and the controller is dedicated only to the OpenFlow traffic. This
is the preferred connection type, as it offers the highest security, performance,
and reliability.

Security Requirements

The following requirements are applicable for most of the SC deployments. They should
be required even while their implementation can complicate the system development.

• Authentication and authorization - the application must support authenti-
cation and authorization to all areas, which contain private data. This includes
mobile applications, backend services, and management systems. Typically, only
one-way services (nodes providing public information) might not require any user
credentials. On the other hand, for logging purposes and legislative requirements,
most of the services (including publicly available APs) should require some sort
of user verification.

• Availability - it might be required to implement a redundant architecture (com-
patible with the distributed architecture of OpenFlow protocol). Such an archi-
tecture can provide system availability even during a device failure, or an attack.
In this case, it might be necessary to implement data synchronization between
individual controllers. This might not be possible on controllers, which do not
support such an architecture. Moreover, a protection mechanism against avail-
ability attacks (DoS) should be implemented as well. This can include traffic
limiting, ACLs, and FWs.

• Confidentiality and integrity - to prevent data loss and unauthorized mod-
ification of data, use of encryption might be required. This encryption can be
implemented within the application, on the controller, and on all related network
communication links and devices. The application and controller might utilize
encryption only for sensitive information. Encryption of the entire solution would
significantly complicate the application development and future updates.

Communication links should be protected especially between a controller and
forwarding devices, where OpenFlow messages are exchanged. These messages
are crucial for correct functionality of the entire network. If an attacker can
modify these messages, the entire network will become compromised. Encryption
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on this layer might not be required only when the connection is realized via a
closed out-of-band link.

• Non-repudiation / accountability - the application should support logging
of performed actions. All the important actions, which can potentially influence
the system behaviour, should be logged. This includes actions performed by
authorized users. An example of such a log entry can be:

Date, Time, User: Action, Details

Where details can optionally log information about the user’s device (used OS,
MAC address, web browser) and access methods (location, IP address / console
port).

The application can also log events performed by the controller, or log messages
received from forwarding devices. This can include flow modification messages,
error messages, statistics, controller’s load, etc. Example of this log entry can
be:

Date, Time, Controller: Event

Where event parameters will depend on its type. Typically, if the event is an
OpenFlow message, ID of the originating device should be included together with
information about message type, message code, etc.

• Secured nodes - an additional network protection from bogus end nodes can be
implemented by verifying a node’s identity. A custom SDN solution can require a
predetermined value from each end node. Only if this value is valid, the node will
be allowed in the network. This value must be inserted into one of the supported
header fields to be matched by OpenFlow.

The most appropriate field for this functionality is the flow label in IPv6 header.
This field has 20 bits and therefore supports up to 1 048 576 values. The purpose
of this field is to speed up the routing process by quickly identifying a specific
flow. With this approach, a router does not have to compare destination IPv6
address, but can quickly forward the packet based only on information in the
flow label field. However, in today’s networks, this field is rarely used and can
therefore be safely utilized for SDN applications (at least in private LANs and
MANs).

A mechanism of the value selection can vary. It can be a value calculated by
an encryption protocol, or a pre-selected value paired with the device’s MAC
address and stored in the controller’s database.

• Traffic filtering - it is feasible to integrate functionality of traffic filtering into
the application. Based on the application requirements, it can be a simple ACL,
or a more advanced firewall. Both methods can allow and deny selected flows
either manually or automatically. Depending on the targeted granularity, several
OpenFlow fields can be matched. The most general approach is to block the
entire traffic between two devices (via their MAC addresses). A more detailed
approach can block only a selected flow (for example based on TCP ports).

• VPN - provides data encryption by establishing virtual tunnels over public net-
works. If a data encryption is required, VPN can be used for selected traffic. This
traffic will have payload encrypted and SDN (or any other tool) will therefore
not be able to perform the application layer inspection.
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Other Required Technologies

The following technologies can improve the application security, resiliency, and avail-
ability. These technologies allow efficient implementation of features, which are not
available in SDN, or where their implementation would be too complicated. A com-
bination of SDN and traditional networking (via hybrid OpenFlow) can be used to
integrate these features. This is the most efficient approach to offer the best possible
functionality from both technologies. The particular supporting technologies are:

• Identity and Access Management (IAM) - is a system for controlling infor-
mation about users. It supports authentication, authorization, audit, roles, and
delegation. The system is capable of single sign-on, as the user information is
stored in a centralized entity. The most well-known protocols are SAML (Secu-
rity Assertion Markup Language), Open Authorization, and OpenID Connect.
[254]

These systems are relatively complex and it is therefore more efficient to inte-
grate them into the network, than to implement their functionality within an
SSC-SDNA. One of the main risks of custom implementation is the potential
to introduce a security bug. This could compromise the entire system’s securi-
ty. The IAM system can be deployed on the same physical device as the SDN
controller.

• Key management systems - these systems bind keys to entities and provide
key exchange and management mechanisms (generation, handling, distribution,
replacement, and storage). PKI is an example of a key management system. It
is responsible mainly for providing authentication (via digital certificates) and
encryption (via public-keys), and it is often used in SSL and TLS.

There are many open-source and proprietary key management systems available.
All these solutions are complex and custom implementation within an SSC-SDNA
is not reasonable.

• Reputation and trust systems - the traditional approach to security is to
protect resources from malicious users. Trust and reputation systems, on the
other hand, protect users from resource providers. A centralized or distributed
reputation system collects ratings from users about a particular service. Every
provider then has a score, which can be used as a deciding factor, if to perform
a transaction or not. The main difference between reputation and trust systems
is the mechanism of reputation calculation. In reputation systems, the score is
calculated based on ranking of all participating devices. In trust systems, the
score is determined only between two entities. [255]

These systems might become important in SCs, where everyone can provide
certain services (public Internet access, information about specific places, etc).
Reputation score can be also used for detecting malicious devices.

• Trusted Platform Module (TPM) - is a dedicated hardware chip for cryp-
tographic operations. It allows data encryption and decryption, and provides
secure boot. In this case, it stores a hashed value of the original OS. During each
boot, this value is compared to a calculated value of the current state of the OS.
If a change is detected, the system will not boot. TPM can protect smart nodes
from physical attacks, but the main disadvantage is, that it requires a specialized
hardware. [76]
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Figure 6.1: Topology of Real Deployment Performance Verification

6.3 Real Deployment Performance Verification

This section verifies performance requirements of SCs described in analyses from sec-
tions 5.1.3, 5.2.2, 5.2.5, and 5.4.1. The goal is to verify, if a typical SSC-SDNA can
accomplish these requirements. Such an application would use OpenFlow, RYU con-
troller, STP, and a failover-mode. Based on the results, a performance baseline for
typical SDN-enabled forwarding devices is defined.

The following experiments were tested with the following equipment:

• HP switches - 3800, OS version: KA.15.17.0008

• Cisco switches - 2960, OS version: 15.0(2)SE4

• RYU controller - version 3.9

The topology of all experiments is presented in Figure 6.1. Primarily, HP switches
were used (Cisco switches were used only for the STP verification). The redundant link
between switches was used only for the STP verification - in other experiments, it was
disabled.

Flow Matching Process Testing

Flow tables on hardware devices can be implemented in several data structures, most
often in TCAMs. These tables should provide the consistent lookup times, no matter
how full the table is (even if the table is almost full, lookup times should be the same
as when the table is almost empty). The purpose of this experiment was to verify this
assumption.

Firstly, only several flow rules were inserted into the flow table of switch 1 and
throughput between node 1 and 2 was measured. Then a script was used to generate
general OpenFlow rules until the table was completely full. The performance was
tested again. In the last scenario, the script was modified to generate more specific
rules. These rules contained source and destination MAC addresses, VLAN ID, IP
protocol, and source and destination TCP ports. The following code was used to
create the match:

match = parser.OFPMatch(eth_src=rand_mac_src, eth_dst=rand_mac_dst, eth_type=0x0800,

vlan_vid=10, ip_proto=6, tcp_src=rand_tcp1, tcp_dst=rand_tcp2)
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Table 6.1: Results from Flow Matching Process Testing

Experiment Throughput Avg. RTT Max. RTT

1) Empty table (few rules) 927 Mbps 0.604 ms 1.083 ms
2) Full table, general rules 928 Mbps 0.688 ms 1.283 ms
3) Full table, specific rules 927 Mbps 0.526 ms 0.780 ms

Note: Transmitted amount of data in all the experiments was 1.08 GB.

Detailed results are shown in Table 6.1. The variance in measured throughputs and
RTTs between the three scenarios was negligible. The maximum RTT showed some
differences, but this can be contributed to normal operation of the network (latency
caused by other networking protocols, device utilizations, etc.).

The experiment also revealed one interesting fact: HP 3800 switches were able to
store only 500 flow rules in hardware tables. Up to 65 000 entries could be stored in
software tables, but this would significantly lower the performance.

RYU Controller Performance Testing

This scenario tested, how well can the RYU controller cope with strict latency require-
ments. The goal was to test, how long it takes the controller to react on a network
event. Data traffic was sent between node 1 and 2 and the time between packet-in
events and flow-modification messages was measured. In total, ten experiments were
conducted and the average measured latency was: 4.491 ms.

An additional verification was performed by the code profiling technique. In this
case, a special code was inserted into several parts of the RYU controller. The goal was
to measure, how much time the controller spent executing specific parts of the code.
The controller was running in standard mode with normal amount of traffic present in
the network. The experiment run for 228 seconds and number of function calls and
time spent in certain functions were (ordered by the longest spent time amount):

• getMessage: 1343 calls, 21.43 ms

• sleep until: 51845 calls, 19.81 ms

• init (lldp): 5250 calls, 18.80 ms

• packet in: 737 calls, 14.16 ms

• init (ofproto): 2943 calls, 13.17 ms

• serialize: 1060 calls, 12.25 ms

The complete results from the experiment are shown in Figure 6.2. The graphical
diagram in the right part of the figure displays the code structure of the STP mechanism
implemented in the RYU controller.

Reactive Rule Insertion Delay Testing

The previous experiment measured response time between a packet-in and a flow-
modification message. This scenario tested the impact of this response time. Ping
was used to generate ICMP (Internet Control Message Protocol) messages between the
same two devices (node 1 and 2) and the response times were captured. As expected,
the first packet of every flow had a significantly higher RTT than the following ones.
Average RTT values from 10 measurements for the first three packets were:
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Figure 6.2: Results of Code Profiling in RYU Controller

1. 17.2 ms

2. 0.582 ms

3. 0.668 ms

The increased latency of the first packet is caused by processing on the controller.
The controller must decide in software, where to forward the packet and consequently
insert a flow rule into the appropriate device. The following messages are therefore
handled by this rule (in HW) immediately on the switch.

STP Stability Testing

The goal of this experiment was to verify the stability of STP. The redundant link
was sequentially brought up and down, and traffic downtime was measured (traffic was
transferred between node 1 and 3). Behaviour of the STP implemented in the RYU con-
troller was compared to STPs implemented in HP and Cisco switches. The results are
displayed in Figure 6.3. The figure shows, that there is no significant difference between
the software implementation of the STP in the RYU controller and its counterparts in
HP’s and Cisco’s switches (defined downtime and uptime intervals of standard STP are
30 seconds).

Fail-standalone Mode Testing

If connectivity between an OpenFlow device and a controller is lost, the device can
transit into one of the following modes:

• Fail-standalone - all OpenFlow rules present in the device are removed and the
legacy forwarding takes place.
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Figure 6.3: Downtime Variances in Different STP Implementations

• Fail-secure - only the default OpenFlow rule (send it to the controller) is re-
moved. Other OpenFlow rules continue to expire (or not) according to their set
timeouts.

The experiment tested, if the HP switch will transit into the configured fail-stand-
alone mode, after the connectivity with the controller is lost. The link between the
device and the controller was purposefully brought down and the time of transition was
measured. All the switch timers were left to default values, so it took almost 30 seconds
before the switch made the transition. Afterwards, it started to act as a traditional L2
switch with pre-configured switching behaviour.

Transition times from 10 experiments are shown in Figure 6.4. Displayed values
show the time between the shutdown of the link (detected by the device), and the device
transition into the fail-standalone mode. All flow rules were always removed exactly
one second after the transition. Data shows relatively consistent performance across
conducted experiments. The average time of transition was 28.012 seconds and the
spread between minimal and maximal value was 3.62 seconds.

6.3.1 Real Deployment Performance Baseline

The performed testing verified, that an SSC-SDNA can accomplish SC performance
requirements and that it can compete with similar solutions based on traditional net-
working.

Flow table lookup times were consistent and did not depend on the flow table oc-
cupancy. The RYU controller showed very reasonable reaction time, with an average
latency around 4.4 ms (between packet-in and flow-modification messages). The STP
implemented in the controller then had very similar results to the STP used in commer-
cial devices of traditional networking. Measured transition times of the fail-standalone
mode were also relatively consistent (almost 13% deviation should typically not rep-
resent any major problems, but certain applications might need to be aware of this
behaviour).

Latency Performance Issues

One of the most strict SC requirements, as analysed, is latency in certain situations.
Tests of the most common type of the flow rule insertion method - reactive - measured
the average first packet latency to be 17 ms. This clearly exceeds previously analysed
SC requirements: 3 ms for SG networks, 1.5 - 5 ms for certain wireless protocols (con-
nection establishments), and 1.5 ms for V2V networks. The 17 ms latency, caused by
software processing, is considerable larger than an average hardware processing latency
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Figure 6.4: Fail-standalone Mode Transition Times

of subsequent packets - 0.6 ms. Although latency of the first message in tradition-
al networking is also higher due to various protocols (ARP), it does not reach this
high value. Moreover, the reactive flow rule insertion latency can significantly increase
in more complicated network topologies. This increase will depend on the controller
approach to handle reactive flow insertion. In general, there are two approaches:

• Sequential - The easiest approach implemented in simpler controllers (RYU)
responds to all packet-in messages received sequentially from all switches along
the path. This approach therefore linearly increases the first packet latency.

• Instant - A more advanced approach (implemented for example in Floodlight)
sends flow-modification messages to all corresponding devices along the entire
path at once - in reaction to the first packet-in message. The first packet latency
should therefore not vary significantly between network topologies with different
sizes.

Applications requiring lower latencies have to consider proactive flow rule insertion,
where flow rules are preloaded into the devices in advance. This approach can eliminate
the increased first packet latency at the cost of potentially higher utilization of the flow
table, and more complicated application logic. If the minimal latency is required, static
IP to MAC mapping should be also configured on end nodes to eliminate the additional
latency caused by ARP.

Performance Baseline

The tests verified, that HP 3800 switches can accomplish the requirements, but with
a single severe limitation. The maximum number of supported OpenFlow rules, which
could be saved in hardware flow tables, is only 500. This would be a significant limita-
tion in SC scenarios, where a large number of flows must be supported. For this reason,
the next generation of these switches - HP Aruba 3810M - was selected as the baseline.
This line of L3 OpenFlow capable switches supports up to 64 000 OpenFlow rules and
also has improved performance. Detailed specifications of these switches are shown in
Table 6.2. This table should be used as the baseline for defining minimum performance
requirements for SDN-enabled forwarding devices used in SCs. Any device, which can
achieve these requirements should be adequate for an SC application (providing that
it will support other required features as well).
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Table 6.2: Performance Requirements on Forwarding Devices

Recommended specifications Reasons and impacts

CPU: 2x 1.2 GHz Overall device performance, SW features
RAM: 2/4 GB Overall responsiveness, SW features
OF rules capacity: 64 000 e. SDN forwarding in HW
MAC table capacity: 64 000 e. Forwarding speed, attacks protection
Flow mod/s: >1 000* Performance in managing OF rules
Forwarding capacity: 320 Gbps For effective throughput of 190 Mbps
Forwarding latency: under 3 µs For 1 Gbps links

* As tested in [256] for Pica8 P-3290 switch.
Data source: [257,258]

6.4 Specific Security Threat Protections

General Protection Steps

The IEC 62351 standard [88] defines protection steps for general applications. These
steps can be used in SDN security-enhancing applications to mitigate threats analysed
in section 5.3.3. The steps include:

1. Deterrence and delay - tries to avoid, or at least delay an attack.

2. Detection of attacks - if the attack was not avoided, it has to be detected, so
subsequent security measures can react.

3. Assessment of attacks - evaluates severity of the attack. Based on this evalu-
ation, the next steps can apply various measures.

4. Communication and notification - relevant users and operators have to be
notified about the attack.

5. Response to attacks - the system can perform automatic actions, or only
give the system operators option to take a manual action. A proper and timely
response can stop the attack and prevent further damage and future attacks.

The following section describes applicability of these steps to mitigate the described
threats. Only those attacks, where SDN can be used completely, or at least partially,
will be considered. Also, there are two following considerations, which apply for the
SDN:

The first part of the first step - deterrence - is common for all types of attacks.
It consists of strong and legally appropriate legislations available in all communication
channels of the company. When an attacker tries to attack a company’s assets, he should
be notified about legal consequences. This includes banner of the day messages on all
access ports (console ports, virtual links, and remote logins) and warning messages on
websites.

The fourth step - communication and notification - is also the same for all analysed
attacks. The application must notify operators via a defined communication interface.
An operator should see the attack severity, attack source, and applied action (if it was
applied automatically).

These two steps are therefore skipped in the following discussion. Additionally,
the theoretical background of all attacks will be no further discussed as it was already
described in section 5.3.3.
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Protection Against Availability Attacks

Delay - the application slows down the attack by forwarding all the first packets
of a new flow to the SDN controller. This behaviour corresponds to the reactive flow
rule insertion and will be used, until the controller decides, how to forward the future
packets from the flow. The controller must be dimensioned to handle the initial burst
of traffic. This can be achieved by implementation of distributed architecture, in which
multiple controllers can load-balance the traffic.

If the amount of traffic is too high, it can be blocked immediately by the receiving
forwarding device. Alternatively, this flow can be moved to a special output queue.
This queue can have QoS policies set to slow down the traffic by limiting the number
of packets transmitted over a certain time period.

Detection - is typically based on collected traffic statistics. If these parameters ex-
ceed specified values, DoS attack is detected. The most common statistics are: number
of packets and amount of bytes received from a single source per defined time interval.

Assessment - severity of DoS is assessed based on the collected statistics of the
flow. Different levels of DoS attacks can be defined for various amounts of traffic. For
each level, there can be a different predefined action, which will be applied.

Response - the application should automatically take appropriate actions to stop
the DoS attack. This can be accomplished by inserting deny rules (set to drop all
the traffic from the specified source). Based on the attack severity, these rules can be
automatically inserted across all the networking devices. This will save the controller
load and speed up the decision process in the case, that the attacker would perform
the same attack via a different forwarding device.

It is also important to consider an appropriate composition of the blocking rule.
For example, in some cases, blocking all communication from the attacker might not
be the best solution. If the attacker uses a legitimate device, which transmits critical
data, and this device is ”only” partially under control of the attacker, transmission of
this data should be left unmodified. Only the DoS attack packets should be dropped.
But especially in this case, operators should be notified about the attack and about
the possibility of a critical data hijack.

Operators should have an option to override the automatically taken action. But in
the case of a severe attack, they should be informed and warned if they try to re-allow
legitimately blocked traffic. Such an action could result in collapse of the system.

Protection Against Broadcast Tampering

Delay - all the broadcast messages can be set to be forwarded to the controller,
for a more detailed analysis. This can be achieved with the default flow rule.

Detection - based on the message content and its source, it can be determined, if
the message is legitimate, or if it is an attack. A broadcast message can be calculated
as:

BroadcastAddress = DestinationAddress ∨ SubnetMask (6.1)

Note: symbol ∨ represents bitwise OR. The broadcast address is then calculated by
setting 1’s on all bits in host’s IP address, which are located on the 0’s positions of the
subnet mask. This can be calculated with the following formula:

BroadcastAddress = NetworkAddress + [255− SubnetMask] (6.2)

The calculated broadcast address can then be compared with the destination ad-
dress of the message to determine, if it is broadcast or not.
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Assessment - the attack’s severity depends on the number of messages, the mes-
sage content, and used broadcast address. Not all the broadcast messages have the
same scope. For example, broadcast address 192.168.10.31/30 will be destined to a
maximum of 2 devices, while broadcast address 192.168.10.255/24 will be destined to
up to 254 devices.

Response - the controller can decide, how to process the broadcast message. The
controller can forward the message to all devices, forward it only to selected ones, or
discard it completely. Additionally, a flow rule can be inserted into the affected switch,
to process the similar subsequent messages directly in hardware.

Protection Against Brute Force Attacks

Delay phase is the same as in availability attacks protection.
Detection - unlike in availability attacks, which are configured to monitor all traf-

fic, the brute force protection typically monitors only certain devices and applications.
The detection therefore targets mostly destination IP addresses, and TCP ports.

Assessment - number of packets, or amount of traffic, which would be classified as
a brute force attack might be generally much lower than for a DoS attack. For example,
more than 3 login attempts within 10 seconds might already trigger the protection.

Response - taken action can generally be less restrictive than in DoS attacks. For
example, a dynamic deny rule can be inserted with a defined idle timeout. If the attack
stops for the defined period, the blocking rule will be automatically deleted and traffic
re-allowed. As in DoS attacks, these actions should be taken automatically.

Protection Against Cross-platform Attacks

Delay - the typical implementation of this protection establishes virtual layers a
priori using proactive flow rule insertion, so used rules do not allow any interaction
between flows from different domains. Therefore, there is no need to delay potentially
dangerous traffic. Domain separation might be determined based on MAC addresses,
IP addresses, traffic types, or any other value in a header field. If the reactive flow rule
insertion is used, traffic from a new flow must be firstly forwarded to the controller.

Detection - cross-platform traffic can be detected only if it is sent to a controller.
The controller must compare parameters of the flow to determine, if the traffic is
legitimate, or if it is trying to reach a different domain. If the flow rules are already
established, such traffic would be blocked automatically.

Assessment - each layer can have defined priority and level of protection. An
attempt to reach a specific layer can then be classified.

Response - if the controller detects an attempt to perform a cross-platform attack,
it can insert a deny rule for this traffic flow. Most often, no action is necessary, as the
attack would be stopped automatically on the first forwarding device.

Protection Against Experimental Features

This protection uses the same concept as the cross-platform attack protection. The
individual protection steps are therefore not described. The only difference is, that
flow rules in this protection must be strictly established before the experimental traffic
is allowed into the network.

Protection Against Malware Threats

Delay - a suspicious traffic is sent to the SDN controller for data analysis.
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Detection - the SDN controller must examine the packet payload. Content of the
packet is compared to a database with known malware threats (or their signatures). A
successful detection of a malware is possible only if the payload encryption is not used.

Assessment - a malware can be classified by its severity level, which is found in
the malware database. According to this level, a specified action can be performed.

Response - the controller can automatically block all the traffic from the infected
flow, but that could also disable legitimate traffic. A more appropriate action would
be to mirror the traffic to an experimental network for further inspection. All the
following traffic from the flow should go via the controller for detailed analysis. This
would be accomplished by inserting a specific flow. This action would however increase
the controller’s load and increase latency of the affected flow.

Protection Against Routing Attacks

Protection against these attacks can vary, as there are more types of these attacks. The
following steps describe the protection against falsification attacks performed with a
malicious router.

Delay - a malicious router would probably firstly try to establish a communication
with the controller, which would delay the attack by default. The router could how-
ever also start to immediately send malicious messages to neighbouring devices. The
prevention against this behaviour is to shutdown all unused ports by default. Links
from legitimate devices should be protected by switchport security features (allow only
specified MAC addresses and limit the number of connected devices).

Detection - the malicious router can be detected by the controller, if the device is
not expected to appear in the network. This can be easily confirmed, if the router does
not have the corresponding ID. Neighbouring forwarding devices can also detect a new
device via LLDP (Link Layer Discovery Protocol). They can then notify the controller.

Assessment - attack severity can depend on location of the malicious router and
the amount of traffic, which it tries to send into the network.

Response - the OpenFlow connection between the malicious device and the con-
troller would not be established. Additionally, the controller can send a command to
neighbouring forwarding devices to shutdown the ports leading to the malicious device.
These actions would effectively isolate the malicious device, and therefore prevent any
damage to the network.

Partial Protection Against Eavesdropping

The attack is completely passive, so delay, detection, and assessment steps cannot be
used.

Response - forwarding all traffic via the controller can decrease the chance of
eavesdropping, if a message is being sent straight from the first forwarding device to
the last (via the controller). This will make the forwarding route shorter and limit the
number of places, where the attack can be performed. It requires use of the default flow
rule and routing implemented on the controller. The controller would then have to use
packet-out message to forward the original packet to the destination forwarding device.
The problem is, that this forwarding would have to be used continuously, which would
negatively affect the network performance. Moreover, the attack could still happen
between end devices and the first / last forwarding devices, and also between forwarding
devices and the controller, if an in-band connection is used.
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Partial Protection Against GPS Spoofing

Delay - each message from a selected flow is forwarded via an SDN controller,
which compares the location information in the message with the previously cached
messages.

Detection - if the message’s location differs from the previous ones by more than
a specified value, the GPS spoofing attack is detected. Unfortunately, there is always
chance of a false negative detection, for example in the case, when the attacker sets a
nearby location, which is not so suspicious.

Assessment - severity of the attack can be evaluated by the location offset between
the packet’s location and previously cached positions.

Response - the controller can decide to drop the affected traffic immediately, or
to forward it to an experimental network for further analysis.

Partial Protection Against MitM

This attack is very similar to eavesdropping, but because it is not passive, it can be
detected.

Delay - in defined time periods, latency statistics of each flow are compared on the
controller with previously cached data. This comparison needs to be conducted on the
controller and would therefore increase latency of messages chosen for inspection.

Detection - is very hard and can be successful only in ideal conditions. A significant
deviation between the current latency and previously stored ones can indicate the
attack. On the other hand, there is high risk of a false positive detection, as the
deviation can be caused simply by an increased network load.

Assessment - severity of the attack can be classified based on the message payload,
or potentially changed variables within the message headers.

Response - an operator, or the application itself, can decide to enable direct for-
warding of messages from the selected flow via the controller. This would result in
higher controller load, so cautious monitoring should be performed. In the case, that
a defined threshold is exceeded, traffic forwarding should return to normal.

Partial Protection Against Node Attacks

The following protection mechanism can mitigate only remote node attacks.
Delay - all new incoming flows to a device should go via an inspection on the

controller, where outgoing traffic from the device is logged. The controller can then
compare, if the traffic originates from the node device or not.

Detection - if the traffic comes from an unexpected source, or to a destination,
which it should not, it can be detected as suspicious.

Assessment - based on the traffic flow (source and destination), traffic protocol,
and amount of traffic, the attack can be classified.

Response - based on set rules, the attack can be blocked, and a new flow rule in-
serted into the affected forwarding device to block any future similar flows in hardware.

Partial Protection Against Personnel Issues

Delay - traffic monitoring has to be utilized by data forwarding via a controller.
This also slows down a potential attack.

Detection - the controller can detect a malicious behaviour based on comparison
with the typical baseline traffic. For example, if the amount of traffic is significantly
higher, if the traffic does not use encryption, or if a source is different than expected,
an attack might be detected.
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Assessment - severity of the attack might be classified based on its damage poten-
tial. For example, use of an older version of a protocol might not be a critical problem,
but traffic containing a malware surely is.

Response - the controller can decide, how to process the flow. The most restrictive
action would be to drop all traffic from the source. The less restrictive would be to
drop only the traffic flow associated with the attack. Traffic can be also slowed down
(if DoS attack is detected), or forwarded to a specific network (a concept of honeypot3).

Partial Protection Against Replay Attacks

Delay - each message from a selected flow is forwarded via an SDN controller,
which compares timestamp in the message with the current time.

Detection - if the message’s timestamp differs from the local time by more than
a defined interval, the replay attack is detected. Unfortunately, there is always chance
of a false positive detection, for example if network is more loaded than during typical
conditions.

Assessment - network statistics can be checked for the current load. This can limit
the false positive detection. There are no specific assessment levels of these attacks.

Response - is the same as in GPS spoofing.

Partial Protection Against Specific Communication Links

Implementation of a new security protocol, developed solely in SDN, might be a difficult
process, but it can help with improving security on otherwise unsecured connections.
This protection is therefore not aimed at stopping an attack, but to make security
possible even on specific links. The protection steps are therefore not discussed.

An example of this approach might be utilization of an otherwise unused header
field to insert an encrypted value (a concept of secured nodes described in Security
Requirements section 6.2). Only if the value is correct, the traffic is allowed. This
assumes, that an attacker does not know the correct value. Such a solution does not
increase the packet size and might be therefore supported on all the links along the
path.

3Honeypot is a security mechanism, which presents fake data to the attacker. Data appears
valid, so the attacker continues with the attack. This provides enough time for detailed attack
analysis and at the same time, protects the legitimate part of the network.
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7. SC Protection System

This section describes a use case application for securing Smart Cities using SDN.
The application is an example of an SSC-SDNA described in chapter 6 and it has the
defined features. The application is called The Smart City Protection System and in
the following text, it will be referred to as the SCPS, or simply the application or the
system.

7.1 Use Case Smart City

The SCPS had to be tested in a use case SC scenario. This section describes the process
of creating such a scenario with a fictitious topology.

7.1.1 Smart City Introduction

Choosing a City

The City of Lancaster in the United Kingdom was chosen as an inspiration. Lancaster
is a city and non-metropolitan district in the north-west of England with a population of
about 140 000. The city is composed from several districts: City Centre (Lancaster),
Morecambe, Heysham, and Scotforth. The other smaller villages will not be further
covered in this work. Lancaster currently does not use any SC applications, but its
features make the SC implementation attractive. These features include [259]:

• Ecological friendliness - Lancaster is one of the few British cities, which heavily
emphasizes bicycle transportation. The city has many cycle paths, which connect
major districts. Electricity is provided mainly from the Heysham nuclear power
station and several wind farms. Lancaster also provides several options to charge
EVs. The SC implementation could therefore cover electric vehicle stations and
smart lighting.

• Flood risks - Lancaster is located around the river Lune and many smaller
streams. Due to its location and frequent rains, the city is prone to floods.
The SC could provide CCTV and smart environmental sensors for water level
monitoring.

• Geographical diversity - Lancaster district is located in the river Lune delta
and mostly on hilly ground. These properties present natural obstacles and
make some districts difficult to access. This can complicate, for example, waste
collection. The SC could provide smart waste sensors, which provide notification
about containers status. This could reduce the number of rides necessary to
collect the waste.

• Heavy traffic - Lancaster is located next to the M6 motorway and it is inter-
sected by the A6 - another busy artery. Both of these routes and Lancaster
city centre, suffer from regular traffic jams, especially during rush hours. The
SC could improve these conditions by implementation of smart traffic lights and
smart parking.

• Tourist place - Lancaster is a popular tourist destination as it is easily accessible
and located in near proximity of one of the England’s most famous national parks
- Lake District. The SC could provide tourist information by smart information
providers and smart access points.
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Figure 7.1: Use Case Smart City - Regions and Applications

Choosing SC Applications

The listed SC applications, which were found based on Lancaster features, will be
assigned to specific districts of the SC. Additionally, a SG network will be included as
a part of the SC. The SG area will include: Lancaster substation, Heaton wind farm,
and Heysham powerplant.

The SC will therefore cover the following regions and applications:

• Lancaster - smart access points, smart information providers, and smart traffic
lights.

• Morecambe - electric vehicle stations, smart parking, and smart traffic lights.

• Heysham - smart information providers, smart lighting, and smart waste.

• Scotforth - smart environmental sensors, smart lighting, and smart waste.

• Lancaster substation (SG) - smart environmental sensors.

• Heaton wind farm (SG) - CCTV.

• Heysham powerplant (SG) - CCTV.

• SC data centre - servers.

The physical layout of these regions including the SC applications is shown in Figure
7.1.

7.1.2 Smart City Topology

The network topology corresponds to the physical regions. The SC has a centralized
data centre (DTC), which contains two servers. The data centre connects all regions
and areas of the SC and therefore uses the star network topology.

The main regions of the SC (Lancaster, Morecambe, Heysham, and Scotforth) each
contain three switches connected in the ring topology. This topology has an advantage
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in redundancy. However, because the SCPS does not implement STP (or any other
loop-prevention technology), redundant links are disabled.

SG regions are connected via a single switch. In a real deployment, this device
would have to be virtualized, or duplicated to provide redundancy. Interconnecting
links could be also redundant and bundled into a single logical link.

Each regional switch acts as the access layer device and it provides connectivity
to SC nodes. The detailed topology of the SC is shown in Figure 7.2. The following
shortcuts are used for the SC applications (numbers in the brackets represent the system
ID, which will be used in the following sections):

• SER - server (0)

• SAP - smart access point (1)

• SIP - smart information provider (2)

• STL - smart traffic lights (3)

• SPS - smart parking sensor (4)

• EVS - electric vehicle station (5)

• SLS - smart lighting system (6)

• STS - smart trash sensor (smart waste) (7)

• SES - smart environmental sensor (8)

• CTV - CCTV (9)

• SCD - SCADA (10)

The regions use the following shortcuts and IDs: data centre (DTC, 1), Lancaster
(LAN, 2), Morecambe (MOR, 3), Heysham (HEY, 4), Scotforth (SCO, 5), Lancaster
substation (LSS, 6), Heysham wind farm (HWF, 7), Heysham power plant (HPP, 8).

The topology also contains a single virtual tunnel between Lancaster substation
(LSS) and the SCADA server (SCD001) located in the Heysham power plant.

The Mininet script for building the entire topology is shown in Attachment A - SC
Topology Script.

IPv4 Addressing

IPv4 addresses use subnet 10.0.0.0/8 and are composed according to this scheme:
10.REGION ID.SYSTEM ID.NODE ID
For example, device EVS002 in Morecambe has IP address: 10.3.5.2, where:

• 10 = Network (10.0.0.0/8)

• 3 = Region ID (Morecambe)

• 5 = System ID (electric vehicle station)

• 2 = Node ID (002)
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Figure 7.2: Use Case Smart City - Network Topology

MAC Addressing

MAC addresses use a simplified version of all 0’s, where only the last octet is used for
addressing. This method is ideal for debugging and troubleshooting. There are always
10 MAC addresses reserved for each region. The data centre has addresses within 01 -
10 range, Lancaster 11 - 20, Morecambe 21 - 30, Heysham 31 - 40, Scotforth 41 - 50,
Heysham wind farm 51 - 60, Lancaster substation 61 - 70, and Heysham power plant
71 - 80. MAC addresses within each region are assigned sequentially.

IPv6 Addressing

IPv6 is used only for CCTV nodes and the main server (SER001). These devices use
both IPv4 and IPv6. The assigned addresses are:

• SER001 DTC - FC00::99/64

• CTV001 HWF - FC00::1/64

• CTV002 HWF - FC00::2/64

• CTV001 HPP - FC00::11/64

• CTV002 HPP - FC00::12/64

All nodes and their detailed addressing information are shown in Table 7.1. Switch
numbers represent a forwarding device within a region, to which a device is connected.
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Table 7.1: Use Case Smart City - Topology Addressing

Region Device ID Switch IPv4 MAC Address

DTC
SER001 1 10.1.0.1 00:00:00:00:00:01
SER002 1 10.1.0.2 00:00:00:00:00:02

LAN

SAP001 1 10.2.1.1 00:00:00:00:00:11
SIP001 1 10.2.2.1 00:00:00:00:00:12
STL001 1 10.2.3.1 00:00:00:00:00:13
STL002 1 10.2.3.2 00:00:00:00:00:14
SIP002 2 10.2.2.2 00:00:00:00:00:15
SAP002 2 10.2.1.2 00:00:00:00:00:16
SAP003 3 10.2.1.3 00:00:00:00:00:17
STL003 3 10.2.3.3 00:00:00:00:00:18

MOR

STL001 1 10.3.3.1 00:00:00:00:00:21
SPS001 1 10.3.4.1 00:00:00:00:00:22
SPS004 1 10.3.4.4 00:00:00:00:00:23
EVS001 1 10.3.5.1 00:00:00:00:00:24
STL002 2 10.3.3.2 00:00:00:00:00:25
SPS002 2 10.3.4.2 00:00:00:00:00:26
EVS002 2 10.3.5.2 00:00:00:00:00:27
SPS003 3 10.3.4.3 00:00:00:00:00:28

HEY

SIP001 1 10.4.2.1 00:00:00:00:00:31
STS001 1 10.4.7.1 00:00:00:00:00:32
SLS001 1 10.4.6.1 00:00:00:00:00:33
SIP002 2 10.4.2.2 00:00:00:00:00:34
STS002 2 10.4.7.2 00:00:00:00:00:35
SLS002 2 10.4.6.2 00:00:00:00:00:36
SLS003 3 10.4.6.3 00:00:00:00:00:37
SLS004 3 10.4.6.4 00:00:00:00:00:38

SCO

SLS001 1 10.5.6.1 00:00:00:00:00:41
SES001 1 10.5.8.1 00:00:00:00:00:42
SLS002 2 10.5.6.2 00:00:00:00:00:43
SLS003 2 10.5.6.3 00:00:00:00:00:44
STS001 2 10.5.7.1 00:00:00:00:00:45
STS002 3 10.5.7.2 00:00:00:00:00:46
SLS004 3 10.5.6.4 00:00:00:00:00:47
SES002 3 10.5.8.2 00:00:00:00:00:48

HWF
CTV001 1 10.6.9.1 00:00:00:00:00:51
CTV002 1 10.6.9.2 00:00:00:00:00:52

LSS
SES001 1 10.7.8.1 00:00:00:00:00:61
SES002 1 10.7.8.2 00:00:00:00:00:62

HPP
CTV001 1 10.8.9.1 00:00:00:00:00:71
CTV002 1 10.8.9.2 00:00:00:00:00:72
SCD001 1 10.8.10.1 00:00:00:00:00:73
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7.2 SCPS Development Process

The development process described in section 6.1 is designed for real and extensive
applications. Therefore some of its phases were significantly simplified in the SCPS, as
it is only a use case verification application.

7.2.1 Planning Phase

The practical goal of the application was to cover several areas of protections, defined
in section 6.4. Based on the assessment conducted within a security life cycle process
(described in section 7.2.6), the following areas were selected:

• DoS protection

• Brute force protection

• Cross-platform protection

• Traffic filtering (ACL)

• Secured nodes

7.2.2 Analysis Phase

The analysis phase mainly collects system requirements. In the SCPS, there were no
real users of the system, so the requirements were selected from the lists presented in
section 6.2. Because the system is just a use case example, only specific requirements
were implemented. Implementation of all requirements would significantly complicate
the development process, and in some cases, even be impossible within the emulated
environment.

Implemented Requirements

These requirements were selected and implemented in the SCPS:

• Interoperability - the system uses open-source protocols and common stan-
dards. Southbound API uses OpenFlow; and northbound API uses REST with
JSON for data exchange.

• Usability - UI of the system is realized as a web application. It uses a responsive
template and can be access from any device. It also uses common and consistent
control elements.

• Maintainability - the system is composed from dedicated modules, which can
be easily maintained and expanded. This includes main components integrated
within the SDN controller and web application as well.

• Maximum first packet latency - the system supports creation of virtual layers
and links, which insert OpenFlow rules reactively to minimize latency.

• Statistics refresh rate - for maximum responsiveness, time intervals of 1 second
were chosen for statistics collection. These statistics provide information about
present OpenFlow rules.

• Virtualization - the system supports virtual separation of traffic via the cross-
layer protection module.
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• Compatibility - the system uses standard APIs of the controller for data ex-
change, and provides common interfaces to access its data.

• Effectivity, efficiency, satisfaction - the system uses only necessary libraries,
data structures, and other resources. The application can be used effectively due
to the responsive design of the UI.

• Functional suitability - all the features defined in the design phase of the
system were implemented.

• Maintainability and portability - is automatically achieved by use of an SDN
controller.

• Backup communication paths - the system can support redundant paths via
the cross-platform protection module, which can create virtual tunnels.

• Proactive rule insertion - by default, this behaviour is not used in the system,
but can be enabled in the cross-platform protection module. This requires a
definition of virtual links or layers.

• Virtual network layers - are implemented in the cross-layer protection module.

• Traffic filtering - the system uses a simple ACL, which can block or allow
selected traffic.

• Secured nodes - the functionality allows creation of a database of nodes (MAC
addresses) and their flow labels. The tool then automatically drops all other
IPv6 traffic.

Not Implemented Requirements

The following requirements were not implemented in the SCPS:

• Recoverability - backup and recovery of the system’s files were not required in
the tested scenario.

• Other performance requirements - backup communication paths, connectivi-
ty-loss detection delay, load-balancing, maximum typical end-to-end latency, min-
imum bandwidth, minimum throughput, OpenFlow rules performance, QoS, sup-
port of critical end nodes, controller server’s requirements, and forwarding device
requirements were not considered, due to use of an emulated environment.

• Other privacy requirements - aggregation, anonymization and minimization,
enforcement and demonstration, privacy protection, and transparency were not
implemented, because of lack of real SC data. The simulated topology contains
only virtual nodes, which use mostly ping messages for traffic simulation. This
data therefore cannot be protected from the privacy point of view.

• Reliability - the SCPS in the current version uses RYU controller, which does
not support the distributed architecture. Therefore even additional measures for
advanced reliability were not considered.

• Safety - due to the lack of implemented security and privacy requirements, safety
in cyber-physical networks deployment is not considered.

• Distributed controllers architecture - the architecture is not supported by
the selected controller (RYU).
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• Failover mode and hybrid OpenFlow - used software switches in the emu-
lation do not support these features.

• Management connectivity requirements - connections between forwarding
devices and the controller, in the emulated environment, are automatically real-
ized via virtual out-of-band links.

• Security requirements - all the safety requirements, except secured nodes, traf-
fic filtering, and virtualization; were not implemented due to the testing nature
of the system.

• Supporting technologies - IAM, key management system, reputation and trust
systems, TPM, and VPN were not used in the system.

7.2.3 Design Phase

The main goal of the design phase is to select architectural components used in the
system. The following ones were selected for the SCPS.

Choice of Controller

The following open-source controllers were considered for the system development:
RYU, Floodlight, OpenDaylight, and ONOS. All these controllers support OpenFlow
in recent versions, so they could be considered (details are explained in Choice of APIs
section below). The RYU controller was eventually chosen for several reasons. The
main reason was its simplicity, which allowed a relatively rapid development of the
system. RYU also has low hardware requirements and therefore testing of the system
could be performed even on not very powerful devices. Lastly, advanced features (dis-
tributed architecture, redundancy, and advanced security) of other controllers were not
needed, as these functions were omitted in the use case scenario.

Choice of Controller’s Architecture

The selected RYU controller supports only the centralized architecture. This was not a
problem, as the system is only for demonstration and validation purposes and therefore
does not have to provide extra redundancy and reliability.

Choice of APIs

OpenFlow was selected as the most common and complete southbound protocol. The
OpenFlow version was selected, based on the application requirements:

• Support of IPv6 - OpenFlow 1.2+

• Duration field for statistics - OpenFlow 1.3+

OpenFlow 1.3 was therefore selected as the minimal version, which supports all the
required features.

Choice of Application Mode

The system had to be implemented both as an application and as the controller’s modu-
le. The custom module was needed, because the RYU controller does not provide all
needed features. The application part then provides a relatively complex presentation

144



layer, which would not be possible to implement (efficiently) as one of the controller’s
modules.

The benefit of this architecture is in its scalability, as any future modification can
be easily incorporated. On the other hand, the system is tightly linked to the RYU
controller and its portability to other controllers is limited. It would require complete
rewriting of the module part.

Application Architecture

For clarity purposes, the detailed application architecture with all the connected dia-
grams is described in section 7.2.7.

7.2.4 Implementation Phase

Implementation details are described in a separate section 7.3. Due to the system’s
nature, dedicated documentations were omitted. This chapter can be considered to be
a reduced-size documentation.

7.2.5 Testing, Integration, and Maintenance Phases

These phases were also significantly simplified. No real deployment was conducted, so
the entire system was tested only in the emulated environment of the Mininet. The
verification of the system was performed mostly from the performance perspective and
it is described in section 7.5.

7.2.6 Security Life Cycle

The security life cycle is aimed mainly at large scale business projects and therefore its
applicability in the use case application was limited. For this reason, only the reduced
assessment phase was conducted. This phase was completed during the planning phase,
when the system scope was being determined. This timing allowed more precise speci-
fication of the scope. The details gathered in the assessment phase are summarized in
Table 7.2. Assets are ordered by the overall risk level. Costs connected with successful
attacks are omitted as their estimation would depend on the real application specifics.

Based on the analysed assets, the attack probability and potential risks in smart
cities scenarios, the most important protection methods were identified as: brute
force, DoS, firewall / ACL, and cross-layer for virtual separation.

The following steps of the security life cycle were not implemented, or implemented
only partially. The policy phase aims at employees, which were not present in the
use case. The deployment phase was partially conducted within the implementation
phase of the development process. The training phase also needs employees, so it was
completely omitted. Monitoring of the system was partially implemented within the
system’s modules (traffic monitoring, DoS and brute force monitoring), however no
auditing was used.

7.2.7 SCPS Architecture

The SCPS is composed from two main parts: the SDN controller modules and the web
application. This architecture is shown in Figure 7.3.
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Table 7.2: SCPS Assets (Security Life Cycle)

Assets Attack
Probab.

Potential
Risks

Security Requirements

Very High Risk
SCPS app. high high, app. only AAA, BF, DoS, HTTPS
IoT nodes high medium, local FW, H, V

High Risk
Data centre ser. medium high, global AAA, BF, DoS, FW
Access l. dev. medium medium, local H, switchport security
SDN server low high, global AAA, BF, DoS, H

Medium Risk
Core l. dev. low high, global H, DoS, V
SCADA server low high, SG AAA, BF, FW

H = hardening (configuration and physical if available), V = virtual separation

1. SCPS Controller Modules

The main part of the system is the controller subsystem, which consists of several
modules.

The main module is based on the simple switch module included in the RYU con-
troller. The functionality of the module was considerably extended, so it also provides
communication between other modules. As a southbound protocol, OpenFlow 1.3 is
used for the communication with the networking devices.

The polling module contains a timer, which periodically sends OpenFlow re-
quests to forwarding devices. The main request is for the content of their OpenFlow
tables. Replies are then handled by the main module. The main module runs an
instance of the polling class in a new thread, so the timer does not block the entire
system. The module uses the same version of OpenFlow (1.3) as the main module.

The library module provides specific features to the main module. It can create
flow rules, load files, save files, etc.

The REST API module contains a class, which provides an interface to external
applications. The module handles HTTP requests (either GET or POST) and sends
replies back.

The REST API module provides the following functions, which can be accessed
via HTTP:

• sc/flows/dpid - returns flow table of the switch specified by the DPID param-
eter.

• sc/rule delete - takes a match rule in the POST argument and deletes the
corresponding flow rules (if they exist).

• sc/secured nodes - returns the database (in form of a list) of secured nodes.
The list contains devices MAC address and IPv6 flow label.

• sc/dpids - returns a list of DPIDs of all connected switches.

• sc/settings - takes a JSON file in the POST argument, containing all settings
of the application. The method returns applied settings in a new JSON file.
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Figure 7.3: SCPS Architecture

• sc/status - returns status information of the SCPS. This includes notification
messages, number of connected switches, users, etc.

2. SCPS Web Application

The second most important part of the system is the web application, which commu-
nicates with SCPS modules via the REST API module. The web application provides
a GUI, which can be accessed by clients using any web browser and any device. The
application acts as a server and a client at the same time.

The server part provides access to users. They can connect to the application as
to any other website. In the testing environment, the application runs on the localhost
address and TCP port 5000.

The client part connects to the REST API of the controller’s part. In this
mode, the web application sends HTML requests and receives replies as a normal client.
Replies are then processed, forwarded to the server part, and sent back to clients.

The web application is built on top of the Flask framework1, which provides a
lightweight webserver functionality. The graphical template is based on ElaAdmin
Template2. For the data exchange with the controller’s modules, JSON format is used.

Class Diagram

The class diagram of controllers modules is shown in Figure 7.4. The diagram shows
only the most important attributes. All the constants are omitted due to space restric-
tions.

The web application part of the system does not contain any classes and therefore
is not included in the class diagram. The main file of the web application part contains
only functions, that are registered to handlers, which are in turn managed by the Flask
framework.

1Available: http://flask.pocoo.org/
2Available: https://github.com/puikinsh/ElaAdmin
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Figure 7.4: SCPS Controller Modules Class Diagram

Use Case Diagram

The use case diagram, shown in Figure 7.5, represents activities, which a system oper-
ator can perform. The operator interacts mostly with the web application part of the
system. All these interactions are displayed in the diagram. The web application pro-
cesses the user action and forwards a new request to the REST API of the controller’s
modules. More advanced parameters of the system might be modified by changing
variable constants directly in the scps main module.py file.

Activity Diagram

The activity diagram, shown in Figure 7.6, illustrates the process of displaying the
main web page of the system. A user accesses the web page by entering the system
IP address into a web browser (by default 127.0.0.1:5000 ). The HTTP request is
received by the server part of the web application, translated into a new HTTP request
and sent to the REST API of the controller’s module. This API accesses parameters
within the request and calls the appropriate function (get flows) of the main module
(scps main module.py). The function returns flow tables as a dictionary variable. The
REST API function then validates received data and returns a corresponding HTTP
reply. If data length is zero, a 400 error page is generated, otherwise, data is inserted
into the JSON format and included in the reply body. The web application receives
the reply and checks its response code. If there is a 400 error code, an error page is
displayed. If the code is a success (200), data is loaded from the JSON format and
parsed. The main webpage is then displayed by calling the render template function.
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Figure 7.5: SCPS Use Case Diagram

Figure 7.6: SCPS Activity Diagram
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7.3 Application Implementation

This section describes the application implementation in detail. This include the en-
vironment used for the application development, tools used in connection with the
application, structure of source files, and the process of launching the application.

Development Environment

The SCPS was developed in an emulated environment of a virtual machine. This
allowed continuous development using several devices. The following software was
used:

• Various OSs - depending on used device (Kubuntu 17.10, Linux Mint 18.3,
Windows 10)

• VirtualBox - several versions, depending on the host OS

• Virtual machine:

Ubuntu Mate 16.04.3 (Guest OS)

Mininet 2.2.1

RYU SDN Controller

Flask Framework

7.3.1 Used Tools

The following tools were used in the SCPS.

Ubuntu Mate

Ubuntu Mate3 was chosen, because of its good support of all other used tools. Mate
desktop was chosen for its low performance requirements. Mate is a lightweight desktop,
so it is ideal for emulated environments, where performance is important. The most
recent LTS (Long-Term Support) version was chosen for maximum stability.

Mininet

Mininet4 is a network emulator, which can run virtual hosts (using a real kernel),
switches, and SDN controllers. Mininet is released under the BSD open-source licence
and it is ideal for teaching, learning, and testing purposes. Because it allows running
of real software switches (including Open vSwitch), an SDN application can be fully
tested, before it is deployed in a real network.

Mininet is used for creating the SC topology. All sensor devices and servers are
represented by virtualized hosts running Linux. They therefore support common net-
working tools like ping, iPerf, and even installation of more advanced applications.

3Available: https://ubuntu-mate.org
4Available: http://mininet.org/
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RYU SDN Controller

The SDN controller was chosen based on requirements described in section 7.2.3. The
RYU controller5 offers the best features for the SCPS example scenario. Its main
advantage is simplicity. Use of a more advanced SDN controller, with a more compli-
cated architecture would significantly complicate the development. In that case, the
development of an SCPS-scale application would not be feasible by a single person
within a reasonable time frame. The SCPS uses RYU’s libraries, handlers, and key
functionalities from the simple switch 13.py built-in module.

Flask Framework

Flask6 is considered to be a web development microframework - it keeps its core sim-
ple and more features can be added by extensions (for example database, validation,
or various libraries). Flask uses two main technologies - Jinja template engine and
Werkzeug WSGI toolkit.

Flask is used for the web application part, where it performs server and client
functionalities. The Jinja template engine is used mainly for inheritance purposes,
which allow easy scalability and extensibility of the web application.

7.3.2 File Structure

File structure of the SCPS is as follows (the static folder contains a large number of
various html resources and its complete content is therefore not shown):

scps

scps main module.py

sc lib.py

fd poller.py

webapp

scps web app.py

static

css, icons, images, and js resources

templates

action-fw.html

action-settings.html

bf protection.html

cross protection.html

dos protection.html

firewall.html

main.html

page-error-404.html

page-error-500.html

secured nodes.html

settings.html

template.html

5Available: https://osrg.github.io/ryu/
6Available: http://flask.pocoo.org
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7.3.3 Running SCPS

The SCPS system runs completely in the virtual machine. After the machine is started,
three terminal windows have to be opened. These windows are used for running the
RYU controller, the SC topology, and the web application.

Launching RYU Controller

The RYU controller can be launched by the ryu-manager command with specification of
an appropriate module. In the SCPS case, it is the scps main module.py. If forwarding
devices do not use the default port for OpenFlow connection, the port must be specified
in the ofp-tcp-listen-port parameter.

The following command launches the main module of the SCPS within the RYU
controller.

filip@DT-VM:~/scps$ ryu-manager --verbose scps_main_module.py --ofp-tcp-listen-port 6633

Launching SC Topology

Launch of a Mininet topology typically requires a lot of parameters to be set. For this
reason, the SCPS uses a script, which includes the complete settings of the topology
with all its parameters (including OpenFlow port 6633). Launch is therefore maxi-
mally simplified and can be executed by the following command (Mininet requires an
administrator privileges).

filip@DT-VM:~/scps$ sudo ./lan_sc_topology.py

Launching Web Application

The web application uses Flask framework, which can be started by the flask run
command. To run the correct file (scps web app.py), it must be firstly exported into
Flask. The following two commands will start the web application.

filip@DT-VM:~/scps/webapp$ export FLASK_APP=scps_web_app.py

filip@DT-VM:~/scps/webapp$ flask run

Note: once the file is loaded into Flask, the web server can be restarted just by
stopping the process and executing the flask run command again.

7.4 SCPS Functionality

This section describes the functionality of the system. Some of the GUI elements,
which are not described, serve only for illustration purposes (and might be used in
future versions of the system).

SCPS Workflow

The SCPS works in the following steps:

1. Application initialization - the first step is the application initialization, which
creates all used variables, creates and starts a new thread for switch polling, and
registers the REST API.
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2. Periodical polling - the thread for statistics polling, calls the function for
statistics queries in periodic intervals (1 second by default). This function sends
the FlowStatsRequest message to all connected switches.

3. Event handling - the main module contains handlers for important OpenFlow
events, including: switch features, port status, packet-in, flow removed, flow
statistics reply, and error messages. If any of these events happen, the corre-
sponding function is executed.

4. REST API handling - the API listens on defined URLs for any HTML requests.
If a request is received, the corresponding function is executed and a reply is sent
back to the web application.

5. Web application communication - the application runs as a web server and
listens for HTML requests from clients. Legitimate requests are processed, and
if they require data from the controller, a new HTML request is generated and
sent to the REST API of the main module. A valid reply from the main module
is then processed (parsed from a JSON file) and passed to the web page for a
final rendering.

6. Web application rendering - the rendering engine uses a combination of
HTML, CSS, Python, Jinja2, and several tools (jquery, sweetalert, toastr, etc.)
for a dynamic presentation of data.

This application workflow for selected examples is further described in Attachment
B - SCPS Workflow. The attachment includes demonstrations of the most important
parts of the application code from various source files.

7.4.1 Web Application Model

The model of the web application uses Jinja2 template engine7. This template allows
better code modularity and scalability. The main navigational parts of the graphical
layout, which are the same for all web pages, are defined in a single file template.html.
Variable content of different web pages then extends this main file.

Dashboard

Dashboard represents the main page of the application and it is defined in the main.html
file. It shows all the subsystems of the SC and number of connected and expected
devices. If the numbers do not match, a problem is highlighted by a yellow icon and it
also increases the number of events in the main left navigation column. A more serious
problem within a subsystem (a node under an attack) will be shown as a red icon with
an exclamation mark.

Information about number of connected nodes is based on the flow table of the DTC
switch. This table is requested by the get data from connection GET function, which
accesses the /sc/flows/dpid REST API. An expected number of devices is included in
the topology file, loaded in the web application.

The ideal state of the system is shown in Figure 7.7.

7More information: http://flask.pocoo.org/docs/0.12/templating/
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Figure 7.7: SCPS - Main Page (Dashboard)

Support Pages

The system contains two error pages - 404 (Page not found) and 500 (Server error).
The first one is generated, if an user tries to access a non-existing page. The second
one is typically displayed, if the connection to the RYU controller (via the REST API)
is lost.

There are also special pages, which confirm execution of a specific action (for ex-
ample that a FW rule or settings were applied).

7.4.2 Security Modules

The web application supports different security modules. They are created as web
pages extending the main template page template.html. Every module therefore has to
define only the new functionality.

DoS Protection

The first security module is defined in the dos protection.html file and it provides traffic
monitoring of connected nodes. It displays connected nodes and their current traffic
volume. Based on a set limit of PPS, a progress bar is shown. If traffic of a device
reaches 75% of the allowed amount, a warning is shown (yellow) and if it reaches 100%,
the traffic is blocked automatically and an error is generated (red).

The DoS functionality is based on the collected traffic statistics. The number of
messages of each flow is collected and presented to the application. If it is higher than
the set limit, a deny rule for the specified traffic is automatically inserted. In the
current version of the application, the rule has idle timeout set to 30 seconds. This
will ensure that if the attack stops, the rule will be deleted after 30 seconds, which will
re-allow the traffic. The functionality of the module is shown in Figure 7.8.
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Figure 7.8: SCPS - DoS Protection

Brute Force Protection

The brute force protection module allows protection of selected devices (primarily
servers) from brute forcing their login procedures. The module is defined in the
bf protection.html. It uses the same GUI as the DoS protection, but the traffic progress
bar shows data based on 10 second intervals.

As in DoS, the functionality uses collected statistics, but the system calculates
cumulative values in 10 second intervals. The system allows protection of various
devices. In the current application state, SER002 DTC is protected from attacks from
all sources and on all ports (for all traffic types). If an attack is detected, the same
deny rule as in DoS is inserted automatically. The functionality of the BF protection
module is shown in Figure 7.9.

Cross-platform Protection

The cross-platform protection is defined in the cross protection.html file and it allows
definition of virtual layers / tunnels for specific traffic. All the created layers are then
monitored and the current traffic is shown. If there is no active traffic, a warning is
displayed (but the layer / tunnel stays active).

In the current version of the application, a single tunnel is created automatically
during the application start. It is defined in the create virtual layers function, which
is executed in the application initial phase. The function creates virtual tunnel by
inserting the following flow rule into the LSS switch:

match = parser.OFPMatch(eth_type = ether_types.ETH_TYPE_IP, ipv4_dst="10.8.10.1")

actions = [parser.OFPActionOutput(4)]

self.add_flow(datapath, self.VIRTUAL_LAYER_RULES_PRIORITY, 0, 0, match, actions)
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Figure 7.9: SCPS - Brute Force Protection

The virtual tunnel is simulated as an additional link connected between LSS switch
and the SCD001 server. The functionality of the cross-platform protection module is
shown in Figure 7.10.

Firewall

The firewall module (defined in the firewall.html) supports monitoring of traffic of
various subsystems of the SC. Each flow shows the amount of traffic (current and
total) and gives an option to allow or block the traffic (based on the current status).

After clicking on the allow or block button, a new flow rule is generated and in-
serted into the forwarding device. The previously used flow rule is deleted by the
OFPFC DELETE command. In the current version of the module, flow rules are cre-
ated based on source and destination MAC addresses. This allows or blocks the entire
communication between the devices. This stateless behaviour corresponds to the ACL
mechanism, but due to a commonly used terminology, the module is named ”Firewall”.
This also simplifies expansions of the system. If a more sophisticated (statefull) ap-
proach will be implemented, the module does not have to be renamed. The functionality
of the firewall module is shown in Figure 7.11.

Secured Nodes

The last implemented module (defined in the secured nodes.html) shows the status of
secured nodes in the IPv6 network. Every device in the IPv6 network, which should
access server SER001 DTC, must have assigned a flow label. Only if the flow label and
MAC address of a device match with specified values, the traffic is allowed.

The database is manually created during the application launch. Currently, on-
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Figure 7.10: SCPS - Cross-platform Protection

Figure 7.11: SCPS - Firewall
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Figure 7.12: SCPS - Secured Nodes

ly CTV001 HWF is allowed to communicate, using the flow label 10. The inserted
OpenFlow rules are the following:

#Default blocking rule

match = parser.OFPMatch(eth_type=ether_types.ETH_TYPE_IPV6, ipv6_dst="fc00::99")

actions = []

self.add_flow(datapath, self.DENY_RULES_PRIORITY, 0, 0, match, actions)

#Allow rule for the device: ...:51, flow label: 10.

match = parser.OFPMatch(eth_type = ether_types.ETH_TYPE_IPV6,

eth_src="00:00:00:00:00:51", ipv6_dst="fc00::99", ipv6_flabel=10)

actions = [parser.OFPActionOutput(8)]

self.add_flow(datapath, self.SECURED_NODES_RULES_PRIORITY, 0, 0, match, actions)

The functionality of the module is shown in Figure 7.12.

Settings

Protection modules can be enabled or disabled in the Settings page. This page also
contains a general configuration of DoS and brute force protections. A limiting number
of packets per defined time interval can be configured. The complete settings are then
inserted into a JSON file and sent via the POST method to the REST API. The
loaded configuration is then passed to the main module and applied. If the process is
successful, a new JSON file with the current settings of the application is returned in
a response message.

Unification of the complete settings into a single JSON files saves the processing
performance and bandwidth. From the web application perspective, it is also a conve-
nient approach to obtain all the information in a single HTTP request.

Adding New Modules

Additional modules can be easily added into the application. Firstly, a new web page
must extend the template.html file, using the following code:
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{% extends "template.html" %}

{% block title %}Name{% endblock %}

{% block head %}

{{ super() }}

<!-- Style definitions -->

{% endblock %}

{% block content %}

<!-- Start Page Content -->

{% endblock %}

The page then has to be connected to the main scps web app.py file, where a new
function has to be defined. This function then renders the page using render template
function.

A new page can use existing REST API. If a new functionality is required, the API
must be extended. Based on the functionality complexity, the SCPS modules might
also need to be expanded.

An example of a new page is the Malware Protection module which is shown in the
left column of the application (with the status Unavailable).

7.5 SCPS Verification

This section verifies several key parameters of the SCPS - mainly from the performance
perspective. Because the SCPS was tested in an emulated environment, the first sce-
nario tests this environment to set a performance baseline, to which the SCPS can be
compared to.

All the tests (unless stated otherwise) were performed on the following machine
(referred to as the primary machine):

• CPU - AMD Ryzen 7 1800X 8-Core, 3.60 GHz

• RAM - 32 GB, 2400 MHz

• Storage - Samsung SSD 850 Pro, 256 GB

• GPU - NVIDIA GeForce GTX 1060 3 GB

• OS - Windows 10

The VM could use all 8 CPU cores up to 100% utilization, and had dedicated 8 GB
of physical RAM.

7.5.1 Throughput Performance

This section verifies throughput of the pure Mininet and compares it to throughput
measured in the SCPS.

Mininet Throughput

The first scenario verified performance of the Mininet environment using a minimal
topology and RYU controller. The topology contained a single switch and two end
devices connected to the switch. The RYU controller ran the default application sim-
ple switch 13.py, which utilizes logic of a typical L2 switch. Throughput was tested
using the iPerf tool8. This tool measures throughput between two end devices, where

8Available: https://iperf.fr/
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Table 7.3: Throughput Performance of Mininet and SCPS

Traffic Source - Destination
Experiment num. (Gbps) AVG
1. 2. 3. 4. 5. (Gbps)

Minimal topology, default simple switch module
H1 - H2 30.3 30.1 30.5 30.7 30.3 30.38

SC topology, default simple switch module
SAP001 LAN - SER001 DTC 27.3 26.2 26.6 27.8 27.7 27.12
SAP001 LAN - STS002 HEY 24.1 23.6 22.5 24.7 23.0 23.58

SC topology, SCPS
SAP001 LAN - SER001 DTC 27.2 26.9 27.3 26.5 24.7 26.52
SAP001 LAN - STS002 HEY 25.2 25.0 24.9 25.2 25.1 25.08

it is deployed in server and client modes. In the test, measuring was done using TCP
with default window size (85.3 KByte). The results are shown in the first part of Table
7.3. Measured throughput from 5 repeated experiments was consistent with an average
value of 30.38 Gbps.

The second scenario verified performance in the SC topology presented in section
7.1.2. The RYU controller was again launched with the simple switch 13.py default
module. Two types of data transfer were measured. In the first type, throughput
between SAP001 LAN and SER001 DTC was measured. This represented a relatively
short communication path via 3 hops (one-way). The second type measured throughput
between SAP001 LAN and STS002 HEY. This represented a longer communication
path via 5 hops (one-way) and the measured throughput was therefore slightly lower.
These two measured values were marked as the performance baseline.

SCPS Throughput

This scenario tested throughput performance of the SCPS application. The SC topology
was used as in the previous scenario, but the RYU was launched with the main module of
the SCPS (scps main module.py). Throughput was measured between the same devices
and the results are shown in the third part of Table 7.3. In order to measure throughput,
DoS and brute force protections had to be disabled. Otherwise, the application was
running under typical conditions and with default settings (1 second polling timer, web
application connected and running).

The results show consistent behaviour and very similar performance to the perfor-
mance baseline (26.5 vs. 27.1 and 25.1 vs. 23.6 Gbps). Even when compared to the
minimal topology, the performance is just slightly lower. It can therefore be concluded,
that the SCPS does not negatively influence the network performance.

Remark on Mininet Performance

Although Mininet is an emulator, its performance highly depends on the performance
of the machine it is running on. For the comparison, the same experiments as in the
previous sections (results in Table 7.3) were conducted on the following laptop device:

• CPU - Intel Core i7-3632QM, 4-Core, 2.20 GHz

• RAM - 8 GB, 1600 MHz

• Storage - Samsung SSD 850 EVO, 500 GB

160



• GPU - Intel HD Graphics 4000

• OS - Kubuntu 17.10

The VM could use all 4 CPU cores up to 100% utilization, and had dedicated 3 GB
of physical RAM. The average results from 5 experiments are the following (values in
brackets represent results from the primary machine):

1. H1 - H2 (minimal topology, default RYU): 15.08 Gbps (30.38 Gbps)

2. SAP - SER (SC topology, default RYU): 13.44 Gbps (27.12 Gbps)

3. SAP - STS (SC topology, default RYU): 11.94 Gbps (23.58 Gbps)

4. SAP - SER (SC topology, SCPS): 12.5 Gbps (26.52 Gbps)

5. SAP - STS (SC topology, SCPS): 12.36 Gbps (25.08 Gbps)

The results were also consistent, but as can be seen, they were about 50% lower,
than in the case of the primary machine. For consistency reasons, all the subsequent
tests were performed only on the primary machine.

7.5.2 SCPS Performance - Latency

The second test verified Mininet latency performance. Latency is defined as a time
interval between sending a message from a node A and receiving the message on a
node B. It is therefore measured one-way only. This experiment required use of a
traffic capturing tool to compare timestamps of messages on appropriate interfaces.
The Wireshark tool9 was chosen for this purpose. Because the end devices share the
same kernel and OS libraries, their time was synchronized. The precise time difference
(between sending and receiving a message) could therefore be detected.

Two experiments were conducted between the same devices as in the throughput
test. In the first scenario, the first interface was on the LAN1 switch, leading to
SAP001. The second interface was on the DTC switch, leading to SER001. In the
second scenario, the first interface was the same and the second interface was on the
HEY02 switch, leading to STS002.

Additionally, a RTT was also measured in these experiments, using output from
the ping tool. The results from the three first ICMP messages in both experiments are
shown in Table 7.4. The table shows separated times for request and reply messages,
and RTT measured by ping. In all cases, the OpenFlow rules were already present in
flow tables. As expected, the measured RTT is higher than the sum of request and reply
messages, because it includes a processing time on the queried device. A significantly
higher latency of the first message is caused by ARP, which translates the IP address
to MAC address.

7.5.3 SCPS Protection Modules Performance

This section verifies performance and behaviour of the two protection modules - DoS
and cross-layer. Testing of other modules was not necessary. Brute force protection
uses the same concept as DoS (only different time intervals and number of packets),
and firewall and secured nodes protections use manual flow rule creation.

9Available: https://www.wireshark.org/
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Table 7.4: SCPS Performance - Latency

Source - Destination, packet n. Request L. Reply L. RTT

SAP001 LAN - SER001 DTC, 1. 0.451 ms 0.166 ms 0.654 ms
SAP001 LAN - SER001 DTC, 2. 0.024 ms 0.006 ms 0.077 ms
SAP001 LAN - SER001 DTC, 3. 0.022 ms 0.006 ms 0.069 ms
SAP001 LAN - STS002 HEY, 1. 0.666 ms 0.268 ms 0.979 ms
SAP001 LAN - STS002 HEY, 2. 0.026 ms 0.009 ms 0.075 ms
SAP001 LAN - STS002 HEY, 3. 0.027 ms 0.010 ms 0.076 ms

DoS Protection Performance

This scenario verified the behaviour of the DoS protection module. The polling in-
terval was set to 1 second, so the DoS protection was checked every second. The
scenario measured transmitted data traffic between two end devices: SAP001 LAN
and SER001 DTC. The maximum amount of traffic was generated between them by
the iPerf tool.

The average amount of forwarded traffic between devices, before the protection was
triggered, was 4.218 GB (partial experiments measured: 4.13 GB, 9.77 GB, 2.72 GB,
1.43 GB, and 3.04 GB). This roughly corresponds to the maximum transfer rate of 30
Gbps, which can transfer about 3.75 GB (30 / 8) every second.

This traffic presents a significant amount and it might be too much to handle in
real SC scenarios. In that case, a more responsive solution has to be implemented.
One approach is to utilize a specialized hardware device. Another one would be a more
frequent polling, which would however increase the overhead.

Cross-layer Protection Performance

This scenario verified performance of proactive flow rule insertion (used in cross-layer
protection) and reactive flow rule insertion (used in normal forwarding). Cross-layer
protection, used in SCPS, created a virtual tunnel between all devices connected to
the LSS switch and SCADA server (SCD001 HPP). This connection was simulated by
connecting the SCADA server to a specific port of the LSS switch. The traffic therefore
had to cross only this single device.

In the first experiment, the virtual tunnel was created and IP-MAC mapping for
the specified traffic was manually inserted into both end devices by the following mod-
ification of the lan sc topology.py file:

scd001_hpp.cmdPrint('arp -s 10.7.8.1 00:00:00:00:00:61')

ses001_lss.cmdPrint('arp -s 10.8.10.1 00:00:00:00:00:73')

In the second experiment, the virtual tunnel was not created, but the manual IP-
MAC mapping was still set. The results of these experiments are shown in Table
7.5. It is clearly visible, that the latency and RTT are significantly lower in the case
of proactive flow rule insertion. This difference would be even more noticeable with
increased number of network hops. As RTT suggests, the biggest delay in reactive flow
rule insertion is caused by the controller processing. It is important to mention, that
this behaviour applies only to the first message of a flow. Performance of the following
messages is similar regardless if the tunnel is used or not.

The results also show, that the first packet latency and RTT is about 50% lower
than in latency testing in Table 7.4. This is due to the use of static IP-MAC mapping.
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Table 7.5: Cross-layer Protection Performance

Source - Destination, packet n. Request L. Reply L. RTT

Proactive flow rule insertion - virtual tunnel active
SES001 LSS - SCD001 HPP, 1. 0.200 ms 0.1 ms 0.34 ms
SES001 LSS - SCD001 HPP, 2. 0.014 ms 0.003 ms 0.057 ms
SES001 LSS - SCD001 HPP, 3. 0.014 ms 0.002 ms 0.056 ms

Reactive flow rule insertion - virtual tunnel not-active
SES001 LSS - SCD001 HPP, 1. 0.493 ms 0.0139 ms 9.52 ms
SES001 LSS - SCD001 HPP, 2. 0.001 ms 0.0004 ms 0.069 ms
SES001 LSS - SCD001 HPP, 3. 0.002 ms 0.0003 ms 0.068 ms

7.5.4 Verification Summary

The tests verified SCPS performance from several points of view. The system was
compared to the clean RYU controller running the most basic module (containing logic
of a simple L2 switch). The SCPS did not limit the performance by more than 2.2%,
which can be considered to be a measurement error.

The only problematic part is the DoS protection, which under specific conditions
can take more than one second to react. In that case, all the devices would be vulnerable
for this period. This might not be a problem for typical servers and PCs, but can easily
damage low performance SC nodes and sensors.

Solutions to this problem are not easy and they require either a combination of
SDN with traditional protection devices (IPS), tuning of the polling interval, or imple-
mentation of extremely restrictive forwarding. This could include transmitting of all
the protected flows via the controller. It would protect the end nodes, but on the other
hand, it would make the controller more vulnerable instead.
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8. Conclusion

The thesis introduced the concept of SDN, including its related technologies like NFV
and hybrid SDN, and the relevant area of SDN deployment - IoT and its sub-domains.
Analysis of the related work in this area revealed several potential gaps in the current
research. Security of IoT was identified as the area with the biggest potential for the
future research and was chosen as the main aim of this work. Because of the wide scope
of this area, it was narrowed to focus mostly on smart cities. They have demanding
security requirements, which are currently often ignored. The most important part and
the main contribution of the thesis is the proposed blueprint.

Proposed Blueprint

The thesis proposed the blueprint for effective deployment of SDN applications into
areas of IoT, specifically the area of smart cities. To my very best knowledge, the
blueprint of this scope has not yet been presented in any literature. In order to propose
this blueprint, several analyses have to be firstly conducted. These analyses covered
the theoretical background of SDN, IoT, and related work, as well as smart city archi-
tectures, protocols, and security issues.

The main contribution of the proposed blueprint is the step-by-step development
process of an SDN application into smart cities with focus on the security life cycle.
The process described, in detail, requirements for SDN applications, which were gath-
ered from the smart city analysis. All the requirements present an extensive list of
features, which a smart city application should aim to acquire. The blueprint then
described general protection steps against smart city security threats. Examples of
detailed implementation of these protections in SDN were included.

All real-world applications, which use the blueprint, should comply to the devel-
opment process. This process defines a step-by-step approach to effective deployment
of an application, with security in mind. Strong security is supported by the included
security life cycle methodology, which should be used in parallel with the development
process.

The requirement part of the development process can be modified, based on the
application needs. Typically, not all requirements have to be implemented in all sce-
narios and on the contrary, some additional requirements might be needed. Also, the
level of importance of selected requirements will vary based on the specific application
needs. The same applies for the protection against specific threats. They should be
implemented based on the target scenario.

Blueprint Verification

The blueprint was verified in a use case application of the Smart City Protection System
(SCPS). The application introduced an emulated topology of a fictitious smart city,
composed from 8 domains, 16 forwarding devices, and 41 IoT nodes.

The application itself was developed according to the blueprint’s development pro-
cess including specific parts from the security life cycle. The assessment phase allowed
identification of five of the most important protection mechanisms against common
threats. These protections included: DoS, brute force, cross-platform, traffic filtering,
and secured nodes. They defined the application scope identified in the first (planning)
phase.

The analysis phase identified requirements for the application - 15 of the proposed
requirements were implemented. These requirements were sufficient for the application
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demonstration. Most importantly, the implementation of most of the other require-
ments would not be possible, or would not have any benefits in the emulated envi-
ronment. This included mostly performance related criteria, reliability, and recovery.
Most of these requirements could be accomplished by use of a more advanced SDN
controller, which would however significantly complicate the application development.

The design phase then described the decision process about used SDN controller,
its architecture, used APIs, and choice of the application mode. Detailed structure of
the system was designed and presented in several UML diagrams, which were used in
the final implementation phase.

The key functionalities of the SCPS were tested and compared to the clean SDN
solution of RYU controller. The tests verified, that the SCPS with its modules does
not limit the network performance. The measured difference in performance was below
2.2%, which is negligible (especially in the given context). On the other hand, reaction
times of the DoS module can be insufficient and additional means of protection might
be necessary. The main advantage of the SDN solution remains - the application can
provide at least a certain degree of protection at no additional cost. If a more advanced
protection is needed, a dedicated specialized device can be integrated into the network
and it can combine its functionality with the SDN application.

SCPS Remarks

The main purpose of the SCPS was to verify the proposed blueprint. For this reason,
some parts were considerably simplified. This included both the network topology
and application functionality. The network was designed as a flat network, so it did
not use subnetting. Therefore, the system could omit routing. Otherwise, a more
advanced controller module with this functionality, would have to be used. Moreover,
redundant links were blocked, so a loop protection technique was not needed. Finally,
the system performed only a limited scope of specifically given functionalities. This
mainly applied to the web application interface, which contained many demonstration-
only UI elements. Some of the modules also had limited functionalities, especially in
terms of configuration abilities. Only general settings could be configured from the
application and all granular changes had to be done in the main module code (by
changing constants). Probably the most notable limitation was functionality of the
firewall module, which behaved as a simple ACL and supported only filtering based on
source and destination MAC addresses.

The simplification of the application was done mostly due to time constraints. Even
while the RYU controller is one of the simpler ones, development of an application of
similar scope can become tedious (especially if it is done by a single person). The
development was significantly sped up by the proposed blueprint, but it still presented
a major challenge.

Real Experiences from Using Blueprint

The blueprint was complexly verified during the entire development process of the
SCPS. Firstly, the provided step-by-step development process significantly simplified
the application development. This was true even while not all the process steps were
needed, as the SCPS served only for demonstration and verification purposes.

Secondly, the list of application requirements proposed by the blueprint, allowed in-
stant use of these requirements in the application development. This greatly shortened
the analysis phase. Without this list, similar requirements would have to be gathered
by several time consuming methods. Moreover, in the use case application, some of
these methods (interviews with users) would not be applicable.
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The list of protection methods (and their implementation in SDN), also greatly
reduced the development time as the implementation of these features did not require
performing of additional activities from the analysis and design phases. From 14 de-
scribed protections, 5 were implemented into the SCPS. From the verification and
testing procedures, it is clear, that these protections can enhance the security of smart
city networks.

Although the SCPS could not verify all the aspects of the blueprint (as probably no
single application will), the verified parts greatly helped in the application development.
The blueprint provided clear scopes for the application, and reduced the development
time.

Future Work

The main contribution of the thesis - the proposed blueprint was completed and cur-
rently does not require significant extensions. The validity of the blueprint should
last, unless the smart city, or SDN concepts significantly change their architectures.
This could potentially happen in the SDN area with the introduction of a new ap-
proach to complete network programmability. This could be achieved by P4, or by
a new generation of OpenFlow. Assuming, that such a version will come (OpenFlow
2.0), it is expected, that it will no longer contain any fixed fields, but that it will be
completely flexible. This would allow the full programmability of forwarding devices.
These technologies could make the current SDN obsolete and incompatible with new
approaches.

The SCPS is also in a usable state for its current purpose. If the application should
be deployed in a real smart city, it would require a significant extension. This could
however, be achieved effectively, as the application conformed to the best practices
proposed in the blueprint. For example, security modules could be easily added or
modified, without influencing other parts of the application. Probably the biggest
concern in the real world deployment would be the selected controller architecture.
RYU does not support distributed architecture, which would significantly limit the
system reliability. Portability of the application to a more advanced controller would
therefore be necessary. While the web part of the application could easily handle this
transition, the controller part would have to be rewritten.

In summary, the blueprint fulfilled its role and the SCPS provided its verification.
This was the application’s main goal and, as such, was accomplished. The application
was not designed to be deployed in a real smart city scenario.

Nevertheless, it is important to mention, that no SDN solution (nor any other
technology) can ensure 100% protection to the entire smart city network. The biggest
advantage of an SDN solution is, that it can provide some level of protection at almost
no additional cost (assuming that SDN is already implemented in the network) - the
implementation requires only the appropriate software modification.
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Attachments

Attachment A - SC Topology Script

This attachment shows the complete Python script, which creates the topology of the
use case Lancaster Smart City.

#!/usr/bin/python

from mininet.net import Mininet

from mininet.node import RemoteController, Host, OVSKernelSwitch

from mininet.cli import CLI

from mininet.log import setLogLevel, info

def myNetwork():

net = Mininet( topo=None,

build=False,

ipBase='10.0.0.0/8')

info( '*** Adding controller\n' )

cont=net.addController(name='lan_cont',

controller=RemoteController,

ip='127.0.0.1',

protocol='tcp',

port=6633)

info( '*** Add switches\n')

dtc1s = net.addSwitch('DTC1S', cls=OVSKernelSwitch, dpid='1')

lan1s = net.addSwitch('LAN1S', cls=OVSKernelSwitch, dpid='2')

lan2s = net.addSwitch('LAN2S', cls=OVSKernelSwitch, dpid='3')

lan3s = net.addSwitch('LAN3S', cls=OVSKernelSwitch, dpid='4')

mor1s = net.addSwitch('MOR1S', cls=OVSKernelSwitch, dpid='5')

mor2s = net.addSwitch('MOR2S', cls=OVSKernelSwitch, dpid='6')

mor3s = net.addSwitch('MOR3S', cls=OVSKernelSwitch, dpid='7')

hey1s = net.addSwitch('HEY1S', cls=OVSKernelSwitch, dpid='8')

hey2s = net.addSwitch('HEY2S', cls=OVSKernelSwitch, dpid='9')

hey3s = net.addSwitch('HEY3S', cls=OVSKernelSwitch, dpid='A')

sco1s = net.addSwitch('SCO1S', cls=OVSKernelSwitch, dpid='B')

sco2s = net.addSwitch('SCO2S', cls=OVSKernelSwitch, dpid='C')

sco3s = net.addSwitch('SCO3S', cls=OVSKernelSwitch, dpid='D')

hwf1s = net.addSwitch('HWF1S', cls=OVSKernelSwitch, dpid='E')

lss1s = net.addSwitch('LSS1S', cls=OVSKernelSwitch, dpid='F')

hpp1s = net.addSwitch('HPP1S', cls=OVSKernelSwitch, dpid='10')

info( '*** Add hosts\n')

ser001_dtc = net.addHost('SER001_DTC', cls=Host, ip='10.1.0.1', mac='00:00:00:00:00:01')

ser002_dtc = net.addHost('SER002_DTC', cls=Host, ip='10.1.0.2', mac='00:00:00:00:00:02')

sap001_lan = net.addHost('SAP001_LAN', cls=Host, ip='10.2.1.1', mac='00:00:00:00:00:11')

sip001_lan = net.addHost('SIP001_LAN', cls=Host, ip='10.2.2.1', mac='00:00:00:00:00:12')

stl001_lan = net.addHost('STL001_LAN', cls=Host, ip='10.2.3.1', mac='00:00:00:00:00:13')

stl002_lan = net.addHost('STL002_LAN', cls=Host, ip='10.2.3.2', mac='00:00:00:00:00:14')

sip002_lan = net.addHost('SIP002_LAN', cls=Host, ip='10.2.2.2', mac='00:00:00:00:00:15')

sap002_lan = net.addHost('SAP002_LAN', cls=Host, ip='10.2.1.2', mac='00:00:00:00:00:16')

sap003_lan = net.addHost('SAP003_LAN', cls=Host, ip='10.2.1.3', mac='00:00:00:00:00:17')

stl003_lan = net.addHost('STL003_LAN', cls=Host, ip='10.2.3.3', mac='00:00:00:00:00:18')

stl001_mor = net.addHost('STL001_MOR', cls=Host, ip='10.3.3.1', mac='00:00:00:00:00:21')

sps001_mor = net.addHost('SPS001_MOR', cls=Host, ip='10.3.4.1', mac='00:00:00:00:00:22')

sps004_mor = net.addHost('SPS004_MOR', cls=Host, ip='10.3.4.4', mac='00:00:00:00:00:23')

evs001_mor = net.addHost('EVS001_MOR', cls=Host, ip='10.3.5.1', mac='00:00:00:00:00:24')

stl002_mor = net.addHost('STL002_MOR', cls=Host, ip='10.3.3.2', mac='00:00:00:00:00:25')

sps002_mor = net.addHost('SPS002_MOR', cls=Host, ip='10.3.4.2', mac='00:00:00:00:00:26')

evs002_mor = net.addHost('EVS002_MOR', cls=Host, ip='10.3.5.2', mac='00:00:00:00:00:27')

sps003_mor = net.addHost('SPS003_MOR', cls=Host, ip='10.3.4.3', mac='00:00:00:00:00:28')

sip001_hey = net.addHost('SIP001_HEY', cls=Host, ip='10.4.2.1', mac='00:00:00:00:00:31')

sts001_hey = net.addHost('STS001_HEY', cls=Host, ip='10.4.7.1', mac='00:00:00:00:00:32')
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sls001_hey = net.addHost('SLS001_HEY', cls=Host, ip='10.4.6.1', mac='00:00:00:00:00:33')

sip002_hey = net.addHost('SIP002_HEY', cls=Host, ip='10.4.2.2', mac='00:00:00:00:00:34')

sts002_hey = net.addHost('STS002_HEY', cls=Host, ip='10.4.7.2', mac='00:00:00:00:00:35')

sls002_hey = net.addHost('SLS002_HEY', cls=Host, ip='10.4.6.2', mac='00:00:00:00:00:36')

sls003_hey = net.addHost('SLS003_HEY', cls=Host, ip='10.4.6.3', mac='00:00:00:00:00:37')

sls004_hey = net.addHost('SLS004_HEY', cls=Host, ip='10.4.6.4', mac='00:00:00:00:00:38')

sls001_sco = net.addHost('SLS001_SCO', cls=Host, ip='10.5.6.1', mac='00:00:00:00:00:41')

ses001_sco = net.addHost('SES001_SCO', cls=Host, ip='10.5.8.1', mac='00:00:00:00:00:42')

sls002_sco = net.addHost('SLS002_SCO', cls=Host, ip='10.5.6.2', mac='00:00:00:00:00:43')

sls003_sco = net.addHost('SLS003_SCO', cls=Host, ip='10.5.6.3', mac='00:00:00:00:00:44')

sts001_sco = net.addHost('STS001_SCO', cls=Host, ip='10.5.7.1', mac='00:00:00:00:00:45')

sts002_sco = net.addHost('STS002_SCO', cls=Host, ip='10.5.7.2', mac='00:00:00:00:00:46')

sls004_sco = net.addHost('SLS004_SCO', cls=Host, ip='10.5.6.4', mac='00:00:00:00:00:47')

ses002_sco = net.addHost('SES002_SCO', cls=Host, ip='10.5.8.2', mac='00:00:00:00:00:48')

ctv001_hwf = net.addHost('CTV001_HWF', cls=Host, ip='10.6.9.1', mac='00:00:00:00:00:51')

ctv002_hwf = net.addHost('CTV002_HWF', cls=Host, ip='10.6.9.2', mac='00:00:00:00:00:52')

ses001_lss = net.addHost('SES001_LSS', cls=Host, ip='10.7.8.1', mac='00:00:00:00:00:61')

ses002_lss = net.addHost('SES002_LSS', cls=Host, ip='10.7.8.2', mac='00:00:00:00:00:62')

ctv001_hpp = net.addHost('CTV001_HPP', cls=Host, ip='10.8.9.1', mac='00:00:00:00:00:71')

ctv002_hpp = net.addHost('CTV002_HPP', cls=Host, ip='10.8.9.2', mac='00:00:00:00:00:72')

scd001_hpp = net.addHost('SCD001_HPP', cls=Host, ip='10.8.10.1', mac='00:00:00:00:00:73')

info( '*** Add links\n')

net.addLink(dtc1s, lan2s)

net.addLink(dtc1s, mor3s)

net.addLink(dtc1s, hey1s)

net.addLink(dtc1s, sco1s)

net.addLink(dtc1s, hwf1s)

net.addLink(dtc1s, lss1s)

net.addLink(dtc1s, hpp1s)

net.addLink(ser001_dtc, dtc1s)

net.addLink(ser002_dtc, dtc1s)

net.addLink(lan1s, lan2s)

# net.addLink(lan1s, lan3s)

net.addLink(lan2s, lan3s)

net.addLink(sap001_lan, lan1s)

net.addLink(sip001_lan, lan1s)

net.addLink(stl001_lan, lan1s)

net.addLink(stl002_lan, lan1s)

net.addLink(sip002_lan, lan2s)

net.addLink(sap002_lan, lan2s)

net.addLink(sap003_lan, lan3s)

net.addLink(stl003_lan, lan3s)

# net.addLink(mor1s, mor2s)

net.addLink(mor1s, mor3s)

net.addLink(mor2s, mor3s)

net.addLink(stl001_mor, mor1s)

net.addLink(sps001_mor, mor1s)

net.addLink(sps004_mor, mor1s)

net.addLink(evs001_mor, mor1s)

net.addLink(stl002_mor, mor2s)

net.addLink(sps002_mor, mor2s)

net.addLink(evs002_mor, mor3s)

net.addLink(sps003_mor, mor3s)

net.addLink(hey1s, hey2s)

net.addLink(hey1s, hey3s)

# net.addLink(hey2s, hey3s)

net.addLink(sip001_hey, hey1s)

net.addLink(sts001_hey, hey1s)

net.addLink(sls001_hey, hey1s)

net.addLink(sip002_hey, hey2s)

net.addLink(sts002_hey, hey2s)

net.addLink(sls002_hey, hey2s)

net.addLink(sls003_hey, hey3s)

net.addLink(sls004_hey, hey3s)

189



net.addLink(sco1s, sco2s)

net.addLink(sco1s, sco3s)

# net.addLink(sco2s, sco3s)

net.addLink(sls001_sco, sco1s)

net.addLink(ses001_sco, sco1s)

net.addLink(sls002_sco, sco2s)

net.addLink(sls003_sco, sco2s)

net.addLink(sts001_sco, sco2s)

net.addLink(sts002_sco, sco3s)

net.addLink(sls004_sco, sco3s)

net.addLink(ses002_sco, sco3s)

net.addLink(ctv001_hwf, hwf1s)

net.addLink(ctv002_hwf, hwf1s)

net.addLink(ses001_lss, lss1s)

net.addLink(ses002_lss, lss1s)

net.addLink(ctv001_hpp, hpp1s)

net.addLink(ctv002_hpp, hpp1s)

net.addLink(scd001_hpp, lss1s) # Virtual tunnel link

info( '*** Starting network\n')

net.build()

info( '*** Starting controllers\n')

for controller in net.controllers:

controller.start()

info( '*** Starting switches\n')

net.get('DTC1S').start([cont])

net.get('LAN1S').start([cont])

net.get('LAN2S').start([cont])

net.get('LAN3S').start([cont])

net.get('MOR1S').start([cont])

net.get('MOR2S').start([cont])

net.get('MOR3S').start([cont])

net.get('HEY1S').start([cont])

net.get('HEY2S').start([cont])

net.get('HEY3S').start([cont])

net.get('SCO1S').start([cont])

net.get('SCO2S').start([cont])

net.get('SCO3S').start([cont])

net.get('HWF1S').start([cont])

net.get('LSS1S').start([cont])

net.get('HPP1S').start([cont])

info( '*** Post configure switches and hosts\n')

ctv001_hwf.cmdPrint('ifconfig CTV001_HWF-eth0 inet6 add fc00::1/64')

ctv002_hwf.cmdPrint('ifconfig CTV002_HWF-eth0 inet6 add fc00::2/64')

ctv001_hpp.cmdPrint('ifconfig CTV001_HPP-eth0 inet6 add fc00::11/64')

ctv002_hpp.cmdPrint('ifconfig CTV002_HPP-eth0 inet6 add fc00::12/64')

ser001_dtc.cmdPrint('ifconfig SER001_DTC-eth0 inet6 add fc00::99/64')

CLI(net)

net.stop()

if __name__ == '__main__':

setLogLevel( 'info' )

myNetwork()
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Attachment B - SCPS Workflow

This attachment explains the main workflow of the SCPS.
1. Initialization of a new thread for statistics polling:

#File: scps_main_module.py, Class: MainSCPSModule

def __init__(self, *args, **kwargs):

#... omitted ...

fd_poller = FDPoller() #Thread for periodic polling of information from switches

poller_thread = Thread(target=fd_poller.run, args=(self.SWITCH_POLL_TIMER,

self.datapath_dict))

poller_thread.start()

2. Periodical sending of queries (flow statistics requests) to switches:

#File: fd_poller.py, Class: FDPoller

#The main function of the thread - periodically calls request in the defined interval

def run(self, poll_time, datapath_dict):

while True:

for dpid, datapath in datapath_dict.iteritems():

self.send_flow_stats_request(datapath)

time.sleep(poll_time)

#Function sends a FlowStatsRequest message for the content of flow table

def send_flow_stats_request(self, datapath):

ofp = datapath.ofproto

ofp_parser = datapath.ofproto_parser

cookie = cookie_mask = 0

match = ofp_parser.OFPMatch() #Empty match = request for the entire flow table

req = ofp_parser.OFPFlowStatsRequest(datapath, 0, ofp.OFPTT_ALL, ofp.OFPP_ANY,

ofp.OFPG_ANY, cookie, cookie_mask, match)

datapath.send_msg(req)

3. The function for processing received statistics replies:

# File: scps_main_module.py, Class: MainSCPSModule

#Handler declaration for OpenFlow StatsResponse messages

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)

def _flow_stats_reply_handler(self, ev):

datapath = ev.msg.datapath

flows = []

for stat in ev.msg.body:

flowdict = {} #Preparation of a new entry into flow dictionary

flowdict['table_id'] = stat.table_id

flowdict['priority'] = stat.priority

flowdict['duration_sec'] = stat.duration_sec

flowdict['idle_timeout'] = stat.idle_timeout

flowdict['packet_count'] = stat.packet_count

flowdict['match'] = str(stat.match)

flowdict['instructions'] = str(stat.instructions)

flowdict['dos_limit'] = self.DoS_PROTECTION_PPS_HIGH

flowdict['bf_limit'] = self.BF_PROTECTION_PP10S

#Custom format of a match (parsed from the string):

flowdict['matchdict'] = self._create_match_dict(str(stat.match))

#Check if the flow already exists

previous_flowdict = self._flow_exists(datapath.id, flowdict)

if previous_flowdict != 0:

#Flow already exists, so the statistics will be saved

flowdict = self._add_packet_count_history(previous_flowdict, flowdict)

flows.append(flowdict)

self.flow_tables_dict[datapath.id] = flows #Save the new flow

#Protection modules functions:

self._dos_protection(ev.msg)

self._brute_force_protection(ev.msg)
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4. Initialization of the REST API class and definition of the function, which returns
the flow table for the switch specified in the dpid argument:

#File: scps_main_module.py, Class: SCPRestAPI

class SCPRestAPI(ControllerBase):

def __init__(self, req, link, data, **config):

super(SCPRestAPI, self).__init__(req, link, data, **config)

self.sc_app = data[SC_REST_INSTANCE]

#Function listens on URL: /sc/flows/{dpid} for HTML requests

@route('sc', URL_FLOWS, methods=['GET'], requirements={})

def list_flows(self, req, **kwargs):

dpid = kwargs['dpid'] #Switch DPID from the HTML request argument

flows = self.sc_app.get_flows(dpid)

if flows == 0:

return Response(status=404)

body = json.dumps(flows) #Data is encoded into JSON format

return Response(content_type='application/json', body=body)

5. Function of the web application, which is executed, when the URL: ”/dos monito-
ring” is accessed. The function sends a URL request to the REST API of the main
module (”/sc/flows” with the dpid of the first switch). A successful result will render
the dos protection.html web page.

#File: scps_web_app.py, Web application (no class)

URL_FLOWS = "/sc/flows/"

#... omitted ...

@app.route('/dos_monitoring')

def dos_monitoring():

data = get_data_from_connection_GET(URL_FLOWS + '0000000000000001')

if data == -1:

return render_template('page-error-500.html')

else:

return render_template('dos_protection.html', data=data,

nodes=getConnectedNodes(data), topo=sc_lan_topo)

6. Examples of returned data usage in a html file.

#File: dos_protection.html, Web application (no class)

<td>

{% if flowrule['priority'] == 8 %}

<div class="color-danger"> DoS attack detected! Blocking the traffic! </div>

{% elif flowrule['packet_count_history']|length == 10 %}

{% if ((flowrule['packet_count_history'][9] - flowrule['packet_count_history'][8]) /

flowrule['dos_limit'] * 100) > 75 %}

<div class="color-warning">Unusual traffic detected! Utilization over 75%. </div>

{% else %}

The device is working correctly.

{% endif %}

{% endif %}

</td>

... omitted ...

<td><span>

{{ topo[flowrule['matchdict']['eth_src']][1] }}

</span></td>
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