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ANOTACE

Bakalafska prace se zaméfuje na diagnosticky nastroj Wireshark ajeho vyuziti v praxi.
Nejprve je predstaven tvod do ISO/OSI modelu sité, poté jsou rozebrany protokoly, se
kterymi se pracovalo V praktické casti. Nasleduje kapitola obsahujici manual Kk pouZiti
programu. Druhou polovinou préace je prakticka cast, ve které jsou popsany situace z praxe

a jejich zobrazeni, ptipadn¢ feSeni ve Wiresharku.

KLICOVA SLOVA

Wireshark, ISO/OSI, paket, analyza, po¢itacova sit’

TITLE

Packet analysis using Wireshark

ANNOTATION

Bachelor thesis is focused on the Wireshark diagnostic tool and its use in practice. First there
is an introduction to ISO/OSI model of the network then protocols used in practical part are
discussed. Following chapter contains a program manual. The second half of the thesis is
practical part, which describes practical situations, their representation, or solution
in Wireshark.

KEYWORDS

Wireshark, ISO/OSI, packet, analysis, network
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UvVoD

PocitaCové sité jsou dnes vétSinou velmi rozsahlé a s vyvojem technologii se zvysuje jejich
slozitost @ moznosti. Je proto dilezité mit sit’ stabilni a spolehlivou. Monitorovani a analyza
se tak staly dulezitou soucasti realizace a udrzby sité. Diky mnozstvi a kvalit€¢ monitorovacich

nastrojli jsou odbornici na toto téma cenéni, protoze se nejedna 0 jednoduché zalezitosti.

Monitorovaci nastroje jsou vhodné nejen pro testovani, zda je realizovana sit’ v poradku,
ale také pro pribézné kontroly, zjistovani vypadku prvki nebo tfeba pro nelegalni ¢innosti.

Ziskané informace se daji vyzivat mnoha zptsoby.

Na zacatku prace je kapitola 0 sitovém modelu ISO/OSI. Model je zde popsan z divodu
lepsiho piehledu o tom, jak funguje komunikace po siti. Rozdéleni komunikace na vrstvy také

zjednodusSuje piedstavu 0 funkcich a vyuziti jednotlivych protokola.

Nasleduje kapitola s rozepsanymi podrobnostmi 0 protokolech. Z obrovského mnozstvi jsou
vybrany ty protokoly, se kterymi se pracuje V praktické Casti prace. Je zde popsana jejich

funkénost i jednotlivé bity, ze kterych se sklada jejich hlavicka.

Ctvrta kapitola je zamdfena nabezpetnost siti ajsou zde popsany nékteré zakladni

monitorovaci nastroje.

Kapitola Wireshark pfedstavuje manual pro praci Stimto programem. Kromé zakladnich
informaci je zde vysvétleni vétSiny pouzivanych funkci. Informace jsou podlozeny

ptiloZenymi obrazky pro lepsi predstavu.

Druhou polovinou prace je kapitola Prakticka c¢ast, kde jsou realizovany nékteré ptiklady

znazoriujici praci S programem. Pfiklady jsou vybrany z praxe se zaméfenim na odhaleni

vvvvvv
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1 CIL PRACE

Cilem je tivod do monitorovani pfenosu dat po siti. Tato prace slouzi zaroven jako navod
pro pouzivani programu Wireshark, protoze obsahuje jeho kompletni popis S vysvétlenim
funkci auvadi praktickou ukazku pouziti. Ukazky zobrazuji zakladni provoz sité
s nejCastéjSimi protokoly, se kterymi se lze bézné setkat. Jsou zde zobrazeny ukazky
monitorovani V piipadé probléml nefunk¢nosti sit¢ nebo nékteré z utoku, které lze pomoci

Wiresharku bud’ odhalit, nebo ukazat jejich moznosti.

13



2 MODEL ISO/OSI

Obecny popis

Model ISO/OSI je abstraktni model rozdé¢leni sité, kde se v kazdé vrstvé odesilany paket

zapouzdii spolu s informacemi dodavanymi danou vrstvou. Celkové se jedna o sedm vrstev:

fyzicka vrstva,
linkova vrstva,
sitova vrstva,
transportni vrstva,
relacni vrstva,
prezentacni vrstva,

aplika¢ni vrstva.

Tento model je pouze doporucenim organizace ISO anemusi byt striktn€ dodrzovan

pti vyvoji jednotlivych protokolu. Existuje jesté model TCP/IP, jenz vychazi z ISO/OSI. Ten

je vsak vice flexibilni, protoze spojuje nékteré vrstvy do jedné. Vice na nasledujicim obrazku:

ISO/0OSI TCP/IP
Aplikacni

e 4

Prezentadni| Aplikacni

Relacni

Transportni| Transportni

Sitova Sitova
Linkova Sitrﬂ'\fé
Fyzicka rozhrani

Obrazek 1 — Porovnani modelu

Fyzicka vrstva

Nejnizsi vrstvou ISO/OSI modelu je fyzicka vrstva. Na této tirovni se fesi fyzicky prenos dat

pfes pienosova média. Vrstva definuje typy pouzitych kabell, bezdratovy pfenos, ze zatizeni

to jsou predevsim rozbocovace (hub), opakovace (repeater) nebo sitové adaptéry. Dulezitou

soucasti vrstvy jsou i technologie konverze digitalniho signalu na analogovy a nazpét nebo

14



kédovani. Nejsou zde pouzivané protokoly, pouze standardy pro kabeldz, bezdratovy ptenos,

koncovky, atd.

Linkova vrstva

Hlavnim Géelem vrstvy je adresovani mezi fyzicky propojenymi zafizenimi pomoci MAC
adres pouzivanych jako identifikatory jednotlivych zafizeni. K paketu jsou adresy pfipojené
informacemi v hlaviéce aV patice je kontrolni soucet (CRC) potiebny pro kontrolu
spravnosti prenesenych dat. Linkovymi zafizenimi vrstvy jsou mosty (bridge) a piepinace

(switch). Typickymi protokoly jsou Ethernet, Token Ring, FDDI, AppleTalk, PPP.

Sitova vrstva

Sitova vrstva je zodpovédnd za smérovani dat mezi sitémi a pouziva logické adresovani mezi
odesilateli a pfijemci. Vrstva paketu ptidava hlavicku obsahujici adresy a dalsi informace.
Soucasti vrstvy jsou i technologie rozdélovani dat mezi jednotlivé pakety a detekce chyb.

O tyto sluzby se staraji smérovace (router). Typickymi protokoly jsou IP, RIP, ICMP, ARP.

Transportni vrstva

Tato vrstva poskytuje pienosové sluzby niz§im vrstvam tak, aby data mohla byt spolehlivé
pfenesena piijemci. Spojeni se navazuje mezi porty aplikaci. Vrstva se dale stara 0 segmentaci
dat, tedy rozdé€leni velkych paketli na mensi. Pfidava paketu hlavi¢ku pouzitého pfenosového
protokolu. Na této vrstvé operuji firewally nebo proxy servery. Transportnimi protokoly jsou

UDP, TCP, SPX.

Relacni vrstva

Protokoly na rela¢ni vrstvé nastavuji a udrzuji spojeni mezi pocitaci. To je dilezité predevsim
pii posilani vétsiho mnozstvi dat najednou. Typickymi protokoly jsou NetBIOS, SAP, SDP,
NWLink.

Prezentacni vrstva
Prezentacni vrstva koduje a dekoduje data, aby mohla byt odeslana pfijemci, a zaroven
umoziuje Sifrovani. K datim pridava informaci o typu souboru a jeho velikosti. Mezi mnoha

protokoly na prezentacni vrstvé Ize najit naptiklad ASCII, MPEG, JPEG nebo MIDI.

Aplikacni vrstva

Nejvyssi vrstvou se rozumi aplikacni vrstva, tedy rozhrani pro uzivatele, jedina vrstva, kterou

uzivatel doopravdy vidi. Typickymi protokoly jsou HTTP, SMTP, FTP, telnet.

15



3 PROTOKOLY

Protokol je standardizovand forma dat posilanych positi. Existuje mnoho variant,

od jednoduchych po slozité, kazdy vsak slouzi svému tcelu.

3.1 ARP

ARP (Address Resolution Protocol) je protokol linkové vrstvy. Pouziva se piinachéazeni
MAC adres ostatnich zafizeni v podsiti. ARP dotaz s informacemi o odesilateli je posilan

na broadcast a hledané zatfizeni mu odpovida ARP odpovédi s informacemi 0 sobé.
Protokol obsahuje:

e 0-15. bit — hardwarovy typ,

e 16-31. bit — protokolovy typ,

e 32-39. bit — délka hardwarové adresy,

e 40-47. bit — délka protokolové adresy,

e 48-63. bit — typ operace (zadost/odpoved’).

e 64-107. bit — MAC adresa odesilatele,

e 108-139. bit — protokolova adresa odesilatele,

e 140-187. bit — MAC adresa piijemce (v Zadosti je ignorovano),
e 188-219. bit — protokolova adresa adresata.

3.2 ICMP

ICMP (Internet Control Message Protocol) je protokol sitové vrstvy pouzivany piedev§im
pro informovani 0 problému chybovymi zpravami nebo pro zjisténi dostupnosti néstrojem

ping. Je definovany v RFC 792.
ICMP zpréva se zapouzdiuje IP paketem, ktery chybovou zpravu vyvolal.
Protokol obsahuje:

e 0-7.bit—typ ICMP zpravy,

e 8-15. bit — kod ICMP zpravy upiesiujici typ problému,

e 16-31. bit — kontrolni soucet.

ICMPV6
ICMPvV6 (Internet Control Message Protocol for IPv6) je obdoba ICMP s nékolika rozdily.

Hlavnim rozdilem je, Ze je vyuZivan protokolem IPv6 oproti predchozimu.

Hlavicka protokolu zlstava stejné jako u predchozi verze.
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3.3 DHCP

DHCP (Dynamic Host Configuration Protocol) je protokol aplikaéni vrstvy pouzivany

pro automatickou konfiguraci IP adres klientll z volnych nabidek rozsahu DHCP serveru.

Protokol obsahuje:

0-7. bit — typ DHCP zpravy (pozadavek/odpovéd),
8-15. bit — typ hardwarového spojeni,

16-23. bit — délka hardwarové adresy,

24-31. bit — bity pro relay agenty (uzly mezi dhpc serverem a klientem),
32-63. bit — identifika¢ni ¢islo DHCP zpravy,
64-79. bit — doba zadosti klienta o0 adresu,

80-95. bit — ptiznaky,

96-223. bit — ¢tyfi sekce pro adresy,

224-351. bit — hardwarova adresa klienta,

352-863. bit — nazev serveru,

864-1887. bit — nazev bootovaciho souboru,

nepovinné parametry.

DHCPv6
DHCPv6 (Dynamic Host Configuration Protocol for IPv6) je obdoba DHCP pro IPv6. Mezi

rozdily patii zasilani zadosti 0 adresu na multicast (vice adresatl) misto broadcastu (vSichni

dostupni) nebo moznost vice adres na jedno rozhrani.

3.4 DNS

DNS (Domain Name System) je protokol aplika¢ni vrstvy vyuzivany pro vyménu informaci

mezi klientem a DNS serverem. Informacemi je myslen pteklad IP adres na jejich doménova

jména a naopak.

Protokol obsahuje:

0-15. bit — identifikace,

16. bit — priznak urcujici, jestli se jedna 0 pozadavek nebo odpoveéd,
17-20. bit — typ DNS zpravy,

21-27. bit — riizné jedno-bitové ptiznaky,

28-31. bit — navratovy kod,

17



e 32-95. bit — ¢tyfi stejné velké sekce s poctem pozadavki a odpoveédi,
o dalsi bity — ¢tyii sekce S daty pozadavkia a odpovédi.
35 HTTP

HTTP (Hypertext Transfer Protocol) je protokol aplikacni vrstvy pienaSejici webova data

ve formatu html. Vyssi verze umi pienaset jakakoliv data.

HTTP se déli na dva typy a to HTTP request (pozadavek) a HTTP response (odpovéd). Klient
odesila pozadavek s dotazovaci metodou, kterd urcuje, zda chece uzivatel data stahnout, nahrat
smazat nebo néco jiného. Po obdrzeni pozadavku odesild server odpovéd’ s kédem (napt. 200

pro uspéch nebo chybovy kdéd zacinajici Cislem 4).

3.6 IPvV4
IPv4 (Internet Protocol version 4) je protokol sitové vrstvy pro smérovani paketi. Protokol se
nestara 0 spolehlivé doruceni, pouze o0 piiblizeni dat svému cili. Skladd se z hlavicky

a odesilanych dat.
Protokol obsahuje:

e 0-3. bit — verze protokolu,
e 4-7. bit — délka hlavicky,
e 8-15. bit — typ sluzby,
e 16-31. bit — celkova délka paketu,
e 32-47. bit — identifika¢ni hodnota,
e 48-50. bit — fragmentacni pfiznaky,
e 51-63. bit — potadi fragmentu,
e 64-71. bit—TTL,
e 72-79. bit — typ nasledujiciho vnitiniho protokolu,
e 80-95. bit — kontrolni soucet hlavicky,
e 96-127. bit — zdrojova adresa
e 128-159. bit — cilova adresa,
e nepovinné parametry.
IPVv6
IPv6 (Internet Protocol version 6) je rozsifeni IPv4. Rozdil je pfedevsim V rozsiteni hlavicky

v oblasti adres.

18



Protokol obsahuje:

e 0-3. bit — verze protokolu,

e 4-11. bit — tfida provozu,

e 12-31. bit — tabulka toku,

o 32-47. bit — délka dat,

e 48-55. bit — typ nasledujiciho vnitiniho protokolu,
e 56-63. bit — limit skokt (TTL),

e 64-191. bit — zdrojova adresa,

e 192-319. bit — cilova adresa.

3.7 TCP
TCP (Transmission Control Protocol) je protokol transportni vrstvy. Tento protokol se
pouziva na vytvoreni spojeni mezi dvéma zafizenimi. Zaroveil garantuje spolehlivy pienos

a také doruceni fragmentt ve spravném potadi.
Protokol obsahuje:

e 0-15. bit — zdrojovy port,

e 16-31. bit — cilovy port,

e 32-63. bit — ¢islo fragmentu,

e 64-95. bit — ¢islo nasledujiciho fragmentu,
e 96-99. bit — pocatecni bit dat v paketu,

e 100-105. bit — rezervovano,

e 106-111. bit — ovladaci bity,

e 112-127. bit — okno,

e 128-145. bit — kontrolni soucet,

e 146-161. bit — ukazatel na prioritni data,
e nepovinné parametry,

e (ata.
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4 BEZPECNOST

¢ast uzivatelu.

Monitorovani a analyza

Zakladem kontroly bezpecnosti je monitorovani sit¢. Monitorovanim a analyzou Ize objevit

vetsinu moznych chyb a bezpecnostnich dér.

Software

Pro kontrolu provozu nasiti existuje mnoho nastroji. Zde jsou uvedeny nejpouzivanéjsi

alternativy k Wiresharku.

Tcpdump

Tcpdump je nastroj bézici na ptikazové fadce. Umoznuje zachytavani a zobrazovani obsahu
TCP/IP ajinych paketi podle zadaného filtru. Je funkéni na opera¢nich systémech UNIX
i Windows (verze WinDump). B&zné se vyuziva pro analyzu poéitacovych siti, jejich chovani

a vykon a také aplikaci komunikujicich po siti.

Netcat

Netcat Cte a zapisuje data prochazejici skrz sitovou komunikaci, pouzivajici TCP/IP protokol.
Jedna se o utilitu navrzenou tak, aby mohla byt vyuzivana jinymi programy a skripty. Nastroj
dokaze vytvofit mnoho riznych typl spojeni, staci jen nastavit pozadované parametry. TO je

zajisténo pouzitim tunelového modu. Podporuje operacni systémy UNIX.

Ettercap

Ettercap simuluje Man in the middle utok, coz znamena, ze Se uvniti sit¢ nachazi zatizeni,
které zachytava, Cte apifeposila data spravnému adresitovi. Toho lze dosahnout
promiskuitnim rezZimem (vlastnosti sitové karty umoziujici zachytavani cizi komunikace)
a tzv. ARP poisoningem (technologie rozesilani ARP paketl a nastaveni stejné MAC adresy
jako ma adresat a zachyceni dat adresovanych jemu). Pouzivd se bud’ na odposlouchavani
komunikace po siti (napt. prihlasovaci udaje), nebo jako monitorovaci nastroj (dokaze
nachazet i dal$i Gto¢niky na siti). Lze jej rozsifit pomoci mnoha rozsifeni pro odposlech, napf.
moznost zjiSténi piihlaSovacich udaji z velkého mnozstvi protokold, vcetné piihlaSeni
otiskem prstu nebo obsahu zobrazovanych webovych stranek. Opét je podporovéan operacnimi

systémy UNIX.
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Nmap

Nmap je utilita pro zjistovani rozestavéni sité a bezpecnosti. Pouzitim vlastnich IP pakett
nachazi zafizeni pfipojené Ksiti, jejich zabezpeCeni (operacni systém, paketové filtry,

dostupné sluzby) a dalsi. Nastroj byl vytvotfen ve verzich pro Linux, Mac OS i Windows.
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5 WIRESHARK
5.1 Popis

Wireshark je nejrozsifenéjsi paketovy analyzator nasvété (Wireshark - Go Deep., 2017).
Umoznuje sledovani pfenosu dat na siti na tirovni jednotlivych paketii. Zaroven je jakymsi

standardem pro analyzu pro mnoho organizaci, vladni agentury nebo vzdélavaci instituce.

Jednd se o0open source (licence zarucujici dostupnost programu zdarma S otevienym
zdrojovym kédem) multiplatformni software, 1ze ho pouzivat na UNIXovych systémech, jako
jsou Linux, Mac OS X, BSD, Solaris nebo na opera¢nim syst¢ému Windows. Program lze

stahnout z oficialniho webu.

Wireshark je freeware (svobodny software) vydavany pod licenci GNU General Public

License (VSeobecna vefejna licence GNU), verze 2.

5.2 Historie

Program plvodné vznikl jako projekt Geralda Combse vroce 1998. Ten zacal vyvijet
analyticky program pro jednoho poskytovatele internetu, pro kterého pracoval, protoze cena
dostupnych nastroji byla pfili§ vysoka a nepodporovaly jimi pouzivany operacni systém. Tak

vznikl nastroj Ethereal.

Roku 2006 nastoupil Combs do nového zaméstnani ve spole¢nosti CACE Technologies. Stale
vlastnil vétSinu prav na zdrojovy kod Etherealu, takZe zacal vyvijet ndstroj Wireshark. Poucil
se zmnoha chyb predchoziho programu a postupné dostal, za pomoci mnoha dalSich
vyvojart, Wireshark na pozici nejpouzivanéjsiho analytického nastroje. V pribéhu ¢asu ziskal

software nékolik ocenéni, naptiklad InfoWorld, eWeek nebo PC Magazine — Editor's Choice.

5.3 Systémové pozadavky

Uvedené pozadavky jsou pro nejnoveéjsi verzi 2.2.5.

e Operacni syst¢tm Windows Vista a vyssi, Windows Server 2008 a vyssi nebo linuxova
distribuce (Apple macOS, Debian GNU/Linux, FreeBSD, Gentoo Linux, HP-UX,
Mandriva Linux, NetBSD, OpenPKG, Red Hat Enterprise/Fedora Linux, Sun
Solaris/i386, Sun Solaris/SPARC, Canonical Ubuntu).

e 64bitovy AMD64/x86-64 nebo 32bitovy x86 procesor.

e 400 MB RAM.

e 300 MB dostupné misto na pevném disku.
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e 1024x768 px rozliSeni obrazovky s alespoil 16bitovou barevnou hloubkou.

e Podporovana sit'ova karta (Ethernet, 802.11, atd.).

Posledni verze podporujici Windows XP byla 1.10 a Windows Server 2003 byla 1.12.

5.4 Instalace (na operacnim systému Windows)

Po stazeni programu z oficidlniho webu spustte stazeny soubor S pfiponou exe. Béhem

instalace je nabidnuto umisténi instalace. Dalsi nabidkou jsou roz§iteni:

e Wireshark — hlavni program,

e TShark — hlavni program fungujici pies ptikazovou radku,

e Wireshark 1 Legacy — star$i uzivatelské prostiedi,

e Plugins & Extensions — rozsifeni pro Wireshark a TShark,

O

(o]

(o]

O

Dissector Plugins,

Tree Statistics Plugins — rozsitené statistiky,

Mate (Meta Analysis and Tracing Engine) — uzivatelem konfigurovatelné
rozsifeni pro zobrazovaci filtry,

SNMP MIBs,

e Tools — ptidavné nastroje ptikazové fadky pro praci se soubory,

(o]

O

O

O

(o]

(o]

Editcap — Gprava obsahu soubori a zapis dat do jinych,
Text2Pcap,

Reordercap — fazeni dat v souboru podle ¢asu,
Mergecap — slu¢ovani vice souborti do jednoho,
Capinfos — informace o souborech,

Rawshark — paketovy filtr,

o User’s Guide — uzivatelska ptirucka.

vvvvvv

Soucasti instalace je i WinPcap nutny K monitorovani pfenosu po siti. Je to to nejdilezitéjsi,

co od Wiresharku ¢ekame, a bez ného Ize pracovat pouze s daty z importovanych soubori.

5.5 Rozlozeni

Po zapnuti programu je zobrazena tivodni obrazovka se zdroji, které je moZné monitorovat.

Podle ménicich se grafii 1ze zjistit, které jsou aktivni a pfi instalaci rozsifeni — nabizeného

pfi instalaci — je zde navic moznost generovat proud nahodnych pakett.
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

=B ] = G 3 = R G

'] Expression... 4+

Welcome to Wireshark

Capture

F-

using this filter: | |E-' ter a capture filter ...

Bezdratové pfipejeni k siti J N}
Pripojeni k mistni siti
VirtualBox Host-Only Network MM,

@ Random packet generator

Learn
User's Guide * Wiki - Questions and Answers ° Mailing Lists
‘You are running Wireshark 2.2.5 (v2.2.5-0-g440fd4d). You receive automatic updates.

#  Ready to load or capture Profile: Default

Obriazek 2 — Uvodni obrazovka
V prvnim fadku od shora je hlavni nabidka programu, pod ni vybér nejcastéji pouzivanych
néstrojii. Ten nemiize byt upravovan uZivatelem, ale miize byt schovan. Radek se zadavacim

polem je sprava filtri na zobrazovani pouze pozadovanych protokola.

Hlavni okno obsahuje tivodni obrazovku s vybérem zdroje provozu. Random packet generator
predstavuje nahodny generator paketli. Vlevo ptred jeho ndzvem je ikona moznosti otevirajici
dialogové okno, kde lze tento nastroj nastavit. Zde 1ze zadat maximalni velikost paketd, jejich
pocet nebo typ. Ovladaci tlacitka jsou tady pro obnoveni plivodniho nastaveni, spusténi

generatoru, zavieni dialogového okna a napovédu.
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M Wireshark - Extcap Interface Options: Random packet generator Iilé]

Max bytes in a packet 5000
Mumber of packets 1000

[7] Random type
[ all random packets

Type of packet [Address Resolution Protocol i ]

Save parameter on capture start

[ Start ] [ Zaviit ] [ Napovéda ]

Obriazek 3 — Nastaveni generatoru paketi

Ve spodni ¢asti je stavovy radek.

5.6 Hlavni nabidka

File

Ve File se pracuje se soubory a nastavenim, kde lze naptiklad importovat nebo exportovat
vypis z monitorovani sit€. Pomoci néstroje Merge... se spojuji ziskané pakety S jinymi, jiz
dtive odchycenymi, do jednoho souboru (File Set). Exportovat se daji nejen seznamy paketi,

rizné analyzy, ale i jednotlivé soubory z http protokolt. Zaroven se zde i ukon¢uje program.

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctrl+0 ET & = Qo

Open Recent L4 '] Expression... +

Merge...

Import from Hex Dump...

Close Crl+W
Save Ctrl+5
Save As... Ctrl+Shift+5 -
1 »
File Set .
Export Specified Packets...
Mo . omh
Export Packet Dissections 4
Export Packet Bytes... Ctrl+H

Export PDUs to File...
Export 551 Session Keys...

Export Objects L4

Print... Ctrl+P

Quit Ctrl+Q
Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
‘You are running Wireshark 2.2.5 (w2, 2. 5-0-g440fd4d). You receive automatic updates.

+ Ready to load or capture Mo Packets Profile: Default

Obrazek 4 — File
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Edit

Zde se pracuje s jednotlivymi pakety. Je tu vyhledavani paketi podle zadanych parametri
(bézny filtr, vyhledavani sekvence dat), moznost ignorovani vybrané¢ho paketu (paket zeSedne
a nebude povazovan za existujici), oznaceni nebo odznaceni nékteré sady paketli, nastaveni
referen¢niho ¢asového bodu (nasledujici ¢asy zachyceni budou ptepocitany od tohoto bodu)

a nastaveni programu.

File View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

Copy = (CRICRICE]

Find Packet... Ctrl+F ~| Expression...  +

Find Mext Ctrl+M
Find Previous Ctrl+B

Mark/Unmark Packet Ctrl+M
Mark All Displayed Ctrl+Shift+M

Unmark All Displayed Ctrl+Alt+M
Mext Mark Ctrl+Shift+N
Previous Mark Ctrl+Shift+B

Ignore/Unignore Packet Ctrl+D
Ignore All Displayed Ctrl+Shift+D

Unignore All Displayed Ctrl+Alt+D

Set/Unset Time Reference Crl+T
Unset All Time References Ctrl+Alt+T
Mext Time Reference Ctrl+Alt+MN

Previous Time Reference Ctrl+Alt+B
Time Shift... Ctrl+Shift+T

Packet Comment... Ctrl+Alt+C * Mailing Lists

Configuration Profiles... Ctrl+Shift+A [ [SCSIVE autamatic updates.

Preferences... Ctrl+Shift+P

# Ready to load or capture Profile: Default

Obrazek 5 — Edit
View
Ve View se pracuje se zobrazenim jednotlivych ¢asti programu. Prvni Ctyfi zobrazuji rychlou
nabidku, filtry a stavovy fadek, dalsi tfi pracovni panely. Také se tu barevné oznacuji vybrané
pakety, zobrazuji se V samostatnych oknech nebo se tu pfiblizuje/oddaluje a tedy

zvétsuje/zmensuje velikost fontu.
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R

s [ S

Main Toolbar
Filter Toolbar
Wireless Toolbar

Status Bar

Packet List
Packet Details
Packet Bytes

Time Display Format

Mame Resolution

Zoom

Expand Subtrees Shift+Vpravo

Expand All Ctrl+Vpravo

Collapse All Ctrl+Vlevo
= Colorize Packet List

Coloring Rules...

Colorize Conversation r
E‘E Resize Columns Ctrl+5hift+R

Internals r

Show Packet in Mew Window

Reload as File Format/Capture Ctrl+Shift+F
& Reload Ctrl+R

Obrazek 6 — View

Go

U kazdého paketu mize byt zobrazen obsah a tato nabidka slouzi pravé k tomuto ucelu.

Go obsahuje polozky pro ovladani vypisu paketi v téle programu. Pfepina se tady z jednoho

paketu na druhy, vraci se zpét nebo se zapind automatické prepinani jako v prezentaci.

Go to Packet... Ctrl+G
Go to Linked Packet

Ctrl+Dold
Ctrl+Nahoru

Mext Packet

Previous Packet

Ir  First Packet Ctrl+Home

| Last Packet Ctrl+End
Mext Packet in Conversation Ctrl+.
Previous Packet in Conversation Ctrl+,

Aute Scroll in Live Capture

Wil

Obrazek 7 — Go
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Capture
V nabidce Capture se spousti nebo vypind samotné monitorovani sité. Nastaveni zpiisobl

zachytavani se provadi v Options..., sitova karty nebo rozhrani se vybira v Refresh

Interfaces.
® Options... Ctrl+ K
M Start Ctrl+E
B Stop Ctrl+E
Restart Ctrl+R
Capture Filters...
Refresh Interfaces F
Obrazek 8 — Capture
Analyze

Analyze slouzi ke spravé filtri acelkové pro spravu zobrazeni zaznamenanych paketd.
V prvni ¢asti se nastavuji filtry pro budouci pouziti, ve druhé se vybiraji filtry pro pouziti.

Enabled Protocols... povoluje nebo zakazuje zobrazeni vybranych protokolt.

Display Filters...
Display Filter Macros...

Apply as Column

Apply as Filter r
Prepare a Filter »
Conversation Filter r

Enabled Protocols... Ctrl+5hift+E
Decode As..
Reload Lua Plugins Ctrl+5Shift+L

SCTP 3

Follow L4

Expert Information

Obrazek 9 — Analyze
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Statistics

Polozka Statistics umoziiuje zobrazeni piidavnych oken se statistikami, shrnuti informaci
0 paketech nebo hierarchii protokol. Mezi n¢€ patfi mimo jiné napf. informace 0 proslych
datech Kk jednotlivym koncovym bodim (Endpoints) nebo rozdil mezi pozadavkem

a odpovedi pro nékteré protokoly. Kromé tabulkovych statistik se daji zobrazit i grafy.

Capture File Properties Ctrl+Alt+Shift+C
Resolved Addresses

Protocol Hierarchy

Conversations

Endpoints

Packet Lengths

I/0 Graph

Service Response Time r

DHCP (BOOTP) Statistics

OMC-RPC Programs

20West r
AMCP

BACnet *
Collectd

DMS

Flow Graph

HART-IP

HPFEEDS

HTTP ¢
HTTP2

Sametime

TCP Strearn Graphs r
UDP Multicast Streams

IPw4 Statistics »
IPvi Statistics k
Obrazek 10 — Statistics

Telephony, Wireless
Zde se daji zobrazovat statistiky souvisejicimi S telefonnimi pfenosy vcetné analyzy médii
a diagramy. Umoziuje sledovat VoIP volani. Wireless zobrazuje statistiky Bluetooth a 802.11

bezdratovych ptenost.
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Bluetooth ATT Server Attributes
Bluetooth Devices
Bluetooth HCI Summary

WLAN Traffic

Obrazek 11 — Wireless

Help
Nabidka Help obsahuje odkazy naonline ioffline manualové stranky, webové stranky
vyvojara, nejcastéji kladené otadzky s odpovédmi, Wiki nebo ptiklady pouziti. Dale je tu

tlacitko pro aktualizaci programu a informace 0 ném.

5.7 Panel filtru

Panel filtr se nachazi pod panelem nejéastéji pouzivanych nastroji. Obsahuje pole na ru¢né
zadavané filtry, tlacitko Expression... atlacitko plus. Po kliknuti naplus se pod timto
panelem zobrazi jesté jeden S nastavenim programu z hlediska filtrdi, moznosti pojmenovat

zadavany filtr, potvrzenim nebo zruSenim filtru.

Expression... otevira dialogové okno S obrovskym mnozstvim nabizenych filtrt, ze kterych si
pomoci relac¢nich a dalSich operatorii Ize slozit pozadovany filtr. Ve spodni ¢asti okna se

vedle potvrzovaciho a rusiciho tla¢itka nachazi i tlacitko s napovédou, které odkazuje na web

s dokumentaci.

@ Wireshark - Display |
Field Name Relation
4. ® X E ] == = @ iF + 104zpci - IEC 60870-5-104-Apci | [is present
Mooy = gy e cv s> ] Bxpresion... | + > 104asdu - IEC 60870-5-104-Asdu ==
= - 29West - 29West Protocal 1=
Label:  Apply this fiter Fiter: Enter a display . . 2dparityfec - Pro-MPEG Code of P ||
> 3COMXNS - 3Com XNS Encapsula.. <
> 3GPP2 A11.3GPP2 AlL e
> 6LOWPAN - IPv6 over Low power ... <=
Welcome to Wireshark » 802.11 Radio - 80211 radia inform... contains
Capture > 80211 Radiotap - IEEE 80211 Radi... matches
> 80211 RShIA EAPOL - IEEE 80211 R...
..using this fiter: (] [Enter a capture fiter . -) > 8023 Slow protecols - Slow Protec..
> 9P .Pland
Bezdrdtové pfipejeniksiti M. . > A21. A21 Protocol
Pipojent k mistni siti > AAF . AVTP Audic Format Value
VirtualBox Host-Only Metwork M smsmsn o mana AALL . ATM AALL

@ Random packet generator

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2,25 (v2.2.5-0-g440fd4d). You receive automatic updates.

Ready toload or capture No Packets

Profile: Default

AAL3/4 - ATM AAL3/A
> AARP . Appletalk Address Resoluti...

> AASP . Aastra Signalling Protocol

> A-bis OML - GSM A-bis OML

> ACAP - Application Corfiguration ...

> ACN - Architecture for Control Ne...

> ACP133. ACP133 Attribute Syntaxes

> ACR122 - Advanced Card Systems...

> ACSE -150 8650-1 OSI Association ...

Predefined Values

Range (offetilength)

Search:

ok | [ zust | [ népoveda

Obrazek 12 — Expression
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5.8 Hlavni okno

Po zah4jeni sniméni provozu se hlavni okno rozdéli na tii oblasti. PO vybrani paketu v prvni
¢asti se doplni informace do zbylych dvou. Témto oblastem muze uzivatel ménit velikost

posouvani oddélovacich car.

V prvni ¢asti je vypis vSech zachycenych paketa s upravovatelnou hlavickou. Plna hlavicka se
vSemi daty obsahuje potadové Cislo paketu, ¢as zachyceni, zdrojovou a cilovou adresu,

pouzity protokol, velikost paketu v bajtech a kratkou informaci.

V druhé oblasti jsou vSechny podrobnosti 0 paketu asitovém rozhrani. Zobrazované
informace jsou napiiklad rozsitenim zakladnich informaci z prvni oblasti nebo podrobnosti

J4

o protokolu. V nejnizsi ¢asti je hexadecimalni a textovy vypis datové ¢asti paketu.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ LRRB Re=F oS EaqaH
Il |—.:: a display filter ... <Ctrl-/> '] Expression... +

No. Time Source Destination Protocol  Length Info <
1 6.0600000 fe8@: :70ce:1086:d22.. Tedl: :8dba:6T19:736.. ICMPVE 86 Neighbor Solicitation for fe8@::8db4:6f1¢
2 B.0600064 fe8@: :8db4:6719:730.. TeB::76ce:1886:d22.. ICMPVE 86 Neighbor Advertisement fe8@::8db4:6f19:72 E
3 8.832118 155.133.229.258 16.8.8.37 upp 78 27828 - 55156 Len=36
4 @.281499 fe8@: :8db4:6f19:730.. ffe2::c S5DP 208 M-SEARCH * HTTP/1.1
5 @.347449 fe8@: :70ce:1086:d22... fT@2::c S5DP 208 M-SEARCH * HTTR/1.1
6 B.419887 fe8@: :8db4:6719:730.. TeBB::76ce:1086:d22.. ICMPV6 86 Neighbor Solicitation for fe86::78ce:108¢ i
= n ammnana £onm..mnoo.amnc.dnn  fomn. .;dla.cfi;.mmn Tesn e M Mt ol disfo s Eo;m..wAo-.wnee . dn

4 LU L3

> Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface @

» Ethernet II, Src: AsustekC_4e:17:2f (76:8b:cd:4e:17:2f), Dst: HonHaiPr 97:b7:f3 (c4:46:19:97:b7:F3)
» Internet Protocol Version 6, Src: fe80::70ce:1086:d226:1355, Dst: Te80::8db4:67T19:7308:85T5

> Internet Control Message Protocol vé

c4 46 19 97 b7 3 7@ 8b cd 4e 17 2T 86 dd 6@ @@ B . T |

@@ @@ @@ 2@ 3a ff fe 80 00 00 02 @0 @2 @8 7@ ce sas Fass sasass pe.
18 86 d2 26 13 55 fe 50 0G0 G0 02 G0 G0 60 3d b4 S |
6f 19 73 @3 85 f5 87 @@ d4 af @@ @0 @0 ea fe 20 DuSuunns vannnnnns
G2 00 00 00 02 @0 8d ba o6f 19 73 @3 85 fs @1 @1 ........ 0.5, 00un
78 8b cd 4e 17 21 p..N./
@ 7 wireshark_35BA 1BA6-FC42-4127-8193-2FE370ACEADS_20170331175536_a04108 Packets: 13 * Displayed: 13 (100.0%) Profile: Default

Obrazek 13 — Hlavni okno

5.9 Stavovy panel

Stavovy panel ma opét tii Casti. Leva ¢ast mize obsahovat barevnou semaforovou ikonu:

e Sedd — vSe probiha standardné,
o tyrkysovéa — poznamka (ptiklad: aplikace vratila bézny chybovy kod),
e Zlutd — varovani (piiklad: aplikace vratila neobvykly chybovy kéd),

e Cervena — Kriticka chyba.
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Dale obsahuje ikonu spoustéjici vlastnosti aktualniho souboru se zachycenymi pakety. Mezi
vlastnostmi Ize najit cestu k souboru na disku, velikost souboru, ¢asy monitorovani, typ
opera¢niho systému, informace 0 rozhranich a statistiky. Tyto vlastnosti je mozné ulozit,

zkopirovat do schranky nebo zaviit. Jako obvykle je tu i tla¢itko s napovédou.

ireshark - Captu: -F E9| 2
Details
Name: C:\Uzersimosout\AppData'Local Tempwireshark_36BA 1BAS-FC42-4127-8193-2FE370ACBIDE_20170402135832_a00316.pcapng -
Length: 5634 bytes
Format: Wiresharky... - pcapng
Encapsulation: Ethernet
Time
First packet: 2017-04-02 13:58:32
Last packet: 2017-04-02 13:58:40
Elapsed: 00:00:08
Capture
|
Hardware: Unknown
05 64-bit Windows 7 Service Pack 1, build 7601
Application: Dumpcap (Wireshark) 2.2.5 (v2.2,5-0-g440fd4d)
Interfaces 3
Interface Dropped packets Capture filter Link type Packet size limit
\Device\NPF_{36BA 1BAG- 00 =%) none Ethernet 262144 bytes
FC42-4127-3193-2FE370ACBID8}
Statistics
Measurement Captured Displayed Marked
Padckets 21 21 (100.0%) MfA
Time span, s 8,409 3,409 N/JA
Average pps 2.5 25 MfA
Average packet size, B 2245 224.5 MfA
Bytes 4711 4711 (100.0%) 0 b
Average bytes/s 560 560 MfA
Average bits/s 4431 4481 N/fA -

Capture file comments

[Save Commems] [ Zavfit ] [CopyTo Clipboard] [ MNapovéda

Obrazek 14 — Vlastnosti souboru

Vedle ikony se nachazi proménny text S dodatkovymi informacemi, napiiklad pfipravenost

programu pro zachytavani, zkracenou informaci 0 vybraném paketu nebo filtru.

Prostfedni ¢ast zobrazuje celkovy pocet zachycenych paketi a poCet zobrazenych paketd
splitujicich filtrovaci pravidla. Vpravo je aktudlni konfiguracni profil, ktery lze zménit

vybérem nového kliknuti na néj.
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6 PRAKTICKA CAST
V praktické ¢asti bude predstaveno nekolik piikladl na zjistovani pficiny nékterych problémt
nefunkcnosti sité, ukazky zakladnich situaci, utoky na sit’ nebo prace S vybranymi funkcemi

programu.

6.1 Problém s DNS pi‘ekladem adres
Pii konfigurovani nové sité se mize vyskytnout ptipad, kdy po uspésném piipojeni K internetu
nelze nacist webové stranky, ale po zadani jejich IP adresy ano. To je vzdy zptsobeno

potizemi S DNS serverem, ktery pteklada nazev domény na jeji IP adresu a naopak.

V tomto piipadé¢ se jednalo 0chybné nastavenou adresu DNS serveru. Piipokusu

0 kontaktovani serveru se dotazy posilaly jinam aspravnd odpovéd tedy nedorazila.

Na nasledujicim obrazku je vidét mnozstvi nevyslySenych DNS dotaza.

d spatny dns.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Ami® LERE Re>=F8sEAaaan
(A ns [x] <] Expression... | +
No. Time Source Destination Protocol  Length Info i
7 3.494206 2a08:1028:96cd: f5f2. 2a82:598:a8::79:39 DNS 94 Standard query 8x97b0 A mvw‘guugle‘mm
B8 3.494263 10.8.8.37 77.75.79.53 DNS 74 Standard query Bx97b8 A www. gnngle com =
25 7.661547 10.8.8.37 77.75.79.53 DNS 76 Standard query @x4f4b A dns.msftncsi.com
26 7.661781 10.8.8.37 77.75.79.53 DNS 76 Standard query Bx5f86 A dns.msftncsi.com
3@ 8.673492 2a09:1828:96cd: T572.. 2a82:598:8::79:39 DNS 96 Standard query 8x5f86 A dns.msftncsi.com
31 8.673492 2a00:1028:96cd: f5F2. 2a02:598:2::79:39 DNS 96 Standard query @x4f4b A dns.msftncsi.com
35 9.687298@ 10.8.8.37 77.75.79.53 DNS 76 Standard query 8x5f86 A dns.msftncsi.com
36 9.687389 18.9.0.37 77.75.79.53 DNS 76 Standard query @x4f4b A dns.msftncsi.com
37 9.797766 10.68.8.37 77.75.79.53 DNS 74 Standard query 8xf7a9 A www.google.com
38 9.797766 10.9.2.37 77.75.79.53 DNsS 74 Standard query oxf2ee A N\mﬁgoogle‘com
48 108.645476 10.68.8.37 77.75.79.53 DNS 67 Standard query @x3a36 A edna.cz
41 10.811629 2a300:1025:96cd: f5T2. 2302:598:3::79:39 DNsS 94 Standard query oxfrag A N\mﬁgoogle‘com
42 18.811629 23@8:1828:96cd: T5f2.. 2a@2:598:3::79:39 DNS 94 Standard query @xf2@86 A www.google.com
44 11.654025 2a300:1025:96cd: f5T2. 2302:598:3::79:39 DNs 87 standard query @x3a3e A edna.cz
45 11.788563 23@8:1828:96cd: T5f2.. 2a@2:598:3::79:39 DNS 96 Standard query @x4f4b A dns.msftncsi.com
45 11.708570 2a300:1025:96cd: f5T2. 2302:598:3::79:39 DNs 96 Standard query @x5f86 A dns.msftncsi.com
47 11.768616 10.8.8.37 77.75.79.53 DNS 76 Standard query @x4f4b A dns.msftncsi.com
48 11.708662 10.9.2.37 77.75.79.53 DNs 76 Standard query @x5f86 A dns.msftncsi.com
5@ 11.825379 10.8.8.37 77.75.79.53 DNS 74 Standard query @xf7a9 A www.google.com
51 11.825492 10.9.2.37 77.75.79.53 DNs 74 standard query oxf2ee A N\m‘google‘com
53 12.6630862 10.8.8.37 77.75.79.53 DNS 67 Standard query 8x3a36 A edna.cz
55 13.837651 2a08:1028:96cd: f5f2. 2a02:598:2::79:39 DNs 94 Standard query oxf2e6 A wmv‘guugle‘:um i
> Ethernet II, Src: HunHaiFr;S?:b?:FE (:4‘45:13:97:}37%3), Dst: Cumtrendiﬂ‘ﬂ‘bs (38‘72‘c6‘31‘F1‘b5) -
> Internet Protocol Version 6, Src: 2aB@8:1828:96cd:f5f2:1ch2:c527:9a80:6ed1l, Dst: 2aB2:598:a::79:39
* User Datagram Protocol, Src Port: 68872, Dst Port: 53
4 Domain Name System (query) E
Transaction ID: @x97b@
> Flags: @x@18@ Standard query
Questions: 1
Answer RRs: @ -
38 72 c@ 31 f1 bS c4 46 19 97 b7 T3 36 dd 6@ @@ Br.l...F c.ueal”.
92 00 80 28 11 40 2a 08 10 28 96 cd 5 f2 1c b2 .( @* (. .
c5 2f 9a 88 6e d1 2a 82 85 98 80 Ba 03 83 68 88 SemdFe e
90 60 90 79 90 39 ed c8 ©@ 35 0@ 28 88 d6 97 b FST- ‘5.(‘.”
0240 @1 ee [TILE @0 @0 @@ @@ ©0 @0 @3 77 77 77 @6 &7 i R -1
6f 6f 67 6c 65 03 63 6f 6d 00 80 01 08 81 nngla.cn m.. .
@ 7 Number of queries in packet (dns. count.queries), 2 bytes Packets: 193 - Displayed: 77 (39.9%) - Load time: 0:0.31 Profile: Default

Obrazek 15 — Chybna adresa DNS serveru

6.2 Nefunk¢éni komunikace kviili chybé smérovani
V konfiguraci smérovani je diky mozné rozsahlosti sité velmi snadné udé€lat chybu. Nalezeni

chyby proto mize byt celkem slozity proces.

V praktické ukdzce se jedna 0 chybu nastaveni smérovani tak, Ze dva smérovace pieposilaji
pakety naten druhy tak dlouho, dokud se paketu nesnizi ptiznak TTL na 0. Poté se paket

zahodi.
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route problempea o=

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 2@ iR B Re==2F i EFaaan

[T apoly a display fiiter | Expression...  +
Nao. Time Source Destination Protocol  Length Info e

5@ 81.499217 192.168.09.2 18.9.0.2 P 74 Echo (ping) request id-exeeel, seq-81/20736, ttl-11

51 81.499218 18.8.8.2 192.168.9.2 e 74 Echo (ping) request id=8x@8al, seq=81/28736, ttl=18

52 81.499915 192.168.98.2 18.8.0.2 IcMp 74 Echo (ping) request id-8x08@1, seq=81/20735, ttl=3

53 81.499915 16.8.8.2 192.168.9.2 P 74 Echo (ping) request id=8x@8@1, seq=81/28736, ttl=8

54 82.514338 192.168.8.2 18.8.0.2 IcMpP 74 Echo (ping) request 1id=8x@8@1, seq=81/20735, ttl=7

55 82.514840 16.8.0.2 192.168.9.2 e 74 Echo (ping) request id-@x@@@1, seq=81/20736, ttl=6

56 82.515541 192.168.8.2 18.8.0.2 IcMpP 74 Echo (ping) request id=8x88@1, seq=81/28736, ttl=5

57 82.515542 10.9.0.2 192.168.9.2 e 74 Echo (ping) request id-exeeel, seq-81/20736, ttl-=4 g

58 83.530462 192.168.08.2 18.8.0.2 IcMp 74 Echo (ping) request id=8x@eal, seq=81/2873&, ttl=3

59 83.530464 10.9.0.2 192.168.9.2 P 74 Echo (ping) request id-exeeel, seq-=81/20736, ttl=2

68 83.531156 192.168.8.2 18.8.09.2 e 74 Echo (ping) request id=-8x@8a@1, seq-81/28736, ttl=1

61 83.531156  10.8.2.2 192.168.9.2 cHp 74 Echo (ping) request id-8xPeel, seq=81/20736, ttl-8 -

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

> Ethernet II, Src: Cisco_46:f8:a0 (09:24:c4:46:f8:a0), Dst: Cisco_46:5:9b (00:24:c4:46:5:9b)
> Internet Protocol Version 4, Src: 192.168.8.2, Dst: 10.0.8.2

> Internet Control Message Protocol

8@ 24 c4 46 5 9b @@ 24 4 46 5 29 08 9@ 45 8@ .$.F...$ .F....E.
80 3c 78 65 08 60 69 81 6e bd co as 6@ B2 Ba 8O PSCN
B0 @2 B8 @@ 4d 12 @9 61 @ 49 61 62 63 64 65 66  ....M... .Iabcdef

67 68 69 6a 6b 6¢ 6d 68 &f 7@ 71 72 73 74 75 76  ghijklmn opgrstuv
77 61 62 63 64 65 66 67 63 69 wabcdefg hi
D 7 route problem Packets: 173 - Displayed: 173 (100.0%) * Load time: 0:0.0 Profile: Default

Obrazek 16 — SniZovani hodnoty TTL

6.3 Duplikované IP adresy
Existuji dva druhy pridélovani IP adres. Statické a dynamické. Statické ptidélovani znamena,
ze adresy zadava administrator ruéné podle pfedem daného planu. Dynamické rozdélovani

tidi DHCP server, ktery dynamicky piidéluje adresy z definovaného rozsahu.

V ukdzce (Ptiloha A) je zobrazeno dotazovéani na zafizeni na urCité¢ adrese, jenze pii rucnim
zadavani se dvéma zatizenim ptidé€lila stejna adresa. To vede K situaci, ze smérovac nevi, kam

ma paket poslat.

6.4 Nedostatek pridélovanych adres DHCP
Jak jiz bylo zminéno, DHCP server pfidéluje adresy z urcitého rozsahu. Tento rozsah je dan
mozZnostmi sité a planovanim administratora. Béhem rozSifovani sité nebo Vv piipad¢ ptipojeni

vice uZivatell v bezdratové siti se stava, Ze nedostatek adres znemozni jejich ptidéleni.

Pomoci Wiresharku Ize lehce zjistit tuto pticinu. Sta¢i si pomoci filtru zobrazit DHCP pakety
astejn¢ jako Vukazce bude vidét mnozstvi nevyslySenych Zadosti 0 pfidéleni adresy

v kratkém ¢asovém useku.
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File Edit View Go Capture Analyze Statistics Telephony Wircless Tools

Help
Am2® RB Rer=FoaEaqaan
[Aipsre==0.0.0.0 ] ] Expression.. +
Ho. Time Source Destination Protocol  Length Info -
338 94.062514  0.8.8.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xbl16174bb
339 94.062515  0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xbl6174bb
348 94.062516  0.8.8.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xbl16174bb ]
202 132.684643  0.9.0.9 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x439acsaf
421 137.684491  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x43%acSaf
430 145.684966  0.9.0. 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x439acsaf
445 161.685756  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x43%acSaf
455 192.686293  0.9.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xdgeaeas?
456 196.686373  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xd8eaeds?
459 203.686306  ©0.9.0. 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xdgeaeas?
461 213.687439  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xd8eaeds?
525 258.411489  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2935e8a8
576 262.343518  0.8.0.9 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2935¢8a3
598 266.716739  0.0.0.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2935e8a8 -
611 274.669371  0.8.8.9 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2935¢8a3
631 291.562532  0.8.8.8 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x2935e8a9
L 632201562533 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x293528a3 =
User Datagram Protocol, Src Port: 65, Dst Port: 67 A

4 Bootstrap Protocel (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (2x@1)
Hardware address length: 6
Hops: @

Transaction ID: x2b17b308
Seconds elapsed: 29

Bootp flags: 8x2000 (Unicast)
Client IP address: €.0.8.8

Your (client) IP address: £.8.0.8

.

ff ff ff ff ff ff @8 23
©1 48 5T 81 @0 00 80 11

ae 75 ae ce B8 0O 45 B9
da 24 ee eo @@ oo Tf ff

ff ff 02 44 20 43 o1 34
b3 @3 1d &6 98 60 00 00
B0 @0 B0 69 00 00 @9 23
90 00 B0 ©P 00 00 0D 00
90 02 00 08 00 02 00 08
00 60 08 6O 00 60 00 00

85 ce @1 @1 86 80 2b 17
00 60 02 60 62 00 6D 08
ae 75 ae ce B@ 0O 00 BO
00 00 B2 60 B0 0O 00 B0
00 22 00 02 00 00 00 00
00 60 02 60 62 00 6D 08

m ||«

O 7 dwa Packets: 648 * Displayed: 33 (5.1%) - Load time: 0:0.46 Profil: Defait

Obrazek 17 — DHCP pozZadavky

6.5 Broadcast storm
V dnes$ni dobé je jednim z nejdilezitéjSich cili navrhu sité zajistit jeji spolehlivost ato
I pti vypadku nékterého jejiho bodu. Nabizi se feSeni pomoci zdvojeni nebo jiné posileni

téchto bodu. Tim ale vznikaji smycky, které zpisobuji nemalé problémy.

V piipadé zapojeni vice piepinaci do smycky nastava tzv. broadcast storm. Pfi piipojeni
zafizeni se zjiStuje situace arozloZeni sité, zafizeni vysilda ARP paket vSem dostupnym
koncovym bodum. Ptepina¢ paket piijme arozesle ho vSem ostatnim, tedy idalsim
pfepinaciim, které udé¢laji to samé. Sit’ se tedy zahlti ARP pakety a vznika tak broadcast
storm. Situace se obvykle fesi STP protokolem, ktery podle svého algoritmu docasné odpoji
nepottebné piepinace, jez piipoji V ptipad¢ vypadku bézicich. Moderni hardware ma navic

dalsi ochranné funkce.

V praktickém piikladu byl na piepinacich zakazan STP protokol, aby se nasimuloval problém,
ale zafizeni maji své ochrany proti zahlceni pakety, takZze misto broadcast stormu byly

zachyceny bézné ARP pakety a pakety LOOP. Obrazek v Piiloze B.

6.6 Ztrata fragmenti
VEtSi mnozstvi dat se pii pienosu rozdéluje na mensi fragmenty, které se posilaji jeden

po druhém. V priabéhu mohou nastat situace, ze se data nepodaii Vv potadku odeslat, resp.
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pfijmout, protoze se néktery z fragmentl po cesté ztratil. Pravdépodobné neprosel ptes

firewall.

Pokud se dlouhodobé nedaii pfijimat data, je dobré zkontrolovat komunikaci monitorovacim
programem. Wireshark v ukazce ukazuje Cislo fragmentu, apodle toho je mozné zjistit,
Vv jakém bod¢ sité se pakety ztraceji.

& Fragmentoce peapr ™ ™ ™™ v o]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4 m @ BrezxzZzf o Eaaan
[ ] 4pply a display filter ... <Ctrl- | Expression...  +
Ho. Time Source Destination Protocol  Length Info -
1 0.600800 192.168.1.228 192.168.1.118 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=8386) [Reassembled in #15]
2 0.600679 192.168.1.220 192.168.1.110 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=6386) [Reassembled in #15]
3 8.809201 192.168.1.228 192.168.1.116 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1488, ID=8386) [Reassembled in #15] =
4 0.000320 192.168.1.220 192.168.1.110 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=1480, ID=6386) [Reassembled in #15]
5 0.808452 192.168.1.220 192.168.1.118 Pva 1514 Fragmented IP protocol (proto=UDP 17, off=2968, ID-8386) [Reassembled in #15]
6 0.000572 192.168.1.220 192.168.1.110 IPva 1514 Fragmented IP protocol (proto=UDP 17, off=2068, ID=8386) [Reassembled in #15]
7 0.800598 192.168.1.220 192.168.1.116 IPva 1514 Fragmented IP protocol (proto=UDP 17, off=-4448, ID-8386) [Reassembled in #15]
8 0.000815 192.168.1.220 192.168.1.110 IPva 1514 Fragmented IP protocol (proto=UDP 17, off=4440, ID=9386) [Reassembled in #15] |
9 0.808943 192.168.1.220 192.168.1.118 Pva 1514 Fragmented IP protocol (proto=UDP 17, off=5028, ID-8386) [Reassembled in #15]
10 0.001068 192.168.1.220 192.168.1.110 IPVa 1514 Fragmented IP protocol (proto=UDP 17, off=5920, ID=0386) [Reassembled in #15]
11 0.801190 192.168.1.220 192.168.1.118 Pva 1514 Fragmented IP protocol (proto=UDP 17, off=7488, ID-8386) [Reassembled in #15]
12 0.001312 192.168.1.220 192.168.1.110 IPVa 1514 Fragmented IP protocol (proto=UDP 17, off=7400, ID=0386) [Reassembled in #15]
13 0.601432 192.168.1.220 192.168.1.110 Pv4 1514 Fragmented IP protocol (proto=UDP 17, off=3888, ID-8386) [Reassembled in #15]
14 0.001554 192.168.1.220 192.168.1.110 IPva 1514 Fragmented IP protocol (proto=UDP 17, off-888e, ID=0386) [Reassembled in #15] o
> Frame 7: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface & -

> Ethernet II, Src: QuantaCo_el:@8:ea (c8:@a:ad:el:@8:ea), Dst: Dell 4b:ff:98 (d@:67:e5:4b:ff:98)
4 Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192.168.1.110
0100 .... = Version: 4
. 8101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 8x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 1560
Identification: @x0386 (902)
> Flags: @x@1 (More Fragments)
Fragment offset: 4446
Time to live: 128
Protocel: UDP (17)
Header checksum: Bx8ac5 [validation disabled]
[Header checksum status: Unverified]
Source: 192.168.1.228
Destination: 192.168.1.118

L

2212 @5 dc @3 86 [PIPL 80 11 8a <5 <@ a8 Ol dc <@ a8
81 6 6b 6b 6b 6b 6b 6b Gb 6b 6b 6b 6b 6b 6b 61 .
73 64 66 67 63 6a 6b 6c 78 6f 63 75 7a 74 72 65  sdfghjkl poiuztre
77 73 64 66 67 68 6a 6b 6c 6c 6b 6a 68 67 66 6b  wsdfghjk 1lkjhgfk
6b 6b 6b 6b 6b 6b €6b 6b &b 6b 6b 6b 6b 6b 6b 6b  kkkkkkkk kkkkkkkk
6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b 6b  kkkkkkkk kkkkkkkk -

@ 7 Fragment offset (13 bits) (ip. frag_offset), 2bytes Packets: 27 - Displayed: 27 (100.0%) - Load time: 0:0.15 Profile: Default

Obriazek 18 — Broadcast storm

6.7 Pripojeni k bezdratové siti

Nasledujici ptiklad ukazuje, co se d&je po pfipojeni k bezdratové siti. Kazda Wi-Fi sit’ vysila
na broadcast (vSem dostupnym) ARP pakety s informacemi 0 sob¢, napt. SSID (nazev sit¢).
Wireshark nevidi kontrolu spravnosti tdajd, ale ta prob&hla tspé$né. Protoze byly udaje
spravné, vysila¢ neignoruje DHCP pozadavek aposila nazatizeni DHCP nabidku s IP

adresou. Po nastaveni adresy a pripojeni do sité je nastaveno sdileni, atd.
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i vif pripojenipeap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ imRBRer=FrsSEaaan

(W T apply a dispiay fiter ] Expression.. +
No. Time Source Destination Protocol  Length Info -
r 1 0.000000 8.8.0.8 255.255.255.255 DHCP. 358 DHCP Request - Transaction ID @xbafacdld
2 0.004417 10.0.0.138 255.255.255.255 DHCP 599 DHCP NAK - Transaction ID @xbafacsld
3 09.820109 fe80::8db4:6F19:730.. T02::1:2 DHCPVE 128 Information-request XID: @x645afé CID: B@8108612063eaf1c8Baadeldsea
‘ 4 0.022445 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x34867fc2 L
5 0.027652 ZyxelCom_ad:1f:6e  Broadcast ARP 60 Who has 10..8.52 Tell 16.6.0.138
' 6 0.027684 10.0.0.138 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x34867fc2 ]
L 7 0.028874 2.9.0.0 255.255.255.255 DHCP 356 DHCP Request - Transaction ID @x34867fc2 =
8 0.033258 10.0.0.138 255.255.255.255 DHCP 599 DHCP ACK - Transaction ID @x34867fc2 =
9 0.062243 HonHaiPr_97:b7:f3  Broadcast ARP 42 Who has 10.6.0.1382 Tell 16.0.6.2
10 0.063651 IyxelCom a4:1f:6e  HonHaiPr 97:b7:f3  ARP 68 10.0.0.138 is at ©9:23:f8:a4:1f:6e [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
11 0.063684 10.6.0.2 162.254.197.42 Tcp 66 33282 » 27020 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=8 SACK PERM=1 L —
12 0.085130 HonHaiPr_97:b7:f3  Broadcast ARP 42 who has 10.8.0.1387 Tell 10.0.0.2 C_|
13 0.087529 ZyxelCom ad:1f:6e  HonHaiPr 97:b7:f3  ARP 68 10.0.6.138 is at 00:23:¥8:a4:1f:6e [ETHERNET FRAME CHECK SEQUENCE INCORRECT] =
14 09.091225 fe80::8db4:6F19:730.. F702::16 ICHPVE 90 Multicast Listener Report Message v2 —
15 0.691670 16.6.6.2 224.6.6.252 1GMPV2 46 Membership Report group 224.0.8.252 ==
16 8.0956485 10.0.0.2 207.69.188.186 TCP 66 33283 » 12350 [SYN] Seq=8 Win=8192 Len=9 MSS=146 WS=256 SACK PERM=1 =
17 0.898375 fe80: :8db4:6F19:730.. F02::16 ICHPVE 90 Multicast Listener Report Message v2 —
18 8.098533 16.0.8.2 224.9.0.2 I6MPv2 46 Leave Group 224.8.8.252 =
19 0.116271 10.0.0.2 16.6.0.255 NBNS 118 Registration NB ANONYMOUS<B8> =
20 08.116434 16.6.8.2 16.8.8.255 NBNS. 118 Registration NB ANONYMOUS<28> —
21 0.116525 10.0.0.2 16.6.0.255 NBNS 118 Registration NB WORKGROUP<B8> =
22 8.134299 HonHaiPr_97:b7:f3  Broadcast ARP 42 who has 10.8.8.138? Tell 10.0.0.2
23 0.135897 ZyxelCom_ad:1f:6e  HonHaiPr_97:b7:f3  ARP 68 10.0.0.138 is at ©9:23:¥8:a4:1f:6e [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
4 4.1 feRA::Rdha:Af19:73A.. FA2::1:FfAA:1 TCMPwR A Neishhor Salicitation for fe8@::1 from c4:46:19:97:h7:f: S
> Frame 1: 350 bytes on wire (2800 bits), 350 bytes captured (2808 bits) on interface @
> Ethernet II, Src: HonHaiPr 97:b7:3 (c4:46:19:97:b7:3), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
> Internet Protocol Version 4, Src: ©.6.8.0, Dst: 255.255.255.255
> User Datagram Protocol, Src Port: 68, Dst Port: 67
> Bootstrap Protocol (Request)
FF Ff Ff Ff Ff 7f c4 46 19 97 b7 73 08 80 45 89 .......F ......E. -
©1 50 51 53 00 00 89 11 <5 4a 00 0@ 00 00 ff ff  .PQS.... .J...... 3
Ff f 60 44 06 43 61 3¢ 3d 3c 61 61 86 86 ba fa =
c4 1d 60 66 36 00 00 60 60 GO 0O 00 60 60 6O 00
©0 B0 60 60 @6 00 c4 46 19 97 b7 T3 00 60 60 B0 ...
B0 90 00 00 00 0D 0P G0 00 0 B0 02 00 0O B0 B2  ........ ........ i
@ ¥ wifipripojeni Packets: 552 - Displayed: 552 (100.0%) - Load time: 0:0.16 Profile: Default

Obrazek 19 — PFrihlaseni do bezdratové sité

6.8 Man-in-the-middle tok

Tento utok predstavuje pfipojeni utociciho zatizeni do sité tak, aby odposlouchavalo veskerou
komunikaci mezi vybranymi uzlovymi body. Uto¢nik simuluje pro své obéti fyzickou MAC
adresu toho druhého zatizeni, takze si mysli, Ze mezi sebou bezpe¢né¢ komunikuji. Vhledem
Kk tomu, ze se da lehce odposlechnout vymeéna Sifrovacich kli¢t, neni problém timto zpiisobem

ziskat i Sifrovana data.

Pro simulaci byl pouzit program Ettercap, ktery je popsan vyse. Pribéh komunikace
zachycené a filtrované Wiresharkem natocicim zafizeni je zobrazen spolu S ukézkou

Ettercapu v Ptiloze C.

6.9 DoS utok

DoS utok, tedy odepteni sluzby, spocivd Vv takovém mnozstvi pozadavkd proudicich
na server, ze ten je nedokdze vSechny obslouzit v redlném cCase a zacne se zpomalovat. To

muze vyustit V nékolik hodin az dni trvajici nedostupnost serveru.

Utok se velmi lehce odhali pomoci monitorovaciho programu, kde je vidét mnozstvi

pozadavkl (stejnych nebo riznych) pfichazejicich ze stejného zdroje béhem kratké doby.

DoS byl proveden pomoci programu H.O.I.C. v2.1.003 na router Zyxel P660HW-T3 a jeho

vypis je V piiloze D.
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Target
10.0.0138

HIGH ORBIT ION CANNON
STANDING BY OUTPUT TARGETS

HiGH ORBIT — :
ION CANNON FIRE TEH LAZER!

249 CANNONS DETECTED

Obriazek 20-H.O.1.C

6.10 Nalezeni prihlasSovacich udaji v HT TP paketu
K nalezeni pfihlaSovacich udaji staci jakykoliv monitorovaci nastroj snimajici sit’, ptes kterou

se ob¢t’ prihlasuje. HTTP pakety obsahuji nezabezpeceny obsah webovych stranek.

Pro zjisténi Gidaju si staci pomoci filtru najit HTTP pakety a z jejich datové ¢asti se daji lehce
ptecist. Ochranou proti tomuto utoku je zabezpeceny Sifrovany HTTPS protokol.

—_ -
M nttp prinlas

cap rol

File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

‘ ® RE ez ssEaacn
[ [httn [X] | Expression +
Ho Time Source Destination Protocol  Length Info
5 2.633385 16.6.0.37 13.32.118.161 HTTP 360 GET /success.txt HTTP/1.1
8 2.660881 13.32.118.161 10.6.0.37 HTTP 562 HTTP/1.1 208 OK (text/plain)
83 14.258000  81.95.108.54 10.9.9.37 HTTP 524 HTTP/1.1 362 Found (text/html) (text/html)
24 14.261955 16.6.0.37 51.95.188.54 HTTP 692 GET / HTTP/1.1
91 14.303583 81.95.108.54 10.9.0.37 HTTP 315 HTTP/1.1 208 OK (text/html)
Hypertext Transfer Protocol -
4 HTML Form URL Encoded: application/x-wme-form-urlencoded
4 Form item: "username” = "wireshark"

Key: username
Value: wireshark

m

Form item: “password” = “wirelshark”

Form item: "x" = "72" il
64 65 64 @d @a 43 6f 6e 74 65 6e 74 2d 4c 65 6e  ded..Con tent-Len -
67 74 68 3a 20 34 38 @d 0a 43 6f 6f 6b 69 65 3a  gth: 48. .Cookie:

20 5f 5f 75 74 6d 61 3d 31 33 38 39 31 36 37 38 __utma= 13391678

39 2e 32 38 31 37 37 33 37 37 3@ 36 2 31 34 39 0.281773 7706.149
32 36 37 39 36 35 31 2¢ 31 34 39 32 36 37 39 36 2679651. 14926796
35 31 2e 31 34 39 33 35 35 33 37 37 3@ 2 32 3b  51.14935 53770.2;
28 5f 5f 75 74 6d 7a 3d 31 33 38 39 31 36 37 38 _ utmz= 13891678
39 2e 31 34 39 32 36 37 30 36 35 31 2e 31 2e 31  9.149267 9551.1.1
2e 75 74 6d 63 73 72 3d 28 64 69 72 65 63 74 29 .utmcsr= (direct)
7c 75 74 6d 63 63 6e 3d 28 64 69 72 65 63 74 29 |utmcen= (direct)
7c 75 74 6d 63 6d 64 3d 28 Ge 6f be 65 29 3b 28 |utmemd= (none);
58 48 5B 53 45 53 53 40 44 3d 66 32 6a 34 62 62  PHPSESSI D=f2j4bn
75 6e 6f 31 6e 36 38 68 72 76 65 34 38 34 31 35  unoln6Bh rve4B4ls
6d 61 72 31 3b 20 5F 5F 75 74 6d 62 3d 31 33 38 marl; _ utmb=138
39 31 36 37 38 39 2e 36 2e 31 30 2¢ 31 34 39 33 9167896 .10.1493
35 35 33 37 37 38 3b 28 5f S5f 75 74 6d 63 3d 31  55377@; _ utmc=1
33 38 39 31 36 37 38 39 3b 20 5F 5F 75 74 6d 74 38916789 ; _ utmt
3d 31 ed @a 43 6f 6e 6e 65 63 74 69 6f 6 3a 28 =1..Conn ection:
b 65 65 76 2d 61 6c 69 76 65 6d Ba 55 78 67 72  keep-ali ve..Upgr
61 64 65 2d 49 6e 73 65 63 75 72 65 2d 52 65 71  ade-Inse cure-Re

@300 75 65 73 74 73 3a 20 31 ed @a od 0a 7SENCIEE  uests: 1 ....u

@310 3d 77 69 72 65 73 68 61 72 6b 26 70 esharkdp
61 73 73 77 6f 72 64 3d 77 63 72 65 31 73 68 61  assword= wirelsha
72 6b 26 78 3d 37 32 26 79 3d 32 38 rk&x=728 y=28 -

7 Bytes 780-787: Key (uriencoded-form key) Packets: 375 - Displayed: 6 {16%) * Marked: 1(0.3%) - Load tine: 0:0.15 || Profile: Default

m

5

Obrazek 21 — Prihlaseni pires HTTP protokol
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6.11 Brute-force utok

Brute-force utok obecné znamena utok hrubou silou. Jeho vyuziji je mnohostranné. Vzdy se
jedna o veétsi mnozstvi pokusti S malymi rozdily s cilem zjistit, ktery dosahne pozadovaného
vysledku. V informatice jde predevSim 0 pokusy odhadnout ptihlasovaci heslo.
Ve Wiresharku je tento Utok zobrazovan velkym poctem pozadavkl S negativni odpovédi,

pfipadné jednou pozitivni pii ispéSném utoku.

Pti praktickém pokusu bylo cilem nalézt urcitou strdnku na webu (mize to byt soubor,

na ktery neni odkazovano, ale ato¢nik vi, ze tam je).

‘Bezdritové pripoje

: . =
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

AR @ UBRE Ae>=FESEQaaHE

[ [ttp.request or http.response. code==200 or http.response code==404 EIED -] Expresson.. +
No. Time Source Destination Protocol  Length Info |l
74i 28:3.525353 18.221.215.1 89.185.253.72 HTTP 578 GET /maia.php HTTP/1.1

32 3.526770 10.221.215.1 89.185.253.72 HTTP 578 GET /maib.php HTTP/1.1
- 41 3.558816 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

44 3.558880 10.221.215.1 89.185.253.72 HTTP 578 GET /maic.php HTTP/1.1

45 3.558886 89.185.253.72 16.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

47 3.561724 10.221.215.1 89.185.253.72 HTTP 578 GET /maig.php HTTP/1.1

58 3.574657 89.185.253.72 16.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

53 3.574837 89.185.253.72 10.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

55 3.592138 18.221.215.1 89.185.253.72 HTTP 578 GET /maie.php HTTP/1.1

57 3.620983 89.185.253.72 10.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html) =

53 3.623924 18.221.215.1 89.185.253.72 HTTP 578 GET /maif.php HTTP/1.1 1

6@ 3.644328 16.221.215.1 89.185.253.72 HTTP 578 GET /maij.php HTTP/1.1

62 3.649615 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

B85 3.678386 16.221.215.1 89.185.253.72 HTTP 578 GET /mail.php HTTP/1.1

66 3.686973 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

69 3.691042 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

71 3.71253@ 18.221.215.1 89.185.253.72 HTTP 578 GET /maim.php HTTP/1.1

73 3.720771 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

75 3.742369 18.221.215.1 89.185.253.72 HTTP 578 GET /maid.php HTTP/1.1

77 3.752488 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html) =

79 3.778392 18.221.215.1 89.185.253.72 HTTP 578 GET /maih.php HTTP/1.1

81 3.793356 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

83 3.801527 19.221.215.1 89.185.253.72 HTTP 578 GET /maik.php HTTP/1.1

85 3.826576 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

87 3.828496 10.221.215.1 89.185.253.72 HTTP 578 GET /maii.php HTTP/1.1

89 3.837224 89.185.253.72 18.221.215.1 HTTP 665 HTTP/1.1 484 Not Found (text/html)

91 3.867354 10.221.215.1 89.185.253.72 HTTP 578 GET /main.php HTTP/1.1

101 4.845227 18.221.215.1 89.185.253.72 HTTP 578 GET /graphics/BelkarWarning.gif HTTP/1.1

128 4.161287 89.185.253.72 10.221.215.1 HTTP 487 HTTP/1.1 200 OK (text/html)

151 4.194964 89.185.253.72 18.221.215.1 HTTP 713 HTTP/1.1 2@8@ OK (GIF89a) -

193 6.89300! 10 1.215.1 1 1 OCSP @1 Reguest S
[C::Me4 d3 f1 e1 58 @8 c4 46 19 97 b7 f3 08 0@ 45 eg -E.| -
[-Ci:Ml02 34 01 08 40 @0 80 @6 be db @a dd d7 1 59 b9 4. .@. .. LY ‘_‘
88208 d 48 25 48 @8 58 ef 88 5 97 92 aa 3a 17 58 1§ P
[-:EENl16 2c 87 @f @8 @@ 47 45 54 2@ 2f &d 61 69 61 2¢
:CLIN70 68 70 20 48 54 54 58 2f 31 2e 31 @d @a 48 6]
-7 74 3a 20 6 6f 74 73 22 63 7a @d @a 55 73 6 -

@ ¥ wireshark_368A18A6-FC42-4127-8193-2FE370ACEIDS_20170503140215_a04472 Packets: 402 * Displayed: 35 (8.7%) Profile: Default

Obrazek 22 — Brute-force utok

6.12 Geolokace IP
Wireshark umozniuje vycteni lokace z pouzité IP adresy. Aby bylo toto mozné, musi instalace
obsahovat rozsifeni GeolP a k Wiresharku musi byt pfipojena databaze. Databazi existuje

vice, n&které placené, jiné =zdarma. V ukazce jsou pouzity databaze z adresy

http://geolite.maxmind.com/download/geoip/database/. Diky GeolP lze poté naptiklad

filtrovat komunikaci se zafizenimi V uréitém statu.
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_ bt ol
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

AE 2@ LBRE se>=F sFEHaaanl

B30 -] Expression

Destination Protocol  Length Info
77.75.79.9 TP 66 34804 » 443 [SYN] Seq=8 Win=8§192 Len=0 MSS=1468 WS=256 SACK_PERM-1
200 11.418526 10.0.0.37 77.75.79.9 TCP 54 34804 + 443 [ACK] Seq=1 Ack=1 Win=174@3 Len=0
261 11.418666 16.6.8.37 77.75.79.9 TLSv1.2 242 Client Hello
| 213 11.443913 10.0.0.37 77.75.79.9 TCP 54 34805 + 443 [ACK] Seg=1 Ack=1 Win=174@3 Len=0
214 11.443972 77.75.79.9 16.6.0.37 Tcp 54 443 > 34304 [ACK] Seg=1 Ack=189 Win=30720 Len=0
| 215 11.444386 10.0.0.37 77.75.79.9 TLSv1.2 242 Client Hello
218 11.453923 77.75.79.9 16.6.9.37 TLSv1.2 1586 Server Hello
219 11.455819 77.75.79.9 16.6.0.37 TLSv1.2 1506 Certificate[TCP segment of a reassembled PDU]
220 11.455869 16.6.0.37 77.75.79.9 TcP 54 34804 - 443 [ACK] Seq=189 Ack=2905 Win=17408 Len=2
221 11.456122 77.75.79.9 16.6.0.37 TLSvi.2 281 Server Key ExchangeServer Hello Done
225 11.461555 16.6.8.37 77.75.79.9 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
231 11.463320 16.6.8.37 77.75.76.72 TCP 54 34886 + 443 [ACK] Seg=1 Ack=1 Win=17488 Len=8
| 232 11.453507 10.6.0.37 77.75.76.72 TLSv1.2 242 Client Hello
| 236 11.471831 10.6.0.37 77.75.76.146 Tcp 54 34887 + 443 [ACK] Seq=1 Ack=1 Win=17488 Len=0
237 11.472070 16.6.8.37 77.75.76.146 TLSv1.2 244 Client Hello
H 522 11 AZA3E4 77 72 70 10 0.0 37 TCD €4 _AA2 24208 [ACK] Can-1 Ark-120 L5 Lan-tn

b Frame 186: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 8

b Ethernet II, Src: HonHaiPr_97:b7:3 (c4:46:19:97:b7:3), Dst: Comtrend_31:fl:b5 (38:72:0:31:

b Internet Protocol Version 4, Src: 18.8.8.37, Dst: 77.75.79.9

G800 38 72 ¢@ 31 f1 b5 4 46 19 97 b7 13 B8 08 45 B8
0012 @@ 34 76 34 48 @0 80 @6 de 16 Da @0 8@ 25 4d 4b
5622 4f 89 87 4 81 bb 4b c2 43 b5 62 60 63 6O 30 O
G832 20 BB Sa 78 08 @B 62 @4 BS b4 Bl 83 B3 B8 Bl O
6848 4 82 ..

O ¥ wireshark_368A18A6-FC42-4127-8193-2FE370ACEIDS_20170501104708_a05752

|| Packets: 1995 - Displayed: 171 (8.6%) * Dropped: 0 (0.0%)

Obrazek 23 — GeolP
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7 ZAVER
Cilem prace byl tvod do monitorovani sit€é pomoci programu Wireshark. Na zacatku byl
proto popsan ISO/OSI model sité pro lepsi predstavu fungovani sitové komunikace. Ve treti

kapitole byly sepsany technické informace 0 protokolech z praktické casti.

Jelikoz je tématem prace monitorovani a analyza, ¢tvrta kapitola se zabyvala bezpecnosti siti
a popisovala nastroje vyuzivané Vv této oblasti. Poté jiz nasledovala kapitola Wireshark, ktera
predstavuje manual Kk tomuto programu. Po teoretické ¢asti byla sepsana prakticka c¢ast

s konkrétnimi praktickymi ptiklady.

Z bakalatské prace je jasn¢ vidét, ze Wireshark je velmi mocny ndstroj S obrovskymi
moznostmi. Je jednim z neju¢innéjSich ndstrojii vyuZivanych pro monitorovani siti. To je
vhodné provadét nejen pii realizaci sité, ale i v prub&hu pii béznych kontrolach a samoziejmeé

pfi ptipadném problému.
zafizeni méa ochranné prvky zabranujici situacim, které jsou pro potieby ukazky pouzity,
presto, jak je vidét, je mozné je V praxi nedopatfenim zpusobit. Potom ptichdzi cas

na monitorovaci néstroj.

Diky této praci jsem mél skvélou piilezitost si program vyzkouSet a to predevS§im pfi feSeni
praktickych situaci. S jistotou budu Wireshark v budoucnu vyuzivat a nadale prohlubovat

ziskané zkuSenosti pfi praci S nim.
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Ptiloha A — Ukdzka vypisu programu pri zapojeni zarizeni se stejnymi IP adresami

[ stejnc ip.peapng | i |
File Edit View Go Capture Anshze Statistics Telephony Wireless Tools Help
AN 7@ RERes=Fas=Baaas
(W Taoply o dsplay fiter . <Cirl-/> =3 -] Expression...  +
No. Time Source Destination protocol  Length Info &
1. 192.168.1.1 192.168.1.3 P 114 Echo (ping) request tt1=255 (no response found!) H
2 0000001 192.168.1.1 192.168.1.3 cme 114 Echo (ping) request tt1=255 (reply in 3) i
3 0.080267 192.168.1.3 192.168.1.1 fraliy 114 Echo (ping) reply tt1=128 (request in 2)
4 8.080268 192.168.1.3 192.168.1.1 P 114 Echo (ping) reply tt1-128
5 0.001401 192.168.1.1 192.168.1.3 prel 114 Echo (ping) request /256, ttl=255 (no response found!)
6 0.081463 192.168.1.1 192.168.1.3 fraliy 114 Echo (ping) request /256, tt1=255 (reply in 7)
7 8.001483 192.168.1.3 192.168.1.1 ICHP 114 Echo (ping) reply seq=1/256, ttl=128 (request in 6)
8 0.001404 192.168.1.3 192.168.1.1 Tcmp 114 Echo (ping) reply /256, ttl=128
9 6.082525 192.168.1.1 192.168.1.3 fraliy 114 Echo (ping) request seq=2/512, ttl=255 (no response found!)
10 08.8082526 192.168.1.1 192.168.1.3 ICHP 114 Echo (ping) request /512, 55 (reply in 11)
11 8.6062526 192.168.1.3 192.168.1.1 P 114 Echo (ping) reply /512, 28 (request in 18)
12 8.802527 192.168.1.3 192.168.1.1 fraliy 114 Echo (ping) reply /512, 28
13 0.083622 192.168.1.1 192.168.1.3 pralid 114 Echo (ping) request /768, 55 (no response found!)
14 8.663623 192.168.1.1 192.168.1.3 P 114 Echo (ping) request seq=3/768, 55 (reply in 15)
15 8.803623 192.168.1.3 192.168.1.1 fraliy 114 Echo (ping) reply /768, 28 (request in 14)
16 9.003624 192.168.1.3 192.168.1.1 prelid 114 Echo (ping) reply 5eq=3/768, ttl-128
17 8.6064688 192.168.1.1 192.168.1.3 P 114 Echo (ping) request /1024, tt1=255 (no response found!)
18 8.884689 192.168.1.1 192.168.1.3 fraliy 114 Echo (ping) request seq=4/1024, tt1=255 (reply in 19)
19 0.084689 192.168.1.3 192.168.1.1 prelid 114 Echo (ping) reply seq=4/1024, ttl-128 (request in 18)
20 0.0984690 192.168.1.3 192.168.1.1 IcMP 114 Echo (ping) reply id=0x0002, seq=4/1824, ttl1=128
21 4.874081 Cisco_46:f8:a9 Cisco_46:f8:a9 Loor 60 Reply
22 4.861232 Dell 75:ae:ce Cisco_46:f8:a9 ARP 6@ Who has 192.168.1.12 Tell 192.168.1.3
23 4.661234 Dell_75:ae:ce Cisco_46:18:a% ARP 60 Who has 192.168.1.12 Tell 192.168.1.3
24 4.661795 Cisco_46:8:29 Dell 75:ae:ce 60 192.168.1.1 is at 00:24:c4:46:76:29
25 4.661796 Cisco_46:f8:a9 Dell 75:ae:ice 60 192.168.1.1 is at 0@:24:c4:46:f8:a9
26 9.660166 feB8::6148:b7:13b4.. Ff02::1:2 151 Solicit XID: 8x2faf77 CID: 80A1080120630f1c8PaadeldBea
2714672962 Cisco_46:78:a9 Cisco_a6:5:29 60 Reply
28 19.320367 Cisco_46:f8:a9 CDP/VTP/DTP/PAgP /Ul 354 Device ID: Router Port ID: FastEthernete/l
29 21.188643 8.8.0.2 255.255.255.255 342 DHCP Discover - Transaction ID @x327a5ffe
30 24.671755  Cisco_46:78:a9 Cisco_a6:f5:29 60 Reply
1 19 13 2.0.2.9 42 DHCP Di. r - i a5t e
©0 23 ae 75 ae ce 00 24 ca 46 78 29 06 00 45 00 F.u...3 F....E =
0 64 00 02 00 00 T 01 38 32 O a8 01 01 <0 a8  .d 8 T
103 05 20 d8 1 00 62 ©0 00 00 00 00 0O €0 Oc .. =
2548 ab cd ab cd ab cd ab cd ab cd ab cd ab cd  .H 1
abcd ab cd ab cd ab cd ab cd ab cd ab cd @b cd  ........ .
abcd ab cd ab cd ab cd ab cd ab cd ab cd ab cd  ...e.... . 2
O 7 stireip Packets: 176 - Displayed: 176 (100.0%) - Load time: 0:0.15 Profile: Default
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amze B ]e= te=BFaaan
(W] 20ply 2 display fiter . <Ctrt/> =3 -] Expression... | +
No. Time Source Destination protocol  Length Info -
34 39.862824 Dell_63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.213
35 39.862825 Dell 63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.219
36 39.062826 Dell 63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
37 39.673434 Dell 63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.213
38 39.673435  Dell 63:12:1b Broadcast ARP 60 who has 192.168.1.12 Tell 169.254.26.219
39 39.673436 Dell 63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
40 40.673404 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12? Tell 169.254.26.219 E
41 48.673405 Dell 63:12:1b Broadcast ARP 60 Who has 192.168.1.17 Tell 169.254.26.219 H
42 40.673406 Dell 63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
43 41.669585 fe88::6148:b7:13b4.. Ff02::1:2 DHCPvG 151 Solicit XID: 8x2faf77 CID: 80@10880120638T1c8BaadeldBea
44 41.675837  Dell 63:12:1b Broadcast ARP 60 who has 192.168.1.12 Tell 169.254.26.219
45 41.675838 Dell 63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.219
46 41.675838 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
47 42.673371  Dell 63:12:1b Broadcast ARP 60 who has 192.168.1.1% Tell 169.254.26.219
48 42.673373 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
49 42.673374 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
S0 43.673363  Dell 63:12:1b Broadcast ARP 60 who has 192.168.1.12 Tell 169.254.26.219
51 43.673364 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
52 43.673365 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
53 44.069377  Cisco_46:78:a9 Cisco_a6:8:a9 Loop 60 Reply
54 44.675898 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
55 44.675891 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
56 44.675891 Dell_63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.213
57 45.673205 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
58 45.673296 Dell_63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
59 45.673297 Dell_63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.213
60 46.673336 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
61 46.673337 Dell 63:12:1b Broadcast ARP 6@ Who has 192.168.1.12 Tell 169.254.26.219
62 46.673337 Dell_63:12:1b Broadcast ARP 60 Who has 192.168.1.12 Tell 169.254.26.213
63 47.675751 Dell 63:12:1b Broadcast ARP 60 Whe has 192.168.1.12 Tell 169.254.26.219
B4 47.6; Dell 63:12:1b Broadcast RP: 69 Who has 192.168.1.12 Tell 169 4,26,219 e
©0 23 ae 75 ae ce 00 24 c4 45 73 20 OF 0@ 45 00 F.u...5 F....E =
0 64 00 02 00 00 T 01 38 32 O a8 01 01 <0 a8  .d 8 T
103 08 20 ds 1 00 02 ©0 00 00 00 00 00 00 Oe .. L
2548 ab cd ab cd ab cd b cd ab cd ab cd ab cd .M 1
abcd ab cd ab cd ab cd ab cd ab cd ab ed ab cd
abcd ab cd ab cd ab cd ab cd ab cd ab cd ab cd 2

Packets: 176 - Displayed: 176 (100.0%) * Load time: 0:0.15 Profiie: Default

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am7e RE e Fe=Eaaan
(W Tapply = display fiter .. <Ctrl-/> =3 - Expression...  +
No Time Source Destination Protocol  Length Info i
147 136.051541  2001:dbB:acad:b::b  fe2::1:Ffee:1 ICMPv6 86 Neighbor Solicitation for fes@::1 from @0:23:ac:75:ae:ce
148 136.051542 2001:db3:acad:b: :b ffe2::1:ffee:1 ICMPVE 86 Neighbor Solicitation for feg@::1 from @@:23:ae:75:ae:ce
149 136.851542 2081:db8:acad:b::b ffe2::1:ffee:1 ICMPvE 86 Neighbor Solicitation for fe8@::1 from 8@:23:ae:75:aeice
158 136.661335 2081:db3:acad:b: :b ffe2::1:ffeo:1 ICMPv6 86 Neighbor Solicitation for fe8@::1 from @@:23:ae:75:ae:ce
151 136.661337 2001:db3:acad:b: :b ffe2::1:ffee: 1 ICMPVE 86 Neighbor Solicitation for feg@::1 from @@:23:ae:75:ae:ce
152 136.661337 2001:db8:acad:b::b ffe2::1:ffee:l ICMPve 86 Neighbor Solicitation for fe8@::1 from @@:23:ac:75:aeice
153 137.661287 2081:db3:acad:b: :b ffe2::1:ffeo:1 ICMPv6 86 Neighbor Solicitation for fe8®::1 from @@:23:ae:75:ae:ce
154 137.661288 2001:db3:acad:b: :b ffe2::1:ffee:1 ICMPVE 86 Neighbor Solicitation for feg@::1 from @@:23:ae:75:ae:ce
155 137.661289 2001:db8:acad b ffe2 ffee:l ICMPve 86 Neighbor Solicitation
156 139.098377 2081:db3:acad:b: :b ffe2::1:ffeo:1 ICMPv6 86 Neighbor Solicitation 1
157 139.098378 2001:db3:acad:b: :b ffe2::1:ffee:1 ICMPVE 86 Neighbor Solicitation for feg@::1 from @@:23:ae:75:ae:ce
158 139.098879 2001:db8:acad:b::b ffe2::1:ffee:l ICMPve 86 Neighbor Solicitation for fe8@::1 from @@:23:ae:75:ae:ce
159 139.661297 2081:db3:acad:b: :b ffe2::1:ffeo:1 ICMPv6 86 Neighbor Solicitation for fe8@::1 from @@:23:ae:75:ae:ce
160 139.661298 2001:dbs:acad:b::b ffo2::1:ffee:1 ICMPVE 86 Neighbor Solicitation for fes@::1 from @@:23:ae:75:ae:ce
161 139.661298 2001:db8:acad: b ffe. iffee:l ICMPve 86 Neighbor Solicitation for fe8@::1 from @@:23:ae:75:ae:ce
162 140.661298 2081:db3:acad:b: :b ffe2::1:ffeo:1 ICMPv6 86 Neighbor Solicitation 1
163 140.661291  2001:dbB:acad:b::b  f02::1:Ffe0:1 ICMPV6 86 Neighbor Solicitation 1
164 140.661292 b ffe2 ffee:l ICMPve 86 Neighbor Solicitation
165 143.998984 b ffe2::1:ffee:1 ICMPv6 86 Neighbor Solicitation for fe8@::1 from 8@:23:ae:75:aeice
166 143.098906  2001:dbB:acad:b::b  f02::1:Ffee:1 ICMPv6 86 Neighbor Solicitation for fes®::1 from 00:23:ae:75:ae:ce
167 143.098986 2001:db8:acad:b::b ffe2::1:ffee:l ICMPve 86 Neighbor Solicitation for fe8@::1 from @@:23:ae:75:ae:ce
168 143.661253 2081:db8:acad:b::b ffe2::1:ffee:1 ICMPvE 86 Neighbor Solicitation for fe8@::1 from 8@:23:ae:75:aeice
169 143.661255  2001:dbB:acad:b::b  f02::1:Ffe0:1 ICMPv6 86 Neighbor Solicitation for fes®::1 from 00:23:ae:75:ae:ce
170 143.661255 2001:db8:acad:b: :b ffo2::1:ffe0:1 ICMPVE 86 Neighbor Solicitation for fe8@::1 from @0:23:ae:75:ae:ce
171 144.857080 Cisco_46:18:a9 Cisco_46:8:a9 LooP 6@ Reply
172 144.661268  2001:dbB:acad:b::b  f02::1:Ffe0:1 ICMPv6 86 Neighbor Solicitation for fes®::1 from 00:23:ae:75:ae:ce
173 144.661269 2001:db3:acad:b: :b ffe2::1:ffee:1 ICMPVE 86 Neighbor Solicitation for feg@::1 from @@:23:ae:75:ae:ce [
174 144.661269 2081:db8:acad:b::b ffe2::1:ffee:1 ICMPvE 86 Neighbor Solicitation for fe8@::1 from 8@:23:ae:75:aeice
175 154.055693  Cisco_46:8:a9 Cisco_a6:f8:29 Loop 60 Reply
176 164.054504  Cisco_46:78:a9 Cisco_a6:f8:a0 Loop 60 Reply
33 33 ff 80 @0 @1 0@ 23 ae 75 ae ce 36 dd 60 @@ 33 W# v -
©0 0@ @@ 20 3a ff 20 @1 @d b8 ac ad @0 @b 00 @0 :
00 02 00 B0 80 eb ff 02 60 B0 @0 00 00 02 0O @0 -
00 01 ff 00 00 01 57 00 43 38 00 00 00 00 fe 50 ca
90 00 00 ©0 00 0D 00 00 0 00 00 00 00 01 01 01 ..
20 23 ae 75 ae ce #.u
Q 7 siejep Packets: 176 - Displayed: 176 (100.0%) - Load time: 0:0.15 Profil: Default
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Priloha B — Pakety ARP a LOOP pri broadcast stormu

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ RE Ae==F s Eaaan
(W] 2pply a display fiter ... <Cirl-/> ] Expression...  +
Nao. Time Source Destination Protocol  Length Info e
479 761.090894497 Cisco_7e:53:02 Cisco_7e:s53:02 LOoOP 6@ Reply
48@ 763.233953298 Cisco_6b:b@:81 CDP/VTP/DTP/PAgP/UD.. CDP 438 Device ID: Switch Port ID: FastEthernet@/1 ==
481 767.897710617 Cisco_6b:be:81 Cisco_6b:b@:81 LoOoP 6@ Reply
482 771.@98630345 Cisco_7e:53:82 Cisco_7e:53:82 LOOP 6@ Reply
483 771.652513759 Cisco_7e:53:02 CDP/VTP/DTRP/PAgP/UD.. CDP 438 Device ID: Switch Port ID: FastEthernete/2
434 777.897008121 Cisco_6b:b8:81 Cisco_6b:b@:381 LOOP 6@ Reply
485 781.098049938 Cisco_7e:53:02 Cisco_7e:53:82 LOoOP 6@ Reply
436 787.988406768 Cisco_6b:be:81 Cisco_6b:b@:381 LOOP 6@ Reply
487 791.101443476 Cisco_7e:53:02 Cisco_7e:53:82 LOoOP 6@ Reply
488 797.913097097 Cisco_6b:b@:81 Cisco_6b:bB:81 LOOP 68 Reply
489 8@1.189384856 Cisco_7e:53:82 Cisco_7e:53:82 LOOP 68 Reply
490 887.919835347 Cisco_6b:b@:81 Cisco_6b:bB:81 LOOP 68 Reply
491 811.116752862 Cisco_7e:53:82 Cisco_7e:53:82 LOOP 68 Reply
492 817.923248387 Cisco_6b:b0:81 Cisco_6b:bB:81 LOOP 68 Reply
493 821.116827373 Cisco_7e:53:82 Cisco_7e:53:82 LOOP 68 Reply
494 823.237699118 Cisco_6b:b0:81 CDP/VTP/DTP/PAgP/UD.. CDP 438 Device ID: Switch Port ID: FastEthernet@a/1
495 827.926538586 Cisco_6b:b8:81 Cisco_6b:b@:81 LOOP 68 Reply
496 831.123644705 Cisco_Ye:53:02 Cisco_7e:53:02 LooP 60 Reply
497 831.656248637 Cisco_7e:53:82 CDP/VTP/DTRP/PAgP/UD.. CDP 438 Device ID: Switch Port ID: FastEthernet@/2
498 837.938186539 Cisco_6b:b@:BL Cisco_6b:b:81 LooP 60 Reply =
499 841.135356183 Cisco_7e:53:82 Cisco_7e:53:82 LooP 68 Reply
500 847.945438349 Cisco_6b:be:81 Cisco_6b:b@:81 LooP 6@ Reply
581 851.138924621 Cisco_7e:53:82 Cisco_7e:53:82 LooP 68 Reply
502 857.945476897 Cisco_6b:be:81 Cisco_6b:b@:81 LooP 6@ Reply
583 861.138356864 Cisco_7e:53:82 Cisco_7e:53:82 LooP 68 Reply
504 867.948515982 Cisco_6b:be:81 Cisco_6b:b@:81 LoOoP 6@ Reply
585 871.145856@25 Cisco 7e:53:82 Cisco_7e:53:82 LOOP 6@ Reply
506 877.961041035 Cisco_6b:be:81 Cisco_6b:b@:81 LoOoP 6@ Reply
587 881.145402986 Cisco_7e:53:82 Cisco_7e:53:82 LOOP 6@ Reply
508 883.241105730 Cisco_6b:be:81 CDP/VTP/DTRP/PAgP/UD.. CDP 438 Device ID: Switch Port ID: FastEthernete/1
589 963682141 Cisco 6b:b@;81 Cisco 6h:b@:81 LOOP 68 Renl &
¥f £ ¥f 1 ff ¥f d8 67 e5 4b ff 98 08 06 00 61 K-
83 @0 @6 @4 08 @1 da 67 eS5 4b ff 93 00 o0 00 o0 K.
Ff ff Ff £f ff ff 8 a8 01 01

@ 7 Loop Wireshark poku:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A ma@® RE Res=zF L Eoaan
[N ]are = ~| Expression... |+
o, Time Source Destination Protocol  Length Info B
1183 1572.9465499.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1184 1873.9467480.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1185 1574.9469696.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1186 1875.9470640.. Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1187 1876.9472144.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1188 1877.9473998.. Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1198 1578.9474776.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1191 1879.9476303... Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1192 1888.9477845.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1194 1881.9479617... Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1195 1882.9481382.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1196 1883.9483166.. Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1197 1884.9484787.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1198 1885.9486531.. Dell 4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1199 1886.9485188.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.42 Tell 192.168.1.3
1268 1887.9489867... Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1262 1888.9491472.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1263 1889.9492975.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1204 1890.9494186.. Dell_4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1286 1891.9495653... Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.3
1267 1892.9497265.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1268 1893.9498491.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.3
1209 1894.9500102.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1218 1895.9581708.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.3
1211 1896.9503486.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1212 1897.9585878.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.47 Tell 192.168.1.3
1214 1898.9506143.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1215 1899.9507496.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1216 1990.9508755.. Dell_4b:ff:98 Broadcast ARP 42 who has 192.168.1.4? Tell 192.168.1.3
1218 1981.9510334.. Dell 4b:ff:98 Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.3
1219 1992.9511950.. Dell 4b:ff:9 Broadcast RP 42 Who has 192.168.1.4? Tell 192.168.1 2
Ff ff ff ff ff ff d8 67 e5 4b ff 98 08 86 08 6L
08 00 @6 04 @0 01 do 67 e5 4b Tf 98 @0 00 00 00
Ff Ff £ £f £f £f c@ 28 01 01

© 7 vLoop wireshark pokus

Packets: 1305 * Displayed: 491 (37.6%) * Load time: 0:0.62 Profile: Default
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Piiloha C — Man-in-the-middle utok

M wifi.pcap - el X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm 2@ RERes==T s Eaaand
[ ip.sre==192. 168.100.3 or ip.dst==192. 168.100.3 [X] | Expression +
Protocol  Length Info .

o Time

Destination

uery @x5d76

42 0.033315733  192.168.100.3 16.6.3.210 DNS 84 Standard q A wiw. google-analytics.com K

43 0.633825722  192.168.160.3 5.198.130.5 TCp 54 1395 > 80 [ACK] Seq=1 Ack=1 Win=16568 Len=0 =
- a4 0.034537066  192.168.100.3 5.198.130.5 HTTP 952 GET / HTTR/1.1

45 0.634647647  192.168.106.3 16.6.3.210 DliS 77 Standard query GxSbSe A go.bbelements.com

46 0.035127257  192.168.100.3 10.0.3.210 DNS 8@ Standard query @x98c2 A connect.facebook.net

47 8.835303138  192.168.100.3 16.8.3.210 DHiS 84 Standard query Bx5d76 A www.google-analytics.com

48 0.035388957  192.168.100.3 5.198.130.5 TCP 54 1395 » 89 [ACK] Seg=1 Ack=1 Win=16568 Len=o
. 50 ©.035592765 192.168.160.3 10.0.3.210 DNS Standard query @xdbse A go.bbelements.com

51 0.837656038  10.8.3.210 192.168.160. 3 DHiS 128 Standard query response Bx98c2 A connect.facebook.net CNAME scontent.x.fbedn.net A 31.13.91.6

52 0.037886961 10.9.3.210 192.168.100.3 DNS 144 Standard query response @x5d76 A www.google-analytics.com CNAME www-google-analytics.l.google.com A 172.21

53 0.638564811 10.6.3.218 192.168.160. 3 DNS 141 Standard query response 8xSbSe A go.bbelements.com A 62.168.44.124 A 62.168.44.116 A 62.168.44.117 A 62.16

54 0.039482069  10.0.3.210 192.168.100.3 DHS 128 Standard query response 8x88c2 A connect.facebook.net CNAME scontent.xx.fbcdn.net A 31.13.91.6

55 0.639829773  10.8.3.218 192.168.160. 3 DNS 144 Standard query response 8x5d76 A www.google-analytics.com CHAME www-google-analytics.1l.google.com A 172.21

56 0.640831191 16.6.3.210 192.163.100.3 DliS 141 Standard query response 8xSbSe A go.bbelements.com A 62.168.44.124 A 62.168.44.116 A 62.168.44.117 A 62.168..

57 ©.041196594  192.168.160.3 10.6.3.210 DNS 81 Standard query @x252e A scontent.xx.fbedn.net

58 0.841317566  192.163.160.3 16.6.3.210 DliS 93 Standard query Bxf8bS A www-google-analytics.l.google.com

59 0.0424§5051 192.168.160.3 10.6.3.210 DNS 77 Standard query @xe@64 AAAA go.bbelements.com

60 0.643127855  192.163.160.3 16.6.3.210 DliS 81 Standard query 8x252e A scontent.xx.fbcdn.net

61 0.043204826  192.168.100.3 10.0.3.210 DNS 93 Standard query @xfsbs A www-google-analytics.l.google.com

62 0.643274624  192.168.160.3 16.6.3.210 DHiS 77 Standard query BxeB64 AAAA go.bbelements.com

63 0.045111885  10.9.3.210 192.168.100.3 DNS 97 Standard query response @x252e A scontent.xx.fbcdn.net A 31.13.91.6

64 0.845606582  10.8.3.210 192.168.160. 3 DHiS 189 Standard query response 8xf8bS A wwm-google-analytics.l.google.com A 172.217.23.206

65 0.046827013  10.0.3.210 192.168.100.3 DNS 133 standard query response @xe@64 AAAA go.bbelements.com SOA ns.billboard.cz

66 0.847357842  10.8.3.210 192.168.160. 3 DHiS 97 Standard query response Bx252e A scontent.x.fbcdn.net A 31.13.91.6

67 0.047706828  10.9.3.210 192.168.100.3 DNS 109 standard query response @xfsbs A www-google-analytics.l.google.com A 172.217.23.206

68 0.847835539  10.8.3.218 192.168.160. 3 DHiS 133 Standard query response BxeB64 AAAA go.bbelements.com SOA ns.billboard.cz

69 0.040009276  192.168.100.3 10.0.3.210 DNS 81 Standard query @x196a AAAA scontent.xx.fbcdn.net

70 ©.849342374  192.168.160.3 16.8.3.210 DNS 93 Standard query Bx88B1c AAAA wwi-google-analytics.l.google.com

1 0.6 46 192.168.100.3 10.0.3.210 Dl andard query 0xb2f3 A spir.hit.gemius.ol %

10 2¢ b6 83 00 0B 47 45 54 20 2f 20 48 54 54 50 .,....GE T / HITP =

PYETW IR MRz 67 73 74 3a 20 77 77 77 2SN WRHo st: wwy.

TR N " Mloa 55 73 65 72 2d 41 67

65 62 74 3a 20 4d 6F 7a 69 6c 6C 61 2f 35 22 30 ent: Moz illa/s.@

28 28 57 69 be 64 6f 77 73 20 4e 54 20 36 28 31 (Window s NT 6.1

3b 28 57 69 6e 36 34 3b 20 78 36 34 3b 28 72 76 ; Winb4; x64; rv 5

Start Targets Hosts View

Host List =

Mitm  Filters

Logging  Plugins

Packets: 1038 - Displayed: 1022 (98.5%) * Load time: 0:0.78

Info

192.168.100.1 00:23:69:25:F4:C8

Description

Delete Host

Add to Target 1 Add to Target 2

Listening on:
Wip3s0 -> 24:T-035E:TE:B8

192.168.100.4/255.255.255.240
fe80::206e:f44a:bc 29 3066/64

SSL dissection needs a valid redir_command_on' script in the etter.conf file

Ettercap might not werk correctly. /pracisysinetipvb/cont/alliuse _tempadds is not set 1o 0.
Ettercap might not work ty. Ipi ddr is not set to 0.
Privileges dropped to EUID 65534 EGID 65534...

33 plugins.
42 protocol dissectors
57 ports monitored

20388 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Lua: no scripts were specified, not starting up!

Starting Unified sniffing...

Randomizing 15 hosts for scanning.
Scanning the whole netmask for 15 hosts.

2 hosts added to the hasts list..

Host 192.168.100.1 added to TARGET1

Host 192.168.100.3 added to TARGET2

ARP poisoning victims:

GROUP 1: 192.168.100.1 00:23:63:25,F4:C8

GROUP 2: 192.168.100.3 C4:46:19:57.87.F3
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Ptiloha D — Vypis programu pri DDoS utoku

File Edit Viev Go Capture Analyze Statistics Telephony Wircless Tools Help

AN 5® RERe==Ts=Baaamn
(W] 2pply a display fiter ... <Cirl-/> 3 -] Expression... | +
Nao. Time Source Destination Protocol  Length Info e
27 0.001144 10.9.8.138 18.8.0.1 TP 68 8@ + 33930 [ACK] Seq=1 Ack=71 Win=21698 Len=8 | =
28 0.908350 10.2.8.138 10.0.0.1 TCcP 271 [TCP segment of a reassembled PDU]
29 9.010789 10.9.8.138 18.8.0.1 TP 271 [TCP segment of a reassembled PDU]
3@ 9.e75671 10.2.8.138 10.0.0.1 TCcP 1514 [TCP segment of a reassembled PDU]
31 8.875717 10.@.8.1 16.8.0.138 TP 54 33930 » 80 [ACK] Seq=71 Ack=1678 Win=65535 Len=@
32 0.977670 10.2.8.138 10.9.0.1 TP 1494 [TCP segment of a reassembled PDU]
33 0.079474 10.@.8.138 10.0.0.1 TP 1514 [TCP segment of a reassembled PDU]
34 9.979503 10.2.0.1 10.8.0.138 TP 54 33931 - 8@ [ACK] Seq=71 Ack=1678 Win=65535 Len=@
35 9.8816382 10.@.8.138 10.0.0.1 TP 1494 [TCP segment of a reassembled PDU]
36 8.887781 10.8.8.138 10.8.8.1 TCP 1514 [TCP segment of a reassembled PDU]
37 0.887726 10.@.8.1 16.8.0.138 TP 54 33938 + 88 [ACK] Seq=71 Ack=4578 Win=65535 Len=8 |
38 8.889787 10.8.8.138 10.8.8.1 TCP 1494 [TCP segment of a reassembled PDU]
39 9.891377 10.@.8.138 10.0.0.1 TP 1514 [TCP segment of a reassembled PDU]
48 8.891397 10.2.8.1 10.8.8.138 TCP 54 33931 = 8@ [ACK] Seq=71 Ack=4578 Win=65535 Len=@
41 8.893631 10.@.8.138 10.0.0.1 TP 1494 [TCP segment of a reassembled PDU]
42 8.899834 10.8.8.138 10.8.8.1 TCP 1514 [TCP segment of a reassembled PDU]
43 0.099864 10.0.0.1 10.9.0.138 TcP 54 33938 > 80 [ACK] Seq=71 Ack=7478 Win=65535 Len=2
44 8.181826 10.2.8.138 10.8.8.1 TP 1494 [TCP segment of a reassembled PDU]
45 0.103818 10.9.0.138 10.0.0.1 TcP 1514 [TCP segment of a reassembled PDU] L
46 8.183839 10.2.8.1 10.8.8.138 TP 54 33931 + 8@ [ACK] Seq=71 Ack=7478 Win=65535 Len=@
47 ©.1@5850 10.2.8.138 10.9.0.1 TP 1494 [TCP segment of a reassembled PDU]
48 8.112877 10.2.8.138 10.8.8.1 TP 1514 [TCP segment of a reassembled PDU]
49 8.112129 10.9.0.1 10.9.0.138 TP 54 3393@ » 8@ [ACK] Seq=71 Ack=10378 Win=65535 Len=0
58 8.113814 10.2.8.138 10.8.8.1 TP 213 [TCP segment of a reassembled PDU]
51 @.115688 10.2.8.138 10.0.0.1 TCcP 1514 [TCP segment of a reassembled PDU]
52 8.115788 10.9.8.1 16.8.0.138 TP 54 33931 + 8@ [ACK] Seq=71 Ack=18378 Win=65535 Len=8
53 @.117338 10.2.8.138 10.0.0.1 TCcP 213 [TCP segment of a reassembled PDU]
54 9.122382 10.9.8.138 18.8.0.1 HTTP 6@ HTTP/1.1 20@ OK (text/html)
55 @.122408 10.2.0.1 10.2.0.138 TCcP 54 3393@ + 8@ [ACK] Seq=71 Ack=1@538 Win=65535 Len=0
56 8.12421 10.9.8.1 10.6.0.1 HTTP 68 HTTP/1.1 200 OK (text/html) &
I: c8 @a a9 el @3 ea @@ 23 f3 a4 1f Ge 85 0@ 45 00 - .#
a1 @@ 28 @4 fo 0@ @0 fe 86 a3 55 @a @@ 00 3a Ga 80
2 @@ @1 @8 58 B84 8b 5d ce a@ @1 73 8f 45 @9 5@ 1@ 1.
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1591 14.559198 10.9.8.138 18.8.0.1 TP 271 [TCP segment of a reassembled PDU]
1592 14.561297 10.2.8.138 10.0.0.1 TCcP 271 [TCP segment of a reassembled PDU]
1593 14.638466 10.9.8.138 18.8.0.1 TP 1514 [TCP segment of a reassembled PDU]
1594 14.638512 10.2.0.1 10.2.0.138 TCcP 54 34003 - 8@ [ACK] Seq=71 Ack=1678 Win=65535 Len=@
1595 14.648281 10.@.8.138 10.0.0.1 TP 1494 [TCP segment of a reassembled PDU]
1596 14.641932 10.2.8.138 10.0.0.1 TCcP 1514 [TCP segment of a reassembled PDU] I
1597 14.641954 10.@.8.1 16.8.0.138 TP 54 34604 > 80 [ACK] Seq=71 Ack=1678 Win=65535 Len=@
1598 14.644835 10.2.8.138 10.9.0.1 TP 1494 [TCP segment of a reassembled PDU]
1599 14.649835 10.@.8.138 10.0.0.1 TP 1514 [TCP segment of a reassembled PDU]
16080 14.649058 10.2.0.1 10.8.0.138 TP 54 34003 - 8@ [ACK] Seq=71 Ack=4578 Win=65535 Len=@
1681 14.650823 10.@.8.138 10.0.0.1 TP 1494 [TCP segment of a reassembled PDU]
1682 14.652245 10.8.8.138 10.8.8.1 TCP 1514 [TCP segment of a reassembled PDU]
1683 14.652266 10.@.8.1 10.8.0.138 TP 54 34804 - 88 [ACK] Seq=71 Ack=4578 Win=65535 Len=8
1684 14.654121 10.8.8.138 10.8.8.1 TCP 1494 [TCP segment of a reassembled PDU]
1685 14.659400 10.@.8.138 10.0.0.1 TP 1514 [TCP segment of a reassembled PDU]
1686 14.659426 10.2.8.1 10.8.8.138 TCP 54 34883 = 8@ [ACK] Seq=71 Ack=7478 Win=65535 Len=@
1667 14.661273 10.9.0.138 10.0.0.1 Tcp 1494 [TCP segment of a reassembled PDU]
1688 14.662662 10.8.8.138 10.8.8.1 TCP 1514 [TCP segment of a reassembled PDU]
1669 14.662716 10.0.0.1 10.0.0.138 TcP 54 34604 > 80 [ACK] Seq=71 Ack=7478 Win=65535 Len=2
1618 14.664492 10.2.8.138 10.8.8.1 TP 1494 [TCP segment of a reassembled PDU]
1611 14.670168 10.2.8.138 10.9.0.1 TP 1514 [TCP segment of a reassembled PDU]
1612 14.670196 10.2.8.1 10.8.8.138 TP 54 34883 + 88 [ACK] Seq=71 Ack=18378 Win=65535 Len=8
1613 14.671673 10.2.8.138 10.9.0.1 TP 213 [TCP segment of a reassembled PDU]
1614 14.673345 10.2.8.138 10.8.8.1 TP 1514 [TCP segment of a reassembled PDU]
1615 14.673371 10.2.0.1 10.2.0.138 TCcP 54 34004 - 8@ [ACK] Seq=71 Ack=10378 Win=65535 Len=0
1616 14.674891 10.2.8.138 10.8.8.1 TP 213 [TCP segment of a reassembled PDU]
1617 14.679213 10.2.8.138 10.0.0.1 HTTP 6@ HTTP/1.1 200 OK (text/html)
1618 14.679234 10.9.8.1 16.8.0.138 TP 54 34803 + 80 [ACK] Seq=71 Ack=18538 Win=65535 Len=8
1619 14.679881 10.2.0.1 10.2.0.138 TCcP 54 34003 - 8@ [FIN, ACK] Seq=71 Ack=10538 Win=65535 Len=@
1628 14.681215 10.9.8.138 18.8.0.1 TP 68 8@ + 34883 [ACK] 5eq=18538 Ack=72 Win=21768 Len=8
1621 14.68206 10.2.0.1 10.9.0.1 HTTP 6@ HTTP/1.1 200 0K (text/html) S
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