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EXPLICIT DATA OF INTERNET USERS:  
VALIDITY AND DECEPTION DISCLOSURE 

Jitka Pokorná, Tereza Balcarová 

Abstract: This study is focused on validation of the explicit data provided by Internet users 
for the prediction of required on-line content. Content prediction represents the core  
of on-line personalization process. Whether explicit data quoted by users reflect the reality 
analyze this research. Research participants (n = 32) filled the electronic questionnaire  
in and were monitored to validate questionnaire data. The frequencies of overall weekly  
on-line time and doing particular on-line activity are measured. Evaluated on-line activities 
are: on-line communication including sharing, reading on-line news, on-line entertainment 
and information search. Frequency of Internet use was determined as the respondents 
estimation of the time spent on-line in hours per week. Five zero hypotheses were proposed 
and tested with Wilcoxon non-parametric paired test. Hypotheses were accepted in cases  
of total frequency of Internet usage, on-line communication, entertainment and information 
search. Respondents mostly differ in estimation of reading on-line news frequency. 
Frequency of reading on-line news the null hypothesis was rejected. In all cases  
of difference, respondents overestimated frequency weekly.  

Keywords: Explicit data, Implicit data, Personalization, Validation, Internet use, On-line 
deception. 

JEL Classification: D83. 

Introduction 

Personalization includes the selection of dynamic content such as links, advertisement, 
evaluation or recommendation, which is of interest to a particular user or group [1]. 
According to previous study [5], personalization is managed conjunction of categorized 
content according to the profile of an Internet user. Personalization on the website [9] is 
defined as a process of change of content and structure of a page for the purpose  
of adaptation to specific needs, goals, interests and preferences of each user. Personalized 
website deliver potential interesting content to users, on the other side it helps make profits 
to on-line service providers also. In previous surveys 80 % of respondents said they like  
to adopt personalized content, especially when it comes to recommendations from other 
users and this preference tends to increase [4]. Provider [4] declares double growth  
of relations number at the suggested level of content, 10 % profit growth and 2,4 times  
as much longer time spend at the Internet page. However, negative aspects  
of personalization are mentioned in sub-chapter 1.1. 

In previous studies the active (explicit) and passive (implicit) form of identifying the 
Internet users, which allows more accurate analysis of personalization techniques, were 
defined. Active approach is based on the explicit ways of data collections, realized mostly 
by questionnaire surveys or forms [16]. Active method requires activity from users during 
the data collection; implicit method is based on passive data collected automatically  
by the system. 
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Implicit personalization method 

Implicit method or passive approach is more complex; because it requires prediction 
based on analyzing the previous user on-line behavior, most often detected by click logging 
or data on the user’s service use. The aim of the implicit personalization system is 
systematically decide which content is the most relevant for the user according to the data 
about user’s previous on-line activities [11].The monitored aspects can be, for example, 
sites or category of sites the user has visited in the past or which advertisement the user has 
reacted to in the past with a mouse click. The user profile is assembled on the basis  
of on-line behavior, content of visited websites or both. The on-line behavior model consists 
of monitoring user activities such as clicking, downloading, frequency of use or of a record 
of activity on a specific website [13]. Other researches summarize implicit metrics  
of targeted advertising: time stamp, IP address, set of attributes from cookies, click,  
and ad ID or ID of ad placement [11]. 

The main criticism of passive approach points to the user’s privacy violation of the 
user’s privacy [17]. Personal information on the user, such as his name, address, and e-mail 
or telephone number is not generally collected by the personalization system, and the 
monitored data can be considered anonymous in this regard. The system more often gathers 
records on website the user has already visited, how long he or she spent there or what 
user´s next interest is. The problem is a long-term nature of user monitoring and recording 
the user’s interests and other activities. Cookies are the most common intermediary between 
information on the user and the Internet company [8]. Many users and legislators worldwide 
are facing issues dealing with the privacy of implicit techniques for targeting ads. There can 
also be seen interferences between the development of the implicit targeting by automatic 
learning systems and the claims of opponents for the right to provide personal data only 
with the permission of the user [8]. In March 2011 it was reported that the online 
advertising industry started cooperation with the administrative authorities in the control  
of on-line monitoring of user activity, and therefore changes in the techniques of data 
gathering systems can be expected [14]. 

Explicit personalization method 

Explicit method or active approach requires user to state information about him on the 
website. The most common form of the explicit data is an electronic questionnaire or form. 
Users are not, however, always willing to fill in information or the information might not  
be true [17]. 

Research shows that a lie and deception on the Internet exists as long as the Internet 
itself. The impersonal nature of on-line communication increases the opportunity  
for deception such as the current activity on the Internet [10], [20]. The differences are 
evident in certain Internet activities. The e-mail communication can be observed as a tool 
frequently burdened with the deception, that is increasing with growing frequency of e-mail 
use [10], [3]. Although on-line chat users lie less frequently, than occasional chat visitors 
[21]. Generally, frequent Internet users deceive more than infrequent users [10], [3]. 
Previous studies show, that these Internet users mislead information about their physical 
characteristics, psychological characteristics and on-line activities [10], [3], [6]. The most 
common categories, which reflect false data include age, education, occupation, religion, 
income and gender. Lying within the on-line environment occurs more in men than  
in women [21]. The reasons for deceiving are also discussed. The motivation to lie on-line 
is mostly caused because of safety reasons [22], [3]. Other reasons, according to [12] may 
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be identity games and perhaps psychological disorder. The problem, which is still current,  
is the detection of such lies. The authors state that it is still very difficult to detect the  
on-line environment deception [20], [23]. For further use of the active learning of Internet 
users is essential to obtain true data.  

1 Statement of a problem 

User’s identification parameters, preferences, requirements or the context are collected 
for the purposes of personalization primary [9]. The user may have varied interests  
at various times, and may also search information in different contexts. Component interests 
may, however, be motivated by the same interest at a higher level of abstraction [13]. 
Finding user typology on the Internet based on motives satisfied on-line was the focus of the 
previous study [15], where following groups of users were identified: overview, escape 
from the reality of life, information, entertainment and maintenance of social connections. 
On the basis of exploratory factor analysis, three ways of Internet use for Generation  
Y where defined [19]; the Internet as a resource of: entertainment, communication,  
and information. On the basis of theoretical research, the following Internet user types were 
identified [2]: non-users, sporadic users, discussing users, users being entertained, social, 
observers, instrumental and advanced. Those Internet user typologies are based on motives 
for which the medium is used. Found user categories are similar to on-line activities 
classification questioned in national surveys of Internet use [7], [18]. 

Research on information and communications technology use in the Czech Republic 
comes from investigation of a descriptive nature, is coordinated by the European Statistical 
Office and takes place each year in all member nations of the European Union and other 
selected European countries. In the Czech Republic, this investigation under the name  
of Selective Investigation on Information and Communications Technologies Use  
in households and amongst individuals is performed by the Czech Statistical Office [7]. 
Among other monitored variables, on-line activities that users have undertaken in the past  
3 months are questioned (for on-line shopping in the past year) for private purposes: 
communications (sending/receiving e-mails, telephone and video conversations), searching 
for information (on goods and services, health, travel and accommodations, reading  
of on-line news reports, job searching), entertainment (playing and downloading games, 
watching or downloading movies, music, videos, downloading software, listening to on-line 
radio or television), on-line services (shopping, sales of goods or services, Internet banking, 
communication with the government, sending files). Netmonitor company is providing 
information on Internet visitor statistics and the socio-demographic profile of its visitors  
in the Czech Republic [18]. The implementer of this project is the Media search company  
in cooperation with Gemius S.A. For data collection the system use a hybrid method which 
measures on both server and client browser side. Respondents are questioned on the 
following on-line activities: communication, searching information on products  
and services, searching professional information for their work/studies, listening to music, 
watching videos on the Internet (for example, YouTube, stream, TV station archives,  
on-line radio). 

Based on the Internet user typologies together with the on-line activity categories 
following activities are measured: reading on-line news, on-line communication including 
sharing (email, Facebook, Skype, etc.), information search and on-line entertainment 
(games, music, videos, stream, etc.). We can expect using Internet for professional purpose 
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especially at work. However, only home computers are monitored in this research. 
Professional purpose of searching information is not measured. 

Accuracy of explicit personalization method depends on the validity of data provided  
by the user. Previous studies show [10], [3], [6], that the Internet users mislead information 
about their characteristic or on-line activities. Following up these results the aim of this 
study is to validate explicit data on on-line activities provided by Internet users. 
Summarizing the arguments above, following hypotheses are proposed: 

H10: Median difference between questioned and monitored overall Internet use is null. 

H20: Median difference between questioned and monitored frequency of on-line 
communication is null. 

H30: Median difference between questioned and monitored frequency of news reading  
is null. 

H40: Median difference between questioned and monitored frequency of on-line 
entertainment is null. 

H50: Median difference between questioned and monitored frequency of on-line 
information search is null. 

2 Methods 

Identical primary data were collected using both explicit and implicit data collection.  
For these purposes method of questioning with electronic questionnaire and monitoring 
performed by overt, structured and indirect observation. The survey was intended to the 
Internet users above the age of 15 years. Selection of users was intended with the 
requirement of both gender representations. 32 Internet users participated in the 
questionnaire survey (19 men and 13 women) as well as monitoring. Research participants 
firstly responded to the electronic questionnaire. Frequency of Internet use is determined  
by the estimation of time spent on-line in hours per week stated by the respondent. The 
overall weekly on-line frequency and the frequency of dedication to a particular activity are 
measured (reading on-line news, on-line communication, information search and on-line 
entertainment). For the research purposes, gender and age were settled as questioned  
socio-demographic variables. Three filtration questions were related to exclusive usage  
of home PC, Mozilla FireFox browser and users regular rhythm of life within the 
monitoring time. These questions were principal for the subsequent observation. For the 
purpose of mentioned indirect observation a special monitoring application was developed 
for Mozilla Firefox web browser. On this condition only home computer Internet usage  
is monitored. The monitoring was conducted under the regular rhythm of life with regard  
to the reduction of irregular, random, unusual or extreme situations that could misrepresent 
the research results.  

Monitoring of Internet users was performed to validate explicit data. The following 
variables were recorded: user ID, IP address, domain, date, relation start, end and duration 
in seconds and domain. For the duration of seven monitored days 86 176 relations (clicks) 
were collected. Statistical test were conducted using SPSS 19 program. Monitored data were 
filtred and coding in MS Excel into categories pursued in the questionnaire. To determine 
the validity of questioned data, estimated values were compared with the really measured. 
Hypotheses were tested by the Wilcoxon non-parametric paired test. The match  
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of questioned and monitored data was analyzed. For the research purposes, the level  
of significance was determined at α 0,05. 

3 Problem solving 

Whether or not the monitored data mentioned corresponds to the actual measured values 
was determined through Wilcoxon paired test. The match of following parameters was 
tested: differences in total Internet use frequency, communication, on-line news reading 
frequency entertainment and information search. In the tables below the coding  
of parameters were used: (Q) for estimated value obtained by questionnaires and (M)  
for real measured values obtained by monitoring. As stated at chapter 2 five zero hypotheses 
are tested. 

Tab. 1: Wilcoxon paired test – overall Internet usage 
Wilcoxon paired test: Marked tests are significant on the level p <,05000 

 Valid no. p-value 

Overall usage (Q) & Overall usage (M) 8 0,068740 

Communication (Q) & Communication (M) 7 1,000000 

News reading (Q) & News reading (M) 14 0,000892 

Entertainment (Q) & Entertainment (M) 7 0,342811 

Information (Q) & Information (M) 7 0,091270 

Source: [own results]  

Comparing data about overall Internet usage the calculated p-value (0,069) is greater than 
the set level of 0,05 and that is why we not rejected the zero hypothesis, that there is no 
significant difference between questioned and monitored overall Internet use. 

In case of questioned and monitored data about on-line communication the calculated  
p-value (1,000000) is greater than the set level of 0,05 and that is why we not rejected the 
zero hypothesis, that there is no significant difference between questioned and monitored 
frequency of on-line communication. 

Comparing data about on-line news reading the attained value of significance (0,000892) 
is less than the set level of 0,05 and that is why we reject the zero hypothesis that the 
difference between the estimated and actual time of reading on-line news is zero. From the 
results, it can be judged that users perceive time spent reading on-line news as longer than  
it is in reality. 

Comparing data about on-line entertainment the calculated p-value (0,342811) is greater 
than the set level of 0,05 and that is why we not rejected the zero hypothesis, that there is no 
significant difference between the estimate of searching for on-line information and the 
actual measured value. 

In case of questioned and monitored data about searching on-line information the 
calculated p-value (0,091270) is greater than the set level of 0,05 and that is why the zero 
hypothesis is not rejected. There is no significant difference between the estimate  
of searching for on-line information and the actual measured value. 
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4 Discussion 

Primary data were gathered both by using electronic questionnaire (explicit data)  
and one-week observation (implicit data) of on-line activities performed by monitored 
respondents. The explicit data validity testing was conducted by Wilcoxon paired test that 
confirmed statistically significant compliance of both samples especially in following cases: 
overall Internet use frequency, on-line communication frequency, information search  
and also on-line entertainment.  

Tab. 2: Results of hypotheses testing 
Hypothesis p-value Testing result 

H10 0,0687 Not rejected 

H20 1,0000 Not rejected 

H30 0,0008 Rejected 

H40 0,3428 Not rejected 

H50 0,0912 Not rejected 

          Source: [own results] 

The difference of explicit data was statistically significant only in the frequency  
of reading on-line news. Monitored respondents overestimated time spent by reading on-line 
news. This result may lead a number of reasons. One of the reasons may be the 
implementation of monitoring on home computers. Results are different, due to the fact that 
respondents do not differ between reading on-line news at home and reading on-line news 
within working hours.  

Hypotheses of a zero median difference between the actually measured and estimated 
data were not rejected in the case of on-line communication, entertainment, information 
search and the overall frequency of Internet use. Given the very low p-value for hypothesis 
H10 (p = 0,0687), the agreement of real and estimated overall time spent on-line is very low. 
The reason for this may be an overestimation of the total time spent on-line. Another cause 
can be the deceptive statement of the less time spent online that is also declared in the 
previous studies [3], [6], [10], [20]. Internet users are intentionally given untruthful data 
because of security reasons [3], [22]. This research is limited by the fact that only one 
computer device is monitored. Nowadays personal computers, notebooks, iPads, mobile 
phones or similar devices are used together for on-line activities. However, extending the 
research with new measured devices requires different monitoring software for both 
particular operating system and web search engine. That is a technically challenging issue. 
Due to private character of data (monitored on-line activity) not many people are willing to 
contribute to the research. Only the most used devices private on-line activity was 
monitored in this research. However, respondents did not distort the results significantly. 

Conclusion 

The aim of this study was to validate explicit data of on-line activities provided  
by Internet users. Whether explicit data provided by electronic questionnaire match the real 
monitored values was determined through pair value testing.  

In case of overall Internet use, on-line communication, entertainment and information 
search, a statistically significant accordance with both values was confirmed. The difference 
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in estimated values and real data was determined for the frequency of on-line news reading. 
The difference may be caused by the fact that the monitored users might be reading on-line 
news during working hours. With the exception of reading on-line news frequency, the 
users confirmed the real estimated time period spent on the concrete on-line activity.  
In spite of all research limitations the results show that users are relatively well oriented  
in time spent on-line. They did not deceive with their on-line activities frequency. The  
on-line data about the frequency of overall usage, communication, information search, etc. 
describes the way how Internet is used by individuals. Understanding this can be used  
to adjust offered on-line content and to set personalization algorithm in particular 
conditions. For the further research, a longer time period should be considered to avoid 
unexpected influences on data.  

Data about the frequency of overall usage, communication, information search, etc. can 
be gathered implicitly without action of users. Increasing importance of active method  
of collection relates to the future of behavioral targeting legislation. There is a world 
discussion about on-line privacy and implicit personalization methods. In recent years, there 
is a pressure on personalized system provider to make collection of data transparent. 
Implicit data collection methods are required to be used with explicit agreement of the user 
only. As the results show, almost the same data is possible to obtain explicitly from users. 
The results prove the potential of using explicit data for the purposes of personalization.  
On the other hand it is necessary to accept the fact that respondents must actively respond, 
therefore they must be willing to cooperate. Explicit data is perspective, due to the existence 
of arguments about the legality of obtaining the implicit data through monitoring. 
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