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METHODOLOGY OF CRITICAL TRANSPORT INFRASTRUCTURE OB JECTS
IDENTIFICATION

Radovan Sou$ek zdengk Dvorak?, Miroslav Kelemer?

The article describes experiences from Czech Repabli Slovakia in case of critical transport
infrastructure elements selection and identifigatibhe attention is focused on objects, which hagk h
importance for international transport corridors.
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1 Introduction

Present situation brings new challenges in margdief research. One of them is research in segcurit
field. This decade is characterised as period of against terrorism. New threats, new technologies,
current political and economical changes in theldvoequires deeper research in finding possiblesyway
how to protect inhabitant his family, property astdte. This article gives current overview on tesues
with focus on critical (mainly transport) infrastture.

2 Critical infrastructure research

At first, it is very important to state definitiorier following terms. For purposes of this artiglere
used definitions from terminological dictionaryafsis management.

» Critical Infrastructure (Cl) is part of nationalfiastructure (chosen organisations, agencies,
objects, systems, equipment, services and systeh), destruction or malfunction as an
effect of risk factor would cause serious threaetmnomical and political functioning of
country, as well as threat of lives and healtmbgbitants.

* National Defence System (NDS) is set of elementseghmental measures, through which
ministries, other governmental agencies, courtdjcesf of public prosecution, local
government, legal entity and personal entity cie@iesumption for successful provision of
country defence and it also provides sources, maaagonditions for armed forces and their
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partners, so that they are able to fulfil theip@ssibilities according to international acts and
treaties about common defence.

» Critical infrastructure is part of national secysiystem.

For real understanding of complexity of criticalrastructure, it is important to mention all sestof
critical infrastructure. In majority of countriethey are — energetics (mainly nuclear energy), wate
(providing of drinkable water for inhabitants), tsiuff (its quality), health protection, financedan
transport (road, railway, air and water transp@tme countries also mention science and research.

Critical infrastructure protection (if particulaedors are not chosen) is a set of measures which a
provided by owner, administrator of object, privatzurity service and chosen police unit with aim t
protect property of defensive infrastructure, esglcto protect objects with high importance. The
protection works continuously, in usual situati@weell as in period of crisis situation.

Goals of critical infrastructure protection are:
* prevent entrance to the object and activities ofaothorized persons and groups,

» decrease or prevent the possibility of securitly oscurrence (terrorist attack, sabotage, thefts,
and others),

» to provide functionality of technologies and uyildf stored items,

» to provide secure functioning and security of inteaiis and armed forces, who are located in
close surroundings of such objects.

Object protection can be divided into basic andaaded. Advanced protection can be further divided
according to method of providing on:

» advanced object protection belonging to categogbgécts with high importance,
» advanced object protection belonging to categotioér important objects.

Basic object protection is based on preventing abjem usual theft, non-authorized access to
information, which create trade secret as well @a9itevent non-authorized access to information
systems, etc.

Basic object protection is completely organized afmhnced by legal entity, owner or
administrator of object, as a part of internal @y protection measures.

3 View on critical infrastructure according to European legislation

Council directive 2008/114/ES was defined Europeaitic@r Infrastructure. For its identification and
marking it is essentials to know the most possiiptes of attacks on ECI. According to directive,ythe
are:

» direct action — direct armed physical attack ogegrdone by armed terrorist groups,

* bomb attack — attack, which is usually done byvittlial or small group with usage of non-
conventional bombs (not air bombing),

* CBRN attack — attack with usage of chemical, biadaly bacteriological or radioactive
materials,

» Cybernetic attack — attack, which is focused ontrdgsg of information and data or
violation of computer system and programs, usiteriret network,
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» Information action — attacks, which are focusedyaming or violation of certain information,
to influence information based processes ( foramst influence computer system, so that it
seems to be working properly, but it works with rpailated data), and also protect own
information and computer systems.

Source: [2]

Due to actual tasks, which are derived from memtibdocuments, it is needed to define minimal
security requirements on elements of critical istinacture. It is important to state, that Europeaobl
accept private sector as valid and equivalent partoompared to government agencies. One of very
important tasks is to prepare security plans fowvjers of critical infrastructure elements. Acttegk is
to find out if providers have prepared these plansp; member countries have to accept measunes fo
their creation. One of other requirements is thatre provider should have his own officer for setyur
issues. The most actual task is to identify threaesaces and vulnerable places.

European Union has its own European research irfighis However, & framework programme,
which was supporting research and science in EUrapgears 2004-2006), did not pay any attention to
this issues. This has changed in curréhframework programme, which is valid for periodrfr@007
and defines security as individual field of resbaigdot that long time ago was created European &gcur
Research Advisory Board. This board is intensivebpperating on security appeals and EPCIP is
working out with proposals in programme Preventipreparedness and consequence management of
terrorism and other security — related risks. Thisggamme involves appeals on project proposals,
oriented on development, evaluation, implementatiod spreading of tools, methods, techniques and
architecture models in infrastructure The main dbatron of these projects should be in protectiéon o
inhabitants against terrorist attacks and idertiion of threats of individual person. Researcivaigs in
7™ framework programme in field of security were soed by 14 200 000 €.

4 Risk evaluation in critical transport infrastructur e

Risk evaluation in transport is kind of new isslibere were only very few papers published in thetdfi
yet. The risk evaluation method, according to tecddmorm is following:

» evaluate surroundings of system (everything whatitmgpact on functioning and behaving of
system),

» identification of threats of objects a asset d&bni,
* risk analysis,
» evaluate risk and state if the risk is acceptable.

In following part is presented methodological prhoe for solution of such issues. At first, it isry
essential to divide transport system, to its bgmds- transport infrastructure, transport means an
management of transport operating. Legal framewboukpan activities and surroundings has also huge
influence on transport system operating. Therefdres possible to apply complex process of risk
evaluation, which corresponds to this methodoldgycase, when the risk is unacceptable, we have to
propose measures, which will enable to lower tisit if the risk is acceptable, it depends on aiing
authority, if he applies measures or he will coméirwith monitoring the state of risk and make the
analysis again.

First task — to evaluate surroundings of systems, very important to pay attention on all natiaad
human sources, which can possibly be a threatawosport system. Such process, which evaluates
surroundings of transport system, is extremely daajed. It is necessary to focus on complex widsne
of possible threats.
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Second task is aimed on individual identificatioh particular threats in transport system. As a
possible model for identification of threats, wenaasse model, which was designed for research task,
which we were working on for Slovak Railway Compa@BR). It was necessary to make deeper
investigation in case of these six groups.

Identification of threats in transport

Human activities Legal documents

-

Transport infrastructure

-

Figure n.1 Identification of threats in railwayrisgport Source: [4]

If we take into consideration transport infrastuwet at first we should analyse its particular otge
(look at fig. 2). Firstly we should look at railwéynnels, as the most threatened objects. Duriatysis
of possible threats for railway tunnels, we cameaigonclusions, presented in figure n.2. Changes i
understanding of threats, has changed rapidly, eostpto past — military threats, through, relagivel
present threats by natural influences up to thegmeand presumable threats — possible terrotestkast
Present trends shows, that terrorist attacks vellfdcused on attacks with very serious influence on
society.

From methodological point of view, as an insepagtdrt of second task is defining of possible
impacts. It is necessary to express possible infleg, impacts and damages. It is necessary to find
suitable methods for objective evaluation of — techl equipment, buildings, but also inhabitank®$
and health. This seems to be the most difficult.tdsksummarize all mentioned above, it is essetdial
use standard methods used in every sector andrtbice them with evaluation done by team of experts.
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Identifikacia ohrozeni v Zelezni¢nej doprave

Zelemitna infrastruktira

Tunely

Trate

Mosty

Stanice

Pri Zeleznicne] prevadzke
midze v tuneloch dojst k
tymto ohrozeniam:

- zaplava,

- Zosuvy,

- lawiry,

- Utoky teroristov,

- wibuch a poZiar
prepravavaneho tovari,

Pri Zeleznine] prevadzke
midzZe na tratiach dojst' k
tymito chrozeniam:

- zaplava,

- ZOSUvY,

- lawiny,

- Utoky teraristoy,

- wybuch a poZiar
prepravovangho tovary,

Pri Zeleznitnej prevadzke
midZe na mostoch dojst' k
tymto ohrozeniam:

- zaplava,

- Zosuvy,

- laviny,

- Gtoky teroristoy,

- wybuch a podiar
prepravovaného tovaru,

Pri Zeleznicnej prevadzke
miZe v staniciach dajst' k
tymto ohrozeniam:

- zaplava,

- ZOSUVY,

- laviny,

- Otoky teroristoy,

- wybuch a poZiar
prepravovangho tovard,

- samovraZdy, - samovraZdy, - samovraZdy, - samovraZdy,
- Zrazenie zveri, - Zrazenie zver, - Ztazenie zver, - Zrazenie zver,
- atd, - atd’ - atd’ - atd’
Figure n. 2 Threat identification in railway infrastture Source: [4]

Third task is risk analysis itself. This task is feed on calculation of particular values of riski®o
Risk = probability of occurrence * possible impadsing suitable methods, we can arrange particular
risks into two basic groups. In first group areksiswhich are not acceptable, it is necessaryrad fi
corrective measures for these and to lower sudks.ri;ito second group belong risks, which are
acceptable. For those, we create system of measunesh will be applied according to economist’s or
manager’s decision. It is possible to evaluate platte risks as remaining risk, which doesn’'tvééo be
solved.

Fourth task in framework of risk evaluation is t@gess file — library of proposed measures. These
measures were divided into two groups from methagloal reasons. Measures influencing company’s
internal part and measures influencing surroundimgronment — look at fig. n. 2.
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Identifikacia opatreni - odporicani v Zeleznicnej doprave

wyber wyher wiher wyber
Zelezniéné tunely Zeleznigné trate Zelezniéné mosty Zeleznitné stanice
Metodické poznamky:

Opatrenia Uvedené v kniZnici opatreni sd rozdelené do styroch skupin — prva opatrenia pre Zeleznicné tunely, druha opatrenia pre
felezniéné trate, tretia pre Zelezniéné mosty a Stvrta pre Zeleznicné stanice.

[awrhované opatrenia je potrebné élenit’ do dvoch €asti— na ochranu proti vnitornému ohrozeniu a druhé na ochranu proti
wonkajSiemu ohrozeniu

Podra moZnych zdrojov ich vyberame ako opatrenia:
+ nezavisle na ludskej innost,
+whlyvajice z ludske] ginnost,
+whlivajlce z prirodzene] povahy tovaru.

Vzhladom na zadanie Ulohy VaY Je prave posledna odrazka welmi wznamna — prepravované nebezpetné latky pri svojom dniku majl
Casto wrazny vplyy Zelezniéni prevadziu. Y extrémnych pripadoch si zdrojom ohrozenia, kioré na dihd dobu méZe znemoznit’
prevadzkovanie daného dopravného objektu a preto si v Zvyraznené Cervenou farbou

Figure n. 3: Proposal on recommendation in railvagsport Source: [4]

5 Conclusion

Possibility to publish article on important intetioaal conference is great opportunity to presesuits

of research. Present trends show importance oficayié research. The aim of article was the will to
change knowledge of scientific community in fielflasitical infrastructure. The attention was paid on
threat identification of objects, which are partdfical transport infrastructure.
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