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THE CHOICE OF THE APPROPRIATE STRUCTURE OF THE CONT ROL
SYSTEM WITH RESPECT TO THE REQUIRED AVAILABILITY AN D SAFETY

Juraj Zdansky?, Jozef Hrbeek?

Nowadays, the programmable logic controllers (PL&®) often in the role of control systems.
They are used primarily for control of technologipabcesses, but the exception is neither the atibn
in transport. As an example can be mentioned systefrail safety technique: system MODEST
from the company 1Signalni, ELEKSA system from Siesneghe system SPA 4 from Bombardier
Corporate.

The PLC producers continually improve their progstiThe aim of the producers is to extend
their application possibilities. Therefore there dam found in the offers of PLC producers PLC
with attribute fail-safe, eventually fault-tolerant

PLCs are modular systems, so their availability aafety depends on the chosen structure
of control system. The choice of structure is appade to base on the modeling of monitored propsrti
Another reason to create a suitable model, evdptoabdels, is that the certificate of producer abou
reached level of safety PLC says nothing abouti@ication of PLC. The correct model must also take
into account the application individualities (ellge way of sensors connecting, actuators, etc.).

The article compares the availability and safetywafious structures of control systems based
on PLC on the ground of created models.
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1 Introduction

Nowadays, the programmable logic controllers (PL&sg) often in the role of control systems. They are
used primarily for control of technological processbut the exception is neither the utilization in
transport. As an example can be mentioned systémel gafety technique: system MODEST from the
company 1Signalni, ELEKSA system from Siemens, teteay SPA 4 from Bombardier Corporate, etc.

The PLC producers improve their properties contigudlhe aim of the producers is to extend their
application possibilities. Therefore there can hantbin the offers of PLC producers PLC with atttéou
fail-safe, eventually fault-tolerant  (e.g. [www.aatation.siemens.com], [www.ab.com],
[www.meau.com]). In the first case, it concerns Plo€ control of safety critical processes and ie th
second case it concerns PLC for control of prosesisat require high availability. In both cases the
monitored characteristic is achieved by appropraplication of redundancy. Regarding the fact that
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PLC is the modular system, the user influencesiiagie of redundancy by the choice of system stictu
too and then also reliability and safety charastes of the control system. Manuals of the prodsice
offer an overview of the various structures of cohsystems. The plenty of solutions often leadsuiber

to the question, what is the basis on which we gedcthe selection of an optimal control system
structure. If we added to the monitored charadtesi®ven the price of control system, the us@iased

to the relatively complex problem. Regarding tHeabality and safety of control system it is necagsto
choose the optimal structure on the grounds of mmagleof reliability and safety characteristics of
structures in compliance with requirements of agiapplication.

In this article we will focus on different structeis of control systems with PLC, which can be hupit
from commercially available modules. For each stmecwe will analyze the probability of failure atide
probability of dangerous failure of control systeflme probability of failure is one of the main fasto
influencing the availability of control system atieé probability of dangerous failure reflects teaahed
level of safety. The mutual comparison of resultsveh positives and negatives of concrete structure i
regard to the monitored characteristics. In devafiomodels there are not taken into consideratinacse
and actuators because of simplicity. Their numbdrbw high dependent on the chosen application. The
way of sensors and actuators connecting, and theente of setting of related parameters to thetga$
described in [1] in more details.

2 The basic structure of control system with safety EC

To the basic structures offered by producers wighdim of safety increase of control system beldhgs
structure in the Fig.1. It is a one-channel strgtwhich consists of modules designed for saféig.P
This structure is composed of a processor (CPU) hoanication bus, communication module (K), input
(D) and output (O) module.

CPU —————_____ | VO interface

Fig. 1. The basic structure of safety PLC

In this case, the redundancy is applied inside rtieglules and the user sets only application-
dependent parameters of modules. Regarding thal semtrol of the modules of this structure, the
dangerous failure of control system can be caugethhgerous failure of any module of the structitre.

Is given by:
(): U(t) ()+N|o(t) NCPU()NB(t)_NB(t)NIO(t)_ (1)
cru (N6 (1) + Nepy (NG (N6 ¢)

wheren_,,(t), N4(t) and N (t) are probabilities of dangerous failure of procegsrts, communication
bus and I/O interface.

The probability of dangerous failure of partcan be calculated with assuming the exponential
dividing of failures probability, according to tlequation:

A
N (t)=1-e = (2)

where A" is intensity of dangerous failures jefh module and is the number of modules oth part of

the structure. With regard to the fact that it cans PLC determinated for control of safety critica
applications, data about intensities of dangerailsrés of modules are available in producers ogtags.
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The common feature of all on the market availabfetg@LC is that they are certified by producers
for maximal SIL 3 (Safety Integrity Level [2]). Thfact is particularly influenced by the current ketr
requirements.

The failure probability of such structure can beregped similarly:

Pcs(t) =Ry (t) + PB(t) +Po (t)_ Feru (t)PB(t)_ R (t)P|o (t) ~Reru (t)P|o (t) +
+ Pepy (t)P (t)Po (1) 3)

wherer,,(t), P,(t) and P, (t) are failure probabilities of processor parts, camivation bus and 1/O
interface.

The probability of failure of-th part can be calculated with preconditions tkigoaential division of
failures probability according to relation:
Y
R(t)=1-¢ = (4)

where ) is intensity of failures of-th module anah is the number of modules ofth part of the structure.

If the parameters of the mentioned basic structweenot sufficient for a given application, it is
necessary to use more complex structures of cosyspéms. These structures are offered by produters
order to increase the availability of control systéHowever, by their building there may be used nhesl
of safety PLC in order to create the structure eaoning to the reliability and safety requirementsao
given application. But it is necessary to regaedftict that by increasing of availability would rmaime to
the safety degrease of control system. The followiags of the article focus on this problem.

3 The more complex structure of control systems

For more complex structures of control systems réladeindancy is applied at the level of moduleghin
simplest case, there can be used redundancy of sadele, eventually of some part of control systém.
necessary there can be proposed such structureatiaicomponent in it will be redundant. The imsdict
such solutions to the probability of failure andhgarous failure is described in the following partshe
article.

3.1 Partially redundant control system

The most common case of partially redundant costystem is the control system in the Fig. 2. In this
case, the processors are redundant (CPU 1 a CRId@)/O interface is connected to the communiaatio
bus through the communication module. Such a streds displayed in the Fig. 2. It concerns the hot
backup of processor and this structure is abledasknthe failure of one processor.

CPU -
! i 1O interfact

o TeTiio]

CPU;

Fig. 2: The structure of control system with redundanchatievel of CPU

In the Fig. 3 there is a block diagram of no-falwperation of control system in the Fig. 2. Frdums t
block diagram it is possible to derive that for takculating of failure probability of this structucan be
used equation (3), and for the failure probabuityrocessor is valid:
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Feru (t) = Repy, (t) Feru, (t) (5)

wherep_, (t) andp,,, () are probabilities of processors failures fromRige 2.
CPU,
o—‘_. . _l— B o

Fig. 3: Block diagram of no-failure operation of controksgm in the Fig. 2

The structure safety in the Fig. 2 is dependenhenatay of mutual cooperation of processors. If the
producer does not guarantee whether the processgrarticipating in control (generating the hot lbac
up) can influence the controlled process in thegdewus way, then it is necessary to proceed to the
creation of model pessimistically. This approachuasss that a dangerous failure of any processoesaus
a dangerous failure of control system. The modelteceon the ground of this assumption is in the 4ig

— CPU; |—
— CPU, |—

B
110

Fig. 4. Block diagram of safety of control system in thg. Ri

The probability of dangerous failure of the struetur the Fig. 2 can be expressed by equation:
Ncs(t) =1- (1_ NCPU1 (t))(l_ NCPU2 (t))(l— NB(t))(l_ NIO (t)) (6)

3.2 Completely redundant control system

An example of control system, in which each modfleontrol system is backed-up, is displayed in the
Fig. 5. Such a structure can mask the failure ef foom a pair of mutually redundant modules. Howgve
it is not possible to consider the current failofeone element of each pair, because for examge th
failure of the first processor (CPU1) excludesuke of the first communication bus.

I/O interface I/O interface :

CPU; I__.-'_I__________I i |
rA I Kel la[Ou]!t 1| Ka| 12| O2]]
| Do :

\ A 4 ' b !
CPU,| --f--------- I :

Fig. 5: The structure of completely redundant control syste

The influence of particular elements used in thacstire in the Fig. 5 on no-failure operation of
control system represents the block diagram irFtge6.

CPU, B 1101

o—{ | N
CPU, By 110

Fig. 6: Block diagram of no-failure operation of controksgm in the Fig. 5

From the block diagram in the Fig. 6 can be derithedrelation for calculation of failure probakylit
of control system:
Pcs(t) =1- (1_ (1_ (1_ PCPU1 (t))'(l_ Psl (t)»'(l_ (1_ PCPUz (t))'(l_ PBz (t))»
- Ry, (1R, (1) | (7)
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Fig. 7: Block diagram of safety of control system in thg. Bi

The probability of dangerous failure can be derifredn the block diagram in the Fig. 7. To have
comparable results, this block diagram is builtempghe same assumption as the block diagram iRithe
4. Therefore we will use the pessimistic assumptan the dangerous failure of the part creatindchac
may also cause a dangerous failure of control syste

It is given by:
Ncs(t) =1- (1_ Nepy, (t))(l_ Nepy, (t))(l_ Ng, (t))(l_ Ng, (t))(l_ Nio, (t))(l_ Ny, (t)) (8)

4 Comparison of reliability and safety characteristics of individual structures

In previous parts of the article we introduced oasi structures of control systems and derived emuat
for calculation of probability of failure and damgas failure of mentioned control systems. In fhast of
the article we compare the time courses of prolighoif failure and dangerous failure of mentioned
structures in order to point out on the influence change in the structure on the mentioned
characteristics. Intensities of failures and daogerfailures of particular modules are taken frdma t
documents [3], [4] a [5].

The basic structure — Fig. 1

, The structure with redundant process — Fig. 2

~; The completely redundant structure — Fig. 5
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Fig. 8: The time dependence of failure probability

In the Fig. 8 there are time courses of failurebpfmlity of control systems introduced in the Fig.
Fig. 2 and Fig. 5 (the basic structure, the stmectuith redundant processor and the completelyrréalnt
structure). From these courses it is obvious tadure probability of control system is decreasusing
the redundancy.

It should be noted, that the processes of proli@silof dangerous failure are in reverse order. Then
the structure that has better characteristics daggrthe availability is worse regarding the safety
characteristics. This is due to the assumptionttiesafety is also influenced by parts creatingoek-
up. Improving of availability for a price of wordeg in safety would be possible to achieve by more
complex structure of control system (e.g. structr8). More complex structures, however, are not
usually offered by producers. In some cases, honvéwgould be possible to achieve them by appedpri
connection and additional application software.
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4,00E-03 The completely redundant structure — Fig. 5

3,00E-03 _.-’: The structure with redundant processor — Fig. 2
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Fig. 1: The time dependence of dangerous failure probgbilit

5 Conclusion

Choosing the appropriate structure of control sysebecoming the more demanding when we monitor
the more characteristics during its choice. Theclargpoints out to the problem that improving of one
characteristic does not automatically mean the avipg of other characteristics. If it concerns tioatrol
system determinated for control of safety critipedcess, steps must be taken to avoid the worsafing
safety by the influence of improvement of otherrelsteristics of control system.

This work has been supported by the scientific gagency No. VEGA-1/0040/08 "Mathematic-graphical
modelling of safety attributes of safety-criticaintrol systems".
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